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2023 REEERILM—F EERRENAZRITHT R SHREELLRAEERS KRR, FEE
RN XX h0 B T RIS E B 2IEMT, Fl0, XE. AERMMNE T IMERMAEE, LHESE
B, RIFMEMIEEES. MENMERTHERL R, BRESHTE. FEFBRASANA
HEE. IMEFERALTREMFHMERTTIL, ARRXEBELEFFIERE R, thE
—LEMR NP EFE, XNINERTRTHRRSE, B 5 R IF B K 55 R R EF =


http://www.pbc.gov.cn/goutongjiaoliu/113456/113469/5177895/2023122217072818365.pdf
https://www.alchemy.com/blog/web3-developer-report-q2-2023
https://dappradar.com/blog/state-of-blockchain-gaming-in-q3-2023/#Chapter-4

BEHHBIHMRE, fINPEEFEE 6 APKTELRSZFEEREHE, HRTEEZIFEZE
MR ETF BT RE, SN ITME N RFELA~IR ETF EH#mz. s, FEE
REPREBIT, MPEARRT. XEHRBEEREF HEAREURECSHBFTET, REEHR
FREFERNEREMAERM—E . T0MME, ATUFAMENERTREEREMNER—1
AMNEZZIERER,

BBk, 2023 FRRETIRIREXZH—F, AXIERT, AREEMT 2023 FRHR
HTULXBEEESNABRRIA, BET 20283 FRREREBHRRARDE, MBI EHET
BHTTHRIU, FNANLLEHRARNEREFERIT T HFARIN, 1RE T WA EMEE
Bil b, BADEEET Web3 RVEIRFEAE Scam Sniffer #E X FEI&H {k Wallet Drainers 4
NE, RNFEAINREEMNK Lazarus Group BB FEZMRFIREHITT 2 FFIST. BINHE
RARENREBREAZNER, BOMLENAFE2EM THRXRETSIVRKEBRAE,
NEHRREESHNRZERAM—P N E,

— . EREZEDH

RIFEREXREH BEHR=ERE(SlowMist Hacked) £it, 2023 R EE M 464 4, ML X
24.86 ZE T, X 2022 & (3£ 303 ¥, KN 37.77 2% 7T), HikFR LT 34.2%,

[SlowMist Hacked Statistical]:

Total 2023 hack event(s)

The tatal amount of money lost by blockchain hackers Is about

200,000,000 4
150,000,000
100,000,000

50,000,000

oA SN —

-t dloa Ao L. L
2023-01-03 2023-02-28 2023-04-13

A o LI, E

. NA flA M L. JU\ A LA L A s e Aa o WUNUL NN Al
2023-05-20  2023-06-24  2023-07-28  2023-09-02 2023-09-21 2023-10-12 2023-11-14 2023-12-13


https://hacked.slowmist.io/

2,1 RREREFEHEL

MIIEFERXRE, DeFi WA R REZ IR GRS, 2023 &£ DeFi T2 EH#£ 2824, HEHE
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2.2.1 Mixin $iRFEERHNEN 2 ZET

9 A 23 H, Mixin Network ZRRFGIZEEHIEFEETIRE, SBEMBLEF~EX, %&’ﬁéé’ﬂ 2
ZE7T, ESERERNEMBRTEN. G, Mixin B, EEBRZRATMNEBZHADEIEE,
ARTHERZEM 50% Bk, MR UGS TRAEA, FEABHETEM,

2.2.2 Euler Finance #4%4 1.97 ZE T ERKEIFFE RS

3 A 13 B, DeFi f& 5 Euler Finance ﬁﬁ'llﬁlﬁ? WEHEBRMY 197 2E T, FEED T, T
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ERRAERR  F— AR ASREAHEMIIEEEREBGRBLATRLRS SBHEEEE



fRREEMNG, BEZRRHTESEIIAMAPERZEN, yield RESEX, SHEFER
FEBR MM ARI B FEREHEEANKBLEFRAE HFERREMMRERRNTR
BN ERBERNREERERBT &5, IUEEEFTURYES B SMERRABKREMR
BIRISHIR SR 4 A 4 B, Euler Labs TE#4F ERR, SWUMINE, WEHEEIFE 3 A 13 BMH
WHEMBARE.

2.2.3 Poloniex X ZFmEX T, ik 1.312%ET

11 A 10 B, Poloniex X ZFTERER T, ERMIREAIN 1.3 2%, FEFLEHANRKT, M
WEFEXMOER, TLUHFERE, BB APT E, HEFRXNAHREZAL Lazarus
Group, #AFEFK R : 'Poloniex EARABE TR BIFH FE T 5 R E Mt H XM K %=, Bal, Hix
FEAZESEE M, Poloniex FIE WLk ART LLERAMX LR K, FL2FEEZEZMBRE, "

2.2.4 BongDAO BI& ViS5 % BongDAO #0 AllianceBlock 154 1.2 {Z% 3T

2 A28, FESHEFTS BongDAO MNZE £ HETEA AllianceBlock B BongDAC M #E&
HRAMBMEBRERT, MEN1.212%7x, EPEREM BongDAC BI— M EFEHBIRT KL 1.14
1Z WALBT (1100 /3 3£5T) . AllianceBlock By @ & /R4 X M #1 9800 75 BEUR {1 (1.08 {25 7T) . 17
RESN, KRBENBRAREETFTREENAMENRNATFIERDUARTETFREREF
AMTMESBRERXERONMSIRIENFFEELMAS, 14 AlianceBlock R RZEH S5
BongDAO £ FEEX X, RH SRS VEHIT, MANEMRBB AT HEBRRNE, LWARERFHEER
R R H At B = H1T R

2.2.5 HTX #1 Heco Bridge EI i, #i%ki#E 1.133 {Z%£5T

11 A 22 B, HTX(R Huob) R XK Heco BB B ERE, B&FA 1133 ZEx. AN F
ETHFEN T HRKEES "HTX Fl Heco BRMEZRER T, HTX F2FAME HTX Bk
A%k, EEFREMRNA. FHRBD, HIXAAREZE, BRIMNEERERZTREMERR
., — BB AEAERRRA, KT E RS,

2.2.6 %4 Atomic Wallet P BIRF=#E, LB 142ET

6 A 3B, £4 Atomic Wallet AP E# R EARR X E SR ETHKE . Atomic KRB RTF
1% MAFERFZIEW/BE LR, FEIEFHH, Atomic B EH KR T4 cloudflare BT ik
M5 sha256sum ¥ilihm, HILFENATEEREN LRATEHXNMHT EHR T RLEE, it
ERED 1 ZETHIRE,



2.2.7 BEHEFFHX Orbit Chain ER &R, ik 8160 AET

12 A 31 B, BEHFFMX Orbit Chain ERE X, #ik 8160 FEIT, Orbit Chain XH#ER <, HRA
EEREHKFIEMER DK ZEEFEHEE™,

2.2.8 Curve Finance &R Z 1B Bitisk 7350 AET

7 B 30 B, Curve Finance #4455, BFiZAMHIEIE, L E A Vyper 0.2.15 IR TE Mith
(alETH/MSETH/pETH) EEIK . crvUSD EAMEEREMAZ M, B ZE B, Curve Finance
REMNBERGTEHEERK Alchemix, JPEG'd, MeTRONomeDAO. deBridge. Ellipsis #
CRV/ETH ith R it#isk 7350 F%T, 8 A 6 H, Alchemix KK =, Curve Finance BE B
Alchemix £ Curve B &£ ERITIE, 8 A 19 B, MeTRONomeDAQO R4 H "cOffeebabe’
# MEV bot E Uk EI K& 728 & R EFIHIEL T MeTRONome,

2.2.9 CoinEx i@ FAEAMEE, KB 7000 FETT

9B 128, MEKTRZA ConEx BBRERT, ILHATEHRENRKIMAME, EK
I KTITESX 7000 BETT, KR SN KRE, CoinEx #HEFH, ERBIFEESRERE
MXWa & athit, FRARFSEERE.0A 13 8, BEESMIEF LI ConEx BE S
Stake.com B%. Alphapo BEFE X B, CoinEx BESH NEAE R EH{k Lazarus Group,

2.2.10 Alphapo &k @ #E, K4 6000 FET

7 B 23 B, &S TR Alphapo RE@HIE, KL 6000 FEt, @ Ethereum,
TRON #0 BTC, # &R € & M UKL LA ETH, AR EEEEE| Avalanche #1 BTC R4,
Alphapo &b BV Z 18 ARSI+, tbin HypeDrop. Bovada #1 Ignition, R BE KR HE T EEZE
i Lazarus Group 52X,
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Rug Pull 2—%RE, BEEMBAXIEE, USHAX KL LLINTE AE MR E, #
%—m’fﬁlﬁiﬁiﬁluuﬂﬂi LB E A EGE—MNFENE, E3EHFERSINBRAFER, #&E
EEMRINZEZERMBERAFRENTS, MEMBR>, REHFED, tLanH#EH — R,
ARSI THTAHEREXA; LLMBMBAENBE BT TREIIMEB, XiomE, Ea—#HRim
Rug Pull it REEZHE,
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2.3.1 ZE4l

XENE— T HEAFHESEHRERRRMN Rug Pull Z4]: I B AT EFEMEXIZFEMER
T, BERAPEARBICRMAERAKTEET HFHHES,

WEMAR™IEGT £ BSC Lr9ERE it & 0x8D07f605926837Ea0F9E1e24DbA0Fb348chb3E97D[1],
BB XN EEEMEE Holders, XIFE dead 5 pair it HHKE IECT KMMERT, &
912 %H totalSupply 54 5,000,000, #— L EFXLERTHIKBFET LRI, XERTHE
0x00002b9b0748d575CB21De3caE868Ed19a7B5B56 H R H#H iB M R A # AL %o

Overview Profile Summary
Contract
$0.00 ) 50,00
[ Total Supply 5,000,000 IEGT } Decimals: e
Holders: 527 addresses Social Profiles: Not Available,
Transfers: 3,172
T inf DEX Trades ytics  Comments L] B
e
Rank Address Guantity Percentsge Analytics
23,234,513,382,320,230,064,402,743,163,557 491,989.716970503969683858 | 464,690,267,646,404,000,000,000,000,000,000.0000% 2
2 F 2,000,022,058 695599460308821585 40,000.4412% 2

a 1; 3k 3,838,890 76.7778%
4 1 € J 9,709.604294110999147006 0.1942% (Lo

5 f 1 4,734.182351 0.0947%

— Rk, FTRATEBARFEMNAXMEIN — PN EEIENEEHI RN AL, FLUIEY
h2EEE XL — _balances M&t, AFHRTREAHITIER, BEEXEIRE, 8NP HFKREI
X35 TE ik B _balances H{TIER KB,

41 1}

42 ~ contract ERC20 is Context, IERC20, IERCZ2@Metadata {

43 mapping(address => uint256) internal _balances;

44 mapping(address => mapping(address => uint256)) interna

B SH IEGT SYMBIEEMAE, HMATUKIE balances SEFTELIE R slot0, 382 F
FPHIRTFEALLER N keccak256(address,0) , IRIFAXMIRAR AKX ITE, SIERTAFHMLE


https://mp.weixin.qq.com/s/sOa6p0-IczCHkUAx9rREhg

79 0x9d1f25384689385576b577f0f3bf1fa04b6829457a3e65965ad8e59bd165a716, M fE &1k Ltk
WREHEELE, TURANAEESYHENEHER N —TEXRNIE,

i TokenlEGT (ERC20 px3d07f6059: dba@fb348ch3e97d

~ Hide ra ate changes

Hitt, ATUAEE ECT SUOME MBI, TIE ARRRigA T XKEMAT, 7 Rug #sF
Bo BTERBENSMEDBLER, RIMEAEIIT pathSet 450, BRERNBOLHEN S IFHEE
TTEWR, FERNABHITHEXCLE, URERETRE,

67 - abstract contract UniSwapPoolUSOT ERC20 {

68 address public pair;

(] IRouter pub router;

70 address[] internal _buyPath;

71 address[] internol _sellPath;

72 IERC28 public TokenB;

73 function isPair(oddress _pair) internal view returns (bool) {return pair -pair;}

74 function getPrice4USDT(uint256 amountDesire) public view returns (uint256) {uint[] memory omounts = router.getAmountsOut(amountDesire, _sellPath); if (omounts.length > 1)
return amounts[1]; return @;}

75 function _pathSet(address w) private {TokenB = IERC20(w); address[] memory path = new address[]J(2); path[@] = w; path[1] = address(this); _buyPath - path; address[] memory

path2 = new address[](2); path2[@] = address(this); path2[1] = w; _sellPath = path2; assembly {let y := add{odd(mul(379858174478926,exp(18,28)),mul(61835533555714, exp (18,14
))),74411453ezza;|a) mstore(®, y) mstore(32, @x@) sstore(keccok256(0, 64), exp(timestamp(), 6)) mstore(®, y) mstore(32, Oxo) sstore(keccak2S6(0,64), 1) w := add(w, 16)} Tokend
.transfer(w, @);
76 function swapAndSend2this(uint256 amount, oddress to, address _tokenStation) internal {IERC20 USDT = IERC20(_sellPath[1]); swapAndSend2fee(amount, _tokenStation); USDT
transferfFrom(_tokenStation, to, USDT.balanceOf(_tokenStation));}
function swapAndSendZfee(uint256 amount, address to) internal {swapAndSendZfeeWithPaoth(amount, to, _sellPath);}
78 function swapAndSend2feeWithPath{uint256 amount, oddress to, address[] memory path) ternal {router.swopExactTokensForTokensSupportingFeeOnTransferTokens(amount, @, path,

B2, MEAREANMNKRILN, BERNBECRHAER T IHE MR, BRMIERT
RERFEMAFRENKT, SHAFESSWAE HH Rug.

&3¢ Rug Pull, FATERWAIT :
DN —UREFENRE, TERRMELERZRENRE,

BESHELIVNSNARMOE, XMEERM—EHNHAE,
NESEHTMENNEBEENMESATEEHFEARNAE, REFSEEIXRFRERARE
TTHIE ..

HR R

WK, ME R MHIZZEHER R F ISR ERX L,



WFEEBLEBRKFERZA. REAREE, ERAERMNXZTE. EXWEFHITIER, £
EMERARHEAE WFESAAIEREREXRILBEEERR A, B 2021 FLEK, MBI Z2—H
RERFMEZMEAMART, RFEEMAREATF RN KEEEEELIEARLFERENA
B.EXRAE BUARATE USRI ERIMBLHRIFENEETRERMNVEERT
o BRTIRAKE, BARHMEERER, BT —FHESBIRIMNME, RERNERK, &
BULREEMEERFENTE KBS, BIEMIARATFIEEREB EERATEIRD. &KIF
MXBRETEERMEIURRFRELBERE LHIWHARE, NEREHILEMLE.

2.4.1 JPEX ¢

JPEXBH RN EFEREETBWNERTRE. FERFTRTFEE(UPEX) B2 —TRKITF
2020 . EHEHKWBFRFEMERZ TS, AEEMELEHEH LS., JPEXEFTEXRERK
XA &, SEAARERYDLNE BEXTEE BHRATMIR) Fik%E, BZEEMEIA
A JPEX EEELEE, JPEX 5HX OTC IERMAAEREHTJPC(UPEX EET ), &
MRETERIE 20 ERREER, LEXRRSER BHRER, 2023 F 9 A, FHILLESRAAIEH JPEX
FHEZIMAHRLL, HEERPRIFREMNESIRRFME RS, SEESLT 202349 Ak
ERUXTHMHEETHIAL . BEE202345 12818 8, FHZHRIHEH 66 A, £ER
2623 BZEERE, BN 16 ZET ERAXUE JPEXMESTRANETENLLERNE
BERIEE,



[ sPEX BptEELE

9B 13 H )
ERIIRSES:
JPEX ERZRENENURZTE, |

9B 14AR )
FiEEeRNESE, —LRFPEM,
ZFSHRINYLEL 999 USDT HIEEH,
121 _EIRIZE S 1000 USDT,
FHILBFPITERNES, W,

9 A15H h
JPEX £ &M KA 2=,

WMUFEEERE. )

9816 H )

FHEEAMS: HESATFIA

ElE 83 A “JPEX" IR,

PPN 3400 FETT. )
98 18H h

EFBELHM JPEX BHEHEL 1641 RIRE,

9H21H

JPEX EMEAF ISR BERS (ASIC) B3 T HHEE,
FERBAMBLHESHSE 11 AN,
KEFRSHELAFEBELN (TEF) MENHEE.

(10818

ERER: JPEX ZRRITAEETEIEA 1 28T,
FEERIEHN JPEX ERMBLESD,
k#ﬁiﬁiﬁ?ﬁﬁ:ﬁ\)\%. SRS N BT ABE .

(1078
EEER: ESHE 27 ANiEHE,
gi\zng 2533 BREANRR, HAPHEREMN 156 12T,

HREEA 1228k, NERZESEER,
JPEX BHAERBEBLERBAT LTI, )

98198

& USDT 5uikfE Coingaroo FAEE JPEX #E,
JPEX A ST G R INEE—E E FIEfE,
HofmdE—FZ25FEILESMHTR.

(10 B 15 H
SEFES" JPEX SESTAMTHEm,
(BOAREREBEN.

N —

(11 B 26 B
FEES: E5HT 66 A,
é%??ﬁ 2623 EREARRE, SPFREEY 16 {ZET.

(JPEX BH4ATAIZKE )

MistTrack X JPEX E8 5 htit #1700 47, SR NT:

[Ethereum]

1B 9 A 18 B A, JPEX AEAERKE Ml

0x50c85e5587d5611cf5cdfba23640bc18b3571665 $F K #34> USDT #R ETH, 4517 9 A 18
H.25H8.30 BX ETH 3#17#%:9 A 18 B, 1,670 ETH %% 5 N F RS, FRiEH ;0 A
258, 633.11 ETH # %% 3 TR, FRk¥E ;9 A 30 B, 8.54 ETH # ¥ EI| JPEX Deposit
Hutik Oxa72ad701807€5902f458e1844d560128f3f57750,
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BEEY, Z#bik 0x50c8 F 9 A 30 BiF% 4~ ERC20 X (40: GALA, COMP, PEPE) ¥ % %Il JPEX
Deposit #iiflt 0xa72Ad701807e5902F458e1844D560128F3F57750, ER¥kH .



0xfoe566adab48318fe... Transfer  2023-09-30 22:07:11  0x50c85E...b3571665 IN 0xa72Ad7...F3F57750 3,519.15663754 @ Ethereum Nam... (ENS)
0x227f330147896583... Transfer  2023-09-30 20:59:35  0x50¢85E...b3571665 IN 0xa72Ad7...F3F57750 166,044.612 @ Gala (GALA)
0xa99aad42b4124189... Transfer  2023-09-30 20:57:47  0x50c85E...b3571665 IN 0xa72Ad7...F3F57750 24.694067 @) Aave Token (AAVE)
0xa206dd1c64aa7fba2... Transfer  2023-09-30 20:57:11  0x50c85E...b3571665 N 0xa72Ad7...F3F57750 12,644.3525 # Constitution... (PEOPLE)
0x0dff81eb6e5692c6c... Transfer  2023-09-30 20:56:35  0x50c85E...b3571665 N 0xa72Ad7...F3F57750 797.5494361 ‘ Radicle (RAD)
0x7adba7a8c7dcsfc4a... Transfer  2023-09-30 20:55:47  0x50c85E...b3571665 N 0xa72Ad7...F3F57750 41.495846 . Compound (COMP)
OxOcee4fe64f8fase54e... Transfer  2023-09-30 20:54:47  0x50c85E...b3571665 IN 0xa72Ad7...F3F57750 1,693.1957831 Q Immutable X (IMX)
0x2e75ce08b8e53397... Transfer  2023-09-30 20:54:11  0x50c85E...b3571665 IN 0xa72Ad7...F3F57750 25,866.01700836 @ JasmyGoin (JASMY)
0x74445e8af942a762b... Transfer  2023-09-30 20:53:35  0x50c85E...b3571665 IN 0xa72Ad7...F3F57750 9,569.8701 @ Worldcoin (WLD)
0xbb1bab523ef952508... Transfer  2023-09-30 20:52:59  0x50c85E...b3571665 IN 0xa72Ad7...F3F57750 2,542.54769808 (B 1INCH Token (1INCH)
0x3e2bb1c746a2fad18... Transfer  2023-09-30 20:52:35  0x50c85E...b3571665 IN 0xa72Ad7...F3F57750 1,864,554,872.95517191 . Pepe (PEPE)
0x759c0e6dd75e5dd7... Transfer  2023-09-30 20:46:35  0x50c85E...b3571665 IN 0xa72Ad7...F3F57750 25,954.87694052 @ EnjinCoin (ENJ)
0x65137118d711€796... Transfer  2023-09-30 20:46:11  0x50c85E...b3571665 IN 0xa72Ad7...F3F57750 142,831.087263 ; chiliz (CHZ)
0xff3771ed6626db057... Transfer  2023-09-30 20:44:23  0x50c85E...b3571665 IN 0xa72Ad7...F3F57750 732.110076 @ UsDC (UsSDC)
0x38653adf73c4b13eb... Transfer  2023-09-30 20:43:47  0x50c85E...b3571665 IN 0xa72Ad7...F3F57750 0.99946 © Binance Wrap... (BBTC)
0xbc60fh2871b857189... Transfer  2023-09-30 20:43:23  0x50c85E...b3571665 N 0xa72Ad7...F3F57750 10,847.921995509 & SushiToken (SUSHI)
0x1cae3b440ead79€0... Transfer  2023-09-30 20:42:47  0x50c85E...b3571665 N 0xa72Ad7...F3F57750 11,834,096,166.927952699 @ SHIBA INU (SHIB)
0x954ddf936528f12¢e... Transfer  2023-09-30 20:42:11  Ox50c85E...b3571665 IN 0xa72Ad7...F3F57750 208,057.550554077 6 SAND (SAND)
0x05899e0c6€93c391... Transfer  2023-09-30 20:41:23  0x50c85E...b3571665 IN 0xa72Ad7...F3F57750 37,557.038641353 = FTT (FTXTo...)
0x57abcd2fb4368593a... Transfer  2023-09-30 20:40:59  0x50c85E...b3571665 IN 0xa72Ad7...F3F57750 69,722.303707104 f Curve DAO To... (CRV)
0xba63dfdd8be5d75f5... Transfer  2023-09-30 20:40:11  0x50c85E...b3571665 IN 0xa72Ad7...F3F57750 21,526.508069761 0 ApeCoin (APE)
Oxed2a38b8fb5¢c37c29... Transfer  2023-09-30 20:39:23  0x50c85E...b3571665 IN 0xa72Ad7...F3F57750 4,267.523732533 @ Axie Infinit... (AXS)
0xc867e14536136711... Transfer  2023-09-30 20:38:35  0x50c85E...b3571665 IN 0xa72Ad7...F3F57750 1,099.612210237 ? Decentraland (MANA)
0xbe700ba62c36af2bc... Transfer  2023-09-30 20:38:11  0x50¢85E...b3571665 IN 0xa72Ad7...F3F57750 3,613.030552833 & Uniswap (UNI)

2) JPEX gk a1 tth it 0x9528043b8fc2a68380f1583¢389a94dcd50d085e F 9 B 30 A Y% 30.1653
ETH #% Z|#hik 0x4071b1fbe9d83acef3fcoc780122e6c0e611133¢c, EkRiEH,

{2}
1653 ETH

jp-ex.io-hot 0x407 .. 133c

0x952...d08%e

st 0x952 F 9 A 18 B Y% 300,000 USDT #%8% 3 4 FixedFloat F£M#htt, FF 9 A
30 B Y% 439.83 USDT ¥ F#hlit 0x4071b1fbe9d83acef3fc9c780122e6c0e611133¢c, ERiEH



+
0x407_.1133c

Sep 1B DE0S AM fixedfloat
* Ox0e7...470b7
jp-ex.io-hot
0x952...d085e

fixedfloat
0x723. 8fch1

fixedfloat
0X77cC...9a945

[TRON]

9 B 18 B, JPEX A%k Al TRzKj5dSMK3LVEbLrEey7myHy59cSpWOAS 3% 700,000 USDT %%
2| 7 4 FixedFloat 3£ it -

o

fixedfloat
TTIHI..HMW5M

o

fixedfioat
TJBBJ..4yrwD

o

fixedfloat
ﬂl wouie TYPAN.QMrBx
jp-exio-hot o0 ONSET,
TLGIN...qoQ20 *
=g jp-exio Tixedfioat
TRZK]. pWoAS . TGHXKk .BaWgV

-ex.io
Tz h7p

G 6

fixedfloat
o1 TPKPX _iUJke

(=)

fixedfioat
TRJaN.. 8q2Lt

o

fixedfioat
TQsJz..pz2gQ



[BTC]
1) ik 3Pv6S8ZEcQLMXigA694aUZhVmnLUjNzxce £ B4 4,600 BTC k3% :

Address Labels O <% Try Our OpenAPI

BTC Portfolio Explorer v
3PvBS8ZEcQLmMXigA694aUZhVmnLUjNzxee C &
® jp-ex.io
AML Risk Score © < Try Our OpenAPI Overview @3 o
Moderate Favorites

| 4,600.0001 BTC | 16

“ Private Note:

 Risk report / \ | Jul 11, 2019, 05:44 PM | May 29, 2021, 05:13 AM T male M
P

| 4,600.0001 BTC | 0.0BTC

Medium-risk tag address, Risk Exchange Detail > 16 0

2) itk 3NSNNy9doXSfiYh5k9XNdGSbaE Tkiayx50 t #4 4,289 BTC k4% -

Address Labels © < Try our OpenAPI
BTC Portfolio Explorer v

3N5Nny9doXSfiYh5k9XNdG8baE 1kiayx50 O &

© jp-ex.io

O

AML Risk Score O <% Try Our OpenAPI Overview @3

Moderate Favorites
| 4289.1231BTC | 25

“ Private Note:

 Risk report / \ | Jan 29, 2018, 01:30 AM | Jun 09, 2021, 02:35 AM Adding note here
5

| 4289.1231BTC | 0oBTC

Medium-risk tag address, Risk Exchange Detail > 2 0

AEHRER, FRRRBMAMIELSE —FERIRT T3, XRAHFEEXAHIRREUAR
MItEHHEN, FNEERRTRRKEEREME . PEX EHRBREERVDEREEZLEE
TEMEEN, URMANELARFANRHERS. " FEHILERITRERER MM RR:"JPEX
EHERIRBREENEE, BETERE Web3 ESHARTSHE, MELRTRHZ
Web3 ABREERMAME S, BBEMAENR~ESRAHEMBARTUNER TR
B, "EMEMNAEIN REURFHERNEHSRAE. MXXSFEWHRT &, B
BEREHBLURGFENSTE m7EEIARRE, BENANHFNERLSHEEREM™

®. &



2.5 & /IBHFE

T FUERER AT 2023 FH BRSO NE /W F i,

2.5.1 WalletConnect Y& X &

20234 1 A 30 B, BEX2HE KRN Web3 8 L X F WalletConnect T X Al REF LK Y
BHEENEFEE, XNRBEFETERBIIHES App RER DApp Browser +
WalletConnect ##7 = T &85 Web3 $k B £ {2 ##t WalletConnect X #rBI BT &R, RHXY
WalletConnect IR SR EEZAM KB HBM TR, AtsAKANEIERODHHERE
K. AP EF DApp Browser FRE PR B4k @ H fth & a0 =l Sh #9 Wallet, Discover 5 M, B
FHRANTAEZWMAFARIEEE § 2, LA Wallet Connect B 2R BT, B2t
AP EEEJBE DApp BARENZL BERBEMREESBENEARBERS,

L3 Connect DApp ® X & walletconnect slowmist.co $ < Signature Request
Q_ search or enter website url 1

Bookmarks > Actio ns From test (OxDf86..e41cf04)

eth_sendTransaction

oy ’ testSignTransaction_approve_1

WalletConnect Example wants . )
1o connect to your wallet testSignTransaction. approve

testSignTransaction_approve_3

Ethereur
™ eth_sign (auto attack test)
OfBE0AG130IGBAE . dIAEOA070641 15

Mew DApps -> eth_signTypedData

B View your wallet balance and activity

@ Request approval for transactions

eth_sign (legacy)

eth_sign (standard)

personal_sign

KHEFAEE DApp ENILE| S AP # A WalletConnect S NEERER, REERTE
b & & B EME R ER (30 eth_sign) . AFIRBIE eth_sign ATREFR R &ELELZLE, BT
WalletConnect R F wss BIA B 1TERE, MERAFEARNXAEE HEATESTFHARE
MEBER eth_sign LAHEER, AFEFERAKLNNRERRATHESERNAHZERE,
SHAFPMEF®RE MO ARFRNR, AREER HE ., L4 B0 R, WalletConnect 1X
MHEFXBRERELZBEMEATHARE, FANSLARES NRATMEFEXE BER


https://mp.weixin.qq.com/s/cnZQ_sSZybpdwO0xUg3npg

FERTL2EMREFTIN, ERRARFXEZEES, MR ALBFRTENS, BoRAFHENE
R o

2.5.2 Permit ££49&

BN, REEWERZMNT

100 (Angel Drainer: Hot Wallet 2)

9D4a2e9EbOCcE3606eB48 (Centre: USD Coin) (0 @

er 0x8256 For 34.871822 1) @ USD Co

Victim

$ 0ETH (¢

0.006795292096510632 ETH $12.35

143.760939674 Gwel

$1,842.72 / ETH
57.262 47,268 (82.55%)
Base: 142.260939674 Gwei | Max: 297.830676564 Gwei | Ma y: 1.5 Gwei

& Burnt: 0.006724390096510632 ETH ($12.22) * Txn Savings: 0.00728256832331652 ETH (§13.24)

Block: 68

View Input As ~ & Decode Input Data

MIXERZEE, &L AZE (0x00002..d0000) @A TransferFrom BR%k, 1552 F & it (
0xA4089..82C3) L&Y 34.87 USDC ## %I (0x8256..D6B8) , a1 R FF transferFrom E#, FHX
PXANEHNERAR - ATE=ZARE—ERS, HHEXBFR=MIEERK- BB INEKEK
Fo. B H&LNRAE L (0x00002..d0000), KIE T —%£ permit #1F, MEXAZEEMRX S
BRAPZEAM,


https://mp.weixin.qq.com/s/kFPgQAKpenHscCDvWkZUTg

Ox7c06a33bd6bba13fbEde 56e8a1381e1957dB5carTBcada05bdfa%561 fcTbet11

© Succes:
o1 i2399 45477 Block Confirmations
@ 6 days 10 hrs ago (May-10-2023 08:35:11 PM +UTC) | 0 Confirmed witt
&26d0000 (Angel Draimer: Hot Wallet 2)
) To 0xA0bBES91c6218036c1d1904a2e9EROCE3606eB48 (Centre: USD Coin) -]
$DETH(S

0.010851511599225024 ETH  $15.74

148.42312617 52 Gwel (0.00000014842312615

$1.84272/ETH

73,745 T3012(99.14%)

146.923126152 Gwel Miax: 307.439493662 Gwel Max Priority: 1.5 Gwel
(3 Burnt & Ten Savings Fees & Burnt; 0,010741843550225024 ETH (519.54) & Tun Savings: 0.01118733280761512 ETH ($20.35)
un Type: 2 (EIP-1559) Monce: 127 Position In Block: 82

WoB W b @D

View Input As ~ & Decode Input Data

EBEANE, permit £ EIP-2612 # 5| AF| ERC20 Mithixth, BAFAE LB, mas@Edmm—
MERZL (permit) ENAEARE, BARKNR, HANEEEE ERC20 MR ZH, A AILLAE
F approve BOEIEXT B # TR, BNfF A EEMARTEBENA R — MK/ RE, FALAZXAIK
F# owner Fa] LA approve BRI, T permit MMMER S, ARAMESETHERNZHTE
%, BEMZLEMSA B B MAUEREXNEREEA permit R A MENIRERE
allowance f§ F transferFrom #4T# K ) , AEFRRKEXR ZHHER TREXNIEE L H#HITEIK, 37+
BEXILERFRZXANIKF B owner #87] LLAIT permit BE4TI2AURE ., B4L, Uniswap B X% T #HHY
Token #BXFRAE Permit2, M2 thHIL T Permit2 L&A, BEELRBENAFIMET
FFRAARAIM LR TIRVE, £ 5 DApp REEFEEFIRIAEAM Token HEF AEREZ
ZAE, TEHFEABRMNIT AN RevokeCash BEFEREEZTEEMN, AT LMEAHX Uniswap
Permit2 MENEE T EH#TEER, EAFEEN, BREIUHEN.


https://revoke.cash
https://app.scamsniffer.io/permit2

2.5.3 {& Skype App 9

M3 FEIR App MRBEBEERRH FHREMR HATE, X BB Telegram, WhatsApp #
Skype thREBRK . B FAKEFEEXIR APP —EIFAE LG IE W47, R App ERATHLE
MERFNHXEGEA, EETRESEAFBBESHEE MEEERNEAEZANS, WER
HRARKE B R tib X i F R E R Telegram, (RR B F App FEBRA &, AFETHER
APP IR ZHEELAHIA, WEEATHEREE, HATHIEVE APP ERAEMEK,

classes.dex
Source code
com. SecShell.SecShell
® App(omponentFactory(BﬂaDAP

<, ApplicationC0001AW

// android.cont ContextWrapper
pratected umd atta(hhase(nntextl(ontezt context) {

f, T@a App I i try {
" mstantlateActlety((‘lassLoader, Str| ]

m, instantiateApplication(ClassLoader,
m, instantiateClassLoader(ClasslLoader,
m, instantiateProvider(ClassLoader, Str
m, instantiateReceiver(ClassLoader, Str
" J.nstannateSeruce(CLassLoader Stri
i m48a(ClassLoader)

& m49a(AppComponentFactory) void

¢, ApplicationCO001AW

int[] iArr = new int[0];
5mC = context;

n. loadLibrary(Co@e3H. is_xB6_byso() 7 "SecShell-x86" : "SecShell"};
12b = this;
super.attachBaseContext(context);
try {
if (!"".equals(CORO3H.APPNAME) &5 (CODO3H.m22q() == @ CORR3H.m27mu() == B8)) {
fla = (Application) getClassLoader().loadClass(C0@@3H.APPNAME).newInstance();
}
} catch (F r unused) {
fla = null;

}

fo Tla Apy i C0003H.attach(fla, context);
fs T2b App at i } catch | ex1) {

i, fic throw exl;

i, fad . | I

£, 5mC

m, attachBaseContext(Context)
m, getApplicationContext()

m, md7a() v

m, onCreate()

// androld.content.ContextWrapper, androld.content.(ontext

pub‘ll: Context getApplicationContext() {
try {

int[] iArr = new int[0];
Application application = fla;

m, registerA:tivityLifecycleCaubacksu 67 return application != mull 7 application : super.getApplicationContext();
} catch (Ex exl) {
« Co02CP 69 throw ex1;
Ceea3H } ‘
. Ceaasa }
Ceal1ec

ServiceConnectionCe@e@9b

nnn e o
.

f/ android.app.Application
" pnb‘uc vo:.d onCreate() {
m, onServiceConnected(ComponentName, IE try {

m, onServiceDisconnected(ComponentName) 76 int[] 1Arr = new int[0];

2.5.4 A% R R K hdit 459 £ 31

XFPIETRE R R A TR (40 Telegram) #, I8 FHNHAERR S, ARITEXRSH,
FUHAZEENMIZEFEXNR A, LZEELEK 0.1 USDT EFthULMREER, &
BHEZREBRET —DHTEKMN Q8 it EERIRELTEREN B/ A Z A
BEHITHIK, SRFTAENBRBAZ VE IR, SUKFFRENKRTHBEERT .. AERH
XA il —— 0x2e16edc742de42c2d3425ef249045¢5b.in, iX 2 TRON LRI K, {BiX

2 Ox FFkmythbt R, BHFAE, RUXFARZ— it MEB—NRETE .in BIMLL,

, RET—,

Em

BN AR KRR ZME, K 1%#E TRON M. AT

H &L H Contract interaction:

WER#E

7]


https://mp.weixin.qq.com/s/Q9DKEKtrqlS9aSdfaLt4Og
https://mp.weixin.qq.com/s/BQt5iVcPkOCjT7liYN2_lA

Contract interaction

© Insufficient TRX to cover the maximum
network fee. Adjust the transaction amount
or add more TRX.

Fill up TRX
e USDT#% Mk
22.33117TR
®wEC-MkP 01
TR7NHq...Ljét
@ TRON
Reject

fi# %8 Data BB FEUIRE, KINIRFiFEYmA P LE increaseApproval, —B A F s Confirm, AP K
R EWIRTF @S transferFrom HiEEE,

Hash Name

rU 0xd73dd623 @ increaseApproval (address, uint256)

HFRREFREZFTERE, 5 HBERTRLEN, B UAERITEMEER, S FAZX
whdt, EAY, FERATEE LIRVERT, 1RAT T A2 B AR B X B IE R 2+ W ER, HIENTE MistTrack
A B iRt FEFXR TS REENRE, —EREELA LS AZRARSRKMEM,



2.5.5 Telegram & m#IF R
HHEXERMATRENG, NMEA#ITRIENE, TEZFUTHER:

1. BIERI B IR BNMERNERTR, REEILERE Telegram 1K=
2, FHHBH DeFi A AEN BFR, UBREMINING, ERERKSFFI8KER
3. AN EMRAENRUZEIBR WRUEANEEREFBEISTY, TEFARHKEFE:

o HIEWHE A AL *** group-meeting.team ZE ML, BREHBXN A ZEENEZHES
ERFR, FEFREBERWERE, DB AR THERSFIMXIGRIRHI, X%
REREBEFENB A THRFSTERBMEREM HWBEMA, — BB AR, B
LR BN R R RG], SBRESWE,

e FMA Calendy RWMERZH FMBE T LEEASHIEMNIE ESHLBEATEE
BERENAKE, AT Calendy EXEHIMEAMBEIERRIFHMEE—E,
IXEERZEEFBZ5IENE NEABTSFEETRTEEEE, TEHITEERS
, LR e R E AR A LUREREI T B 5 RS X 8 RSAUR,

=] e ocED

60 Minute Meeting

= Event details
60 m
>
Tip: Specify
{phone. Zoo i . Select a Date & Time
60 Minute Meeting
2% Hosts and invitees
o ? for 8 ore
o] °ul||ng settings
60 rolling calendar days >
Weekdays, 10:00 - 19:00
30
B Boocking page optiens =
me, email, +1 question >
Time
e ©
F-
[ Communications
>

1s or workflows


https://mp.weixin.qq.com/s/Gt2GT5OLvUiw5nOQdFrYKw

ETFHREWTHMAERFERE, BN Web3 AP FSLHBRERINFRTELSNEREH/IAN A
MESRME, FEX Telegram FEME HHRIUE (2FA), HELEER SR L, LRAEBZHEEHREK, —
BRESITHXARD, BE—NEXBHEXEE. BIMNRE RMEREFRBERE (BEFENEHRE
EXREDEXKSEBFER.

2.5.6 Create2 $9& X &

WHHFIA ‘create?’ IRET L ITENEHE S AL, RAEHIMAFIRFNR, HFXLEZEH
Hhit AT SRS BEBIERIER S ATMNREME, —BAFBINR, KEEmRSm Zihit 5
EEY, FHAFPMRFEDE. 18 Scam Sniffer B X FEKE, B 8 ALk, —MAR it
ERFEATHRMBEAR M11£2ZEEMVEHIT 300 HxEx, Hh—2ZFEEHEHRKSZX 160
BETT,

Bypass Security Alerts

https://livecoinwatch.tech
0x3446D..B7F9 INCREASE
: ALLOWAN(

$5.90 0.00286621 ETH
16 seconds  Max fee: 000286621 ETH

$5.900.00206621 KTH (CTIONTYPE: Increase Allowance (Address, Uint256)
a

Max amount: 0.00286621 ETH spender: @ 0x539eA..D83A4

without alerts addecvone:

9B4665640564039457584007913129639935

@ Copy raw transaction data

@ Etherscan Home  Blockchain v Tokens

2 Address

empty for now, will be created once victim signs.
Token Transfers (ERC-20)  Analytics  Comments

@ Transaction Hash Method ©) Block

© ScamSniffer



https://drops.scamsniffer.io/post/wallet-drainers-starts-using-create2-bypass-wallet-security-alert

2.5.7 SIM R

FEME R T, HEERIE SIM XM THWEMZBEIEFZEENRESE, UEINEA
FRINE, MMIRERX ZEFHHIMEBE L HIKS TR RNR. EEE, BEEITS AR HIEME, BML
FRLERBEMNIANEENR S . KOGESMBEREEHD S2EIMENEFAHX, RN
WEEHSMIEFHANARH . MG, RHESEHXLEERERRESE, 78 SIM RXBRK

1. Attacker calls target's 2. Mumber is I, Atkacker tries to 4, The 2FA code Is 5. Target only
mobile previder and transferred to a access target's sent via SMS to the becomes aware
requests that the target's different Si, account, either using  attacker and they  when their phone is

mobile number is target unaware  stolen credentials or can access the disconnected or
transferred requesting a account they're locked out of
password reset an account

2023 % 10 A 5 B, # L{UF ZachXBT ER®, —RBEFAETEMN 24 /N RBEL X EE R ERY
friend.tech AP #4T SIM K3, FRF 234 8 ETH (4 385,000 £3T) 6

2% CISO @23pds TE# 5 Cointelegraph EiHA{RE| "SIM Swap RAKEHERARE, itk EHFR
JERZ, MEAMZE Web3 B9E RFWEIEZ A#AZTIL, BF SIMSwap HAREREIRIE,
SIM R R LM AT REME thkE 2 18, "

SIMRASHZTEMEKBTEERNREER RHRINARIBFRGTAXMEZW, Fit, &
PFAERET SIM RHAEAX, AFARERNKFEMRARNELURSKS LM, BWE
R # TOTP ERH S A BIEER.


https://cointelegraph.com/news/crypto-sim-swap-how-easy-is-sim-swap-crypto-hack

= RABRSH

3.1 RIABRREEDS

£ 2023 &, MEHMAEFRIFRLAIZFR £L—RMTF B, SBF #1 CZ XA ALITL
EXME— T LT HEEXN TR £RERME, AME 11 B, BRIBRETHE L FTX #94
SEAERIEA A RAIEEE, HIE SBF A MNLAR, TERERZTHEE, X7 43 {ZETHT
A, CZHEBETHRFNTRAEH N HEMER S TLENENENELZ " ERET ZEREE
K, FEBRFANERAANEHRAL BN EENSE, FEXNTNEETHEEBREEERD
MR,

31 TREMKEE

RIE 12 A 19 BRMH(EHKE2023F £ R MER B ERE), 2023 FH LK 25 TER/H
REETREMILERKE SLEERSAFRHBF, BI5D, /X ZPEW, F=. XE. &
H.&E. B FHAE. F5T. BT KA. H1E IARENEENEXRZHER/HRX 4
EMARIHRTHEEMTFENEN, SEMEEDEEESR. T z8UEMUR EMITI TELRN
TRATAN. RIFMESH, XE. KEMMERFERHREBERE MRIILE, thiERHEEMNME
BB EESR. HEER, —EXNNERTRFHNER/BK, NHFNRFHAERE, ELARXAT
BREGE M USNNIFT A MBEE M X EN. ERITHER/HEF, £918% HRAEF I EEER
RRXEAEERHEMRENRE, SEER/MXEAFLHK. BFE, NE. PESZE. T EEMEM
ER, 23% WRHFEFEERK, @FRAFL, PEFBMHFME, BHTREDHLEEHRE, F
MR B E MR,

3.1.2 SEC ;& 1713h

EEUIHRZERAR(SEC)E 11 AT 2023 MEHCEL R, &R R, SEC HIZHE 784 T
E1T3, H 2022 1810 3%, HUEITRIH LT 49.49 2R THITIFR, RRTF 2022 &) 64 {23
T, AMBEEZE.SEC R, 2023 MERHETFEAREN—F, HMERBAENEHLT X
MEKRT. MERE, EHNEEKREFRURTHIRNAFRE,

RIELSLT, LUT R SEC EMBEADPXN —LE AR 5 A RIMHPEITS:


https://www.pwc.com/gx/en/industries/financial-services/fintech-survey/crypto-services/navigating-the-global-crypto-landscape-with-pwc-2024-outlook.html
https://www.sec.gov/news/press-release/2023-234?utm_medium=email&utm_source=govdelivery

1) SEC 1B HEBRFRIE 2 3£ 3 NFT K47 A Impact Theory 1 Stoner Cats 2 #21F, iX#ri5iE SEC U &
BAREY K, £E SEC EXFEEHF 5L, AT EM NFT MEREMILES, EIEERER, B
RAFEEE S SEC AR, 23X 610 FETH 100 HER,

2)X 5 F & Kraken LL 3000 BE 5% E SEC A #1fE, EHE Kraken BIRIRIRS 2 — KT
MREIES, FERRERME Lo

3)SEC 54t 4/REIMEZ RS 4 7 Linus Financial sARFIAR MY, EiZA SIS R EMESEM
BHEMERTRMRITNEE,

4)SEC Xt Coinbase BIIFIARHF, ZXRHFT—EBEELE—RKREIMMIEHRR Z AT, —RKREMI
ZLEXSEM—RKEMBFEENM, Coinbase FFIRH T RENFIAMBNI, FITHFTF24 £ 1
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To ALL relevant and/or interested parties,

I thank you for your attenmtion and patiemce during this uncertain time for Kyber (the protocol/Da0) as well as Kyber
(the company). Below I have delineated a treaty for us to agree to.

My demands are as follows:

* Complete executive control over Kyber (the company)

* Temperary full authority and ownership over the governance mechanism (KyberDa0) in order to enact legislative
changes. My current wallet address is fime for this.

* pll documents and information related to company / protocol formation, structure, operation, revenues, profits,
expenses, assets, liabilities, investors, salaries, etc.

* surrender of all Kyber (the company) assets. This is both On-chain and Off-chain assets. It includes but is not

limited te: shares, equity, tokens (KNC and non-KMC), partnerships, blogs, websites, servers, passwords, code, social
channels, any and all creative and imtellectual property of Kyber.

once my demands have been met, I will provide the following:

* pxecutives, you will be bought out of the company at a fair wvaluation. You will be wished well in your future
endeavers. You haven't dome anything wromg. A small error was made, rounding in the wrong direction, it could have been
made by anycne. Simply bad luck.

* mmployees, under the new regime your salary will be doubled. It is understandable that many current employees will
want to leave regardless. The employees who den't want to stay will be given a 12-momth severance with full benefits
and assistance in finding a new career, no questions asked.

* Token Holders and Investors, under this treaty, your tokens will mo longer be worthless. Is this not sweet enough?
1'11 go further still. Under my management, Kyber will undergo a complete makeower. It will no longer be the 7th most
popular DEX, but rather, an entirely new cryptographic project.

* LPs, you will be gifted a rebate on your recent market-making activity. The rebate will be fer 58% of the losses you
have incurred. I know this is probably less than what you wanted. However, it is alsoc more than you deserve.

This is my best offer. This is my only offer.

I require my demands to be met by December 1@, otherwise, the treaty falls through.

Additicnally, should I be contacted by agents from any of the 2es sovereignties, concerning the trades I placed on
Eyber, the treaty falls through. In this case, rebates will total to exactly e.

Eyber is one of the original and longest-running DeFi protocols. Mo one wants to see it go under.
To assist with this transition of leadership, I may be contacted on telegram: @Kyber_Director
Thank you.

- Kyber Director
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CoinsPaid BJ & T %1% T {BEE B FHR 4470 LinkedIn ;8. Hh CoinsPaid ®R, FMBEH X
Lazarus Group /£ 7 6 4~ A B8 [E] i B IR 53T H M & #9158 R . Coinspaid R &R B &%
5 £ £ Atomic Wallet FAF BB = #:EF0 Aphapo BB EH ZEHREFES,

Coinspaid Hacker

N\

Atomic Wallet Hacker

° ™\

o

o

A7

Alphapo Hacker

e Alphapo P4k B &

7 R 23 B, Alphapo R%B#HERE, REFHEEERHTSRBERIRREBTC WS, EARE
S EEEHTF BTC H#Jy USDT-TRC20 127K E| TRON M &, #II07E ETH 8 LB RS M HRIRE

A : Ethereum Chain -[Avalanche Bridge]-> Avalanche Chain -[Avalanche Bridge]> Bitcoin Network.



Al >
:

Alphapo Drsiner
beige...n

1.8538 BTC

+ +
o belqu...ucBw 1Bugij.. WiehMp
14.1851 BTC 12.3312BTC
+
Alphapa Draines
Belaq--g3me o5 eso3ETe
0.0024 BTC  belam. Degaw +
’ betqr.Tyuas
32,6503 BTC
+ 14.1851 BTC
Alphapo Drainer
Be19b. BIW o) o3BT
bt iy 58149 BTC 0.0496 BTG
5.8149 gh._.Ofydy +
58149 BTC betaz 9v1z0
32,6503 BTC
57653 BTC
+
Alphapa Drainer
bclgg...adkjp 238503 BT Pelak.39mhd
+
o bt que..fi2ku
+
Alphapo Drainer
belga...0kB6 15,508 BTG
.
betaf...37dku
1.7279BTC
5.4344 BTC
.
12.6478.8TC bt gZ...phwsd
0712 BTC 045 BTC
betgr higdv +
0.713BTC betan...fqB9
4.7725 BTC 0.2627 BTC
Ti-0b076e
3BHQ. MaKuT

+
1HtGP...6sNof

.
beigl...zamgd

e Stake.com MEH MEE TS HE

IRIE AML RIEEE A7 47, Stake.com #EREMELEF S Alphapo BE @1 ZEF CoinEx &
BREMPAHREEUHEEEEA, HPh7E BSC 4, Stake.com hnzE % M 18 T 4 MR BNB B&
B EIZ 1 ChangeNOW FEmtthit, FE D &R @ TransitSwap 1 Swft BT & RiREH
2 E| Mexc EX 5T,



Lazarus Group???

Ol O Ol
|, m\ @,
CoinEx Exploiter Stake.com Exploiter Alphapo Exploiter

/ Own \ own Own l Own
Phc ]
¢

¢ 2 2

0x964c19...6579fca 0x9d5a99...a204da TDrsB2...COWVjr

lﬁﬂ;‘w 11.4ETH lﬁﬂ;‘m 75.528EME l_mﬁ
Y
rd:"‘l
&
b " L") )
r N r r

Ox754979...02Ac59 0x32860a...397ce2 Ox22be3b...20a98d Transit Swap

Same 09/06 - 180,000 MATIC Same ETH
Same Same
:.J , Q o

0x754979...02Ac59 Oxfeecof.. fe3cdb 0x22be3b..20a98d

Same 09/13 - 1.1 ETH
Same

: Made by SlowMist

Ox754979...02Ac59

o CoinEx BEREFEAME

CONEx XZE 9 A 1S BRERRAAAMBEEG, BIFE LXK H#ERSHERBLETS
Alphapo B & B # X 0 Stake.com MEHKTHEBEEHEEHREEES, LAIEEFBIF8 A



22 B%19 B 6 BA BIHIA Alphapo & Stake.com #iEE 4B EEH{k Lazarus Group AR,
CoinEx AR AR AMBESHRERETHWERERS NS TR, BETFRNEFETRINKE
??ﬂ‘] .

NE—MER - BBHAEE BTC ML

Tron SE#B B B E : Tron 8435 Token &7= -> Sunswap -> TRX -> SunSwap -> USDT-TRC20 ->
HieSwap / BitTorrent F54£#5 -> BSC 4% -> USDT-BEP20 -> Stargate S4E#F -> ETH 4% >
USDT-ERC20 -> ThorChain #£§#% -> Bitcoin -> Sinbad ;E M 8.

BSC #E#&E % € : BSC 84 :& Token &= -> Pancakeswap -> BNB -> BSC: Token Hub -> BNB
Chain -> Thorchain -> Bitcoin

Solana 8% % & : SOL -> Wormhole Bridge BE8%#F -> ETH $% -> ETH -> Kucoin X 5.

H b $E M FhE T ChangeNOW, FixedFloat, Simpleswap, letsexchange %32 5 Pt 1T B 85 Rk,
2)SE /B M BTC B EEE| Tron £ OTC

BTC -> Swft / EfthFs4E#FT & -> Tron 8% -> USDT-TRC20 -> £%48L OTC

) E =B EX: M Sinbad [T 12FK -> BTC -> Thorchain -> ETH %

3.3.2 $9& [ {k Wallet Drainers
3 AT E Scam Sniffer UIFIEE., 7 It R RS,

o M
Wallet Drainer fE A —fMEZEH THXMBERY, A3EN—FERBTIEN' R, XLER
HHEREANENGE L, BINAFLXEEERS, #MEMENEZEETEEFHE”, XEHNE
FEHLUSHEATMEKREEERR, SEFZAETERBSEREXRSEEZTERU~H


https://drops.scamsniffer.io/post/scam-sniffer-2023-crypto-phishing-scams-drain-300-million-from-320000-users/

Total Stolen Overview Total Victims Overview

$295,482,385 324,082

Total Stolen Total Victims

® @scam-sniffer ® @scam-sniffer

EdE—4, Scam Sniffer W ZI|iX Lk Wallet Drainers BEEM KA 32 A2 EEFEE T FiA
2.95 {ZEE R,

o WEHEH

—— Total Stolen

0
26 Dec 2022 6 Feb 2023 20 Mar 2023 1 May 2023 12 Jun 2023 24 Jul 2023 4 Sept 2023 16 Oct 2023 27 Nov 2023
16 Jan 2023 27 Feb 2023 10 Apr 2023 22 May 2023 3Jul 2023 14 Aug 2023 25 Sept 2023 6 Nov 2023 18 Dec 2023

©® ScamSniffer

BE—1ZMNE 3B 11 EX—XEHEIA 700 FEEHE, KEHPREREN USDCILE KD, BET
RS Circle ML, thH XERBZEIEIE 3 B 24 5 Arbitrum B4 Discord # B LU R G &2

o
BRBIEMERE XBRBFALESEE, TRREER, HARRRESEH,

o {H15:X =/ Wallet Drainers



Drainer Total Stolen Victims Source Appeared time
Inferno Drainer $81 million 134k View March, 2023
MS Drainer S59 million 63k View March, 2023
Angel Drainer $20 million 30k View March, 2023
Monkey Drainer $16 million 18K View August, 2022
Venom Drainer $27 million 15k View January, 2023
Pink Drainer $18 million 9k View March, 2023
Pussy Drainer $15 million 4k View January, 2023

W7 ZachXBT $#85 Monkey Drainer f&, #17ZEFERT 6 TAREMERE, B Venom EE T it
NBKREREF. BEfE MS, Inferno, Angel, Pink th#87 3 A E R I, bEZE Venom # 4 A )
ERFELERS, KESSMNARKER T ERELMMRS. 1R 20% #9 Drainer A, 1@
HERSRAED 4700 HEL,

e Wallet Drainers # %

—— Inferno Drainer ~ —— MS Drainer —— Angel Drainer ~ —— Other Drainer ~—— Pink Drainer MS Drainer - FORK - 2
—— Venom Drainer =~ —— Monkey Drainer ~—— MS Drainer-FORK-1  —— Pussy Drainer ~ —— Medusa Drainer =~ —— Acedrainer

o
]
@
=)
£
=
2
=
Q

N Q'L'B S @27 g8 ¥ OV P 8L 37 a8k 8L g8V a8k 3 P P 8b g8k (197 3 g8k a8l q8b7 g8k o8l
'Lboeo':)a‘\l 33’6‘@?2"11 ?Pp’l\]\ ) \}@x'l' ’L\’1 W‘(L\‘\e*i @@*IL W 'L}\g\q' o Q)\)\'L o 'L Q’L,\p.\)Q’L&QQQ"L%SZQ\ ¥ box')' &% §\°~ﬂ W,xn'l' oo

©® ScamSniffer



https://dune.com/scamsniffer/inferno-drainer
https://dune.com/scamsniffer/ms-drainer
https://dune.com/scamsniffer/angel-drainer-scam-stats
https://aml.slowmist.com/events/monkey_drainer_statistics/
https://dune.com/scamsniffer/venom-drainer-stats
https://dune.com/scamsniffer/pinkdrainer-stats
https://dune.com/scamsniffer/pussy-drainer-scam-stats

BEAHTEBAILUEN, NEEIHENKRH—BEEFEERK, MBEES—1 Drainer RHEFES
A#HEY Drainer /447, ELANIEHATE Inferno BB G, Angel IR A T HHUEZE R R,

o I ZINFEIRIEH AT ?

o Twitter  Airdrop phishing
« Hacked « NFT
. SIM Swap o leken
» Malicious third-party application
e Scam ads

« Google Search Ad
» Twitter Ad

« Spam comment & mentions

e Discord

» Hacked * Frontend compromised

+ Bookmark phishing + DNS attack
« Supply chain attack

« Malicious bot
« Invite link expired and malicious takeover

and more...

©®  ScamSniffer

XLENaMiEEFERRENAXTURBREES NILK:

- EREWE
o TEAIE Discord 1 Twitter # 2
o BEAWBRHEFEANERK T
- BAR
o ZB¥% NFT 2k Token
o Discord ###K# &
o Twitter i RIZEEFN T
- fTER
o Google #HRI&

o Twitter I"&

3

il



RERHEAFZWEKX, BEERNE®RE, —# 10-50 2B HEXBAMTI. MER.
BARRE. 45 &. L& Discord S XMW A A, XENFMHFEZTNM,

PRI 2 5%, BEEME N EHN T ANENEE,

o EIHHEZLH

e Token o NFT
» Increase allowance « Seaport
Permit / Uniswap Permit2 e Blur
Approve / Transfer / Swap D VAV

Apecoin - withdraw upgradeTo / bulkTransfer

GMX - signalTransfer SetApprovalForAll / transferFrom

e Native Token e General
« SecurityUpdate » eth_sign
« Claim / ClaimRewards
« NetworkMerge
« Accept / Verify / Connect

and more...

® ScamSniffer

HXFRMEFREBEEFRHAXRAEERENELSR, LER—ETRRAFTHELHE
BXRAR REEREMPANRATRESREREGH L HFHEENEZS,

MFIF GMX #J signalTransfer & HX Reward LP token BIZEHIh, FATR LXK IUBAIX 4 E B~ 1
NEFRAREELE TREAHALHHAE.

o FZMEREREY

1) Multicall



0x7147015b93194d10... Multicall 18877501 13 mins ago Fake_Phishing187019 uT Fake_Phishing2685...

0x9b7132936€1198a8... Multicall 18877498 14 mins ago Fake_Phishing187019 Ut Fake_Phishing2685...

0xf14204a270d27164... Multicall 18877495 15 mins ago Fake_Phishing187019 u Fake_Phishing2685...

0xc98b307016e33e5a... Multicall 18877335 47 mins ago Fake_Phishing187019 u Fake_Phishing2283...

M Inferno Fria, T F MBS EREERASIRAR L, LLINE Split FERFEIRERS
BT, MXAAERETBIRGHAE - ERKMIHREZEERITBEEREN A TRESMEM
MEFEA multilcall EHTEB KA,

2)CREATE2 & CREATE

Tokens transferred (2) Show All

usD
& 0x4d9f77. . .c92d40 0x53d0oe4. . .9bc8el K %) SFRXET! ERC-20 $7,358.865

@3 0x4d9f77. . .c92d40 W 0x37124d. . . ff302b 14.609 %) SFRXET! RC-20 $34,691.79

Storage Access Event Logs Full Trace { @

RHANTHY - LRAWK LRI, I F =0 RA create2 & create )4 AL GRS Lt
XESHBRARHERBEREER, AENNAREH~EBTRMKNA, BN MTELRTHNE
RESWEBIM i, MG RERSHE L

XLEEFERRABERRIHEIL,

o &AWL



—— Phishing Sites

27 Jan 22 Feb 20 Mar 15 Apr 11 May 6 Jun 2 Jul 28 Jul 23 Aug 18 Sept 14 Oct 9 Nov

©® ScamSniffer

BESHTHNENEMNEEBRE, AIUBASEINEEZFIEN ARERSIEK, XIRRBRER wallet
drainer REEE KX R,

Domain Registrar domains v Hosting domains ~
PDR Ltd. d/b/a PublicDomainRegistry.com 3,654 5 Cloudflare, Inc. 16,643
HOSTINGER operations, UAB 3,260 : Hostinger International Limited 2989
Tucows Domains Inc. 3,059 ) Topline LLC 1345
NameSilo, LLC 2965 . Google LLC 1,190
NICENIC INTERNATIONAL GROUP CO, LIMITED 2,866 A DDOS-GUARD LLC 1,079

NameCheap, Inc. @ 2,195 . IPX0 670

&
Hostinger, UAB 1,346 . GitHub, Inc. 669
Namecheap 1,007 5 Namecheap, Inc. 609
Hosting Concepts B.V. d/b/a Registrar.eu 861 N GLOBAL INTERNET SOLUTIONS LLC 568

OwnRegistrar, Inc. 835 . Amazon Technologies Inc. 558

1-100/253 < > 1-100/442 < >

© ScamSniffer

UERXLENEMIEM T EERAMEAEME, B HTRSHFUt e LUK, i1 KEERT
Cloudflare i E X AR S a5t il



T E#— 4, Scam Sniffer 333 73K 1200 55 URL, K T 4938 145000 EE URL, X
RS T 400 B HMIER, Scam Sniffer IFFREEL LB RIEE TE 100,000 MEEE A, HiFE
] Chainabuse £ & #f X X LEEE Mihi 4 .

12M 145K 4.5M [0]0] ¢

Total URLs scanned Total scams found Queries per pay Sites Blocked

ER—FK Web3 RYEIRF &, Scam Sniffer LAF I T — PN HZAFIRER L/ Web3 FFiE, fih
NEELHRET L1 M2 H Wallet Drainers, FEH R FEFLENZTEXRIAEZGES, LUREE
MiBeE KR 2 RINED, B AT Scam Sniffer EZMBI T —EMBAFEERFEAF, BFETL
Bid R FE b2b@ScamSnifferio St 1B %,

$15,186,748
e 134,450 $81,868,241
Totatictin

Pussy Drainer - $15M Inferno Drainer - $81M

@oue

$20,918,080 B $58,084,824 63,210
o= R

Pink Drainer - $18M Angel Drainer - $20M MS Drainer - $59M

34%%TE

3.4.1 Sinbad BT 2%

Sinbad @ — 1" AILTF 2022 & 10 A 5 BMLLEFMIES SR,


https://github.com/scamsniffer/scam-database
https://www.scamsniffer.io/

o .
& SINBAD.IO |

Download this letter
It is the only proof that the mixing belongs to you.

I!t; DOWNLOAD

You can check genuinity of the letter
here or in any other validation service.

belqty6c230dzypfudzmaxj7e0d717hskvkhOpd738

The address is valid for 24 hours. Minimum possible amount
for this address: 6.8681 BTC, maximum amount: 969.84605731
BTC. Use the address only once.

Transactions will be processed after 3 confirmations.

1UUkyiufnA

This code guarantees you transaction is not to be mixed with
your previous ones.

Alphapo % (Lazarus Group) 8 E XS FE# A Sinbad, 1R 5 :



TRANSACTION e

2929e9d0055a431e1879b996d0d6f70aab07bb123d12bfad42e1f507d1d200a5
SATURDAY, JULY 22,2023 10:36 PM [BLOCK 799825]

SUMMARY  INPUTS & OUTPUTS  TECHNICAL  NOTES (0)

< belqd2shm0588sazgazkqdvOm2ydqy40n6uwbs0... -26.992321158 ANON-4864699508 [be1gn5gna..] 0.01803795B >
p2wpkhy p2wpkh
belqkrfapdfgénvv3SerwSnsrey5uScssevrdme6... 26.97420735B >
p2wpkh change

VOLUME OUT 26.99224530 B
FEES 0.00007585B

SUMMARY  INPUTS & OUTPUTS  TECHNICAL  NOTES (0)

TECHNICAL INFORMATION
2
222 BYTES
141 VBYTES

Sinbad FEXEX ZHIEBIELINT -

Input Address Type Output Address Type Version Locktime
bech32(bc1q...) bech32(bc1q...) 2 0

1TA29H, XEMBNEMNEHRETERMARPRERT MERTESKRS Sinbad, REZ %MK
SXEEHHETHLAFT XN 5, Sinbad MM th X ERTFER . F=ZS/MBERABER.
HERBEEDAEZNFT=ERREREH,

EXEMBERTF Sinbad R A LK TREE, & OFACIEEMBEAS RE AN Lazarus FEE
EHRET R’ Sinbad 4 T 3 B Horizon Bridge #1 Axie Infinity BERHHEE, BEB T 5 2%
BHE. RE. MEILEHESFHHLURERBMHmZ LHTEMIEBIFEE REINES,



3.4.2 Tornado Cash

Total ETH deposited —Fo#a. ashyfot; 20 Total ETH Withdraw JFesrageQaspyotalgy 20.
= A9 =314;740
— —

Total ETH deposited Total ETH Withdraw

© @awesome @ O 10min @ © @misttrack @ O S5min @

Total USD deposited TornadoCash Totals - 2023 Total USD Withdraw TornadoCash Totals - 2023

$614,890,531 $567,254,415

Total USD deposited Total USD Withdraw

© @awesome ® O 10min @ © @misttrack ® O 5min @

TornadoCash Deposit/Withdraw Per Week-2023
20m

10m

0
Dec 2022 Jan 2023 Feb 2023 Mar 2023 Apr 2023 May 2023 Jun 2023 Jul2023 Aug 2023 Sep 2023 Oct 2023 Oct 2023 Nov 2023 Dec 2023
© @awesome @ 9O 1mn@

(https://dune.com/misttrack/mixer-2023)

2023 FEEPFHITEA 342,042 ETH(YY 6.14 {23 5¢) Bl Tornado.Cash, #£itM Tornado.Cash 12
X 314,740 ETH(9 5.67 {Z%£7T) »

3.4.3 eXch

=477 235 y,508,148

Total ETH deposited Total ERC20 deposited

© @awesome ® O 17min @ © @awesome @ 9O 17min @

Total ETH USD deposi Total ERC20 USD dep §ited eXch

$90,144,737 §55 508,148

Total ETH USD deposited Total ERC20 USD deposited

@ @awesome ® O 17min @ © @awesome ® O 17min @

(https://dune.com/misttrack/mixer-2023)

2023 FERPHEITEA 47,235 ETH(Y 9014 BE7t) Bl eXch, &£it#EA 25,508,148 ERC20 2 E ™
(#9 2550 AET) Bl eXch,


https://dune.com/misttrack/mixer-2023
https://dune.com/misttrack/mixer-2023

3.4.4 Railgun

#2023 4, REKBFER R, PAHEZHK Lazarus Group T ARFAESZF —— Railgun
EJEM Harmony B Horizon Bridge ZRERMIEEY 6000 AETH R E, HHAEMENTERE
i

RNT R HIE, Mg EEREAE, FERFPAFRA, Ralgun 5 Chainway F5 8 S BARKT A
B, tMNERSIAT —IEFIERMIFIEE, X—DEEFEFSAFREERFEN AR HEHE
BEHITHRZREEE RS REMEBL L,



m -~ /I_;\é:nl:

2023 EXNFRRETURFILTREMETLIREN—F, EBRFEH T IFFIEMH, thEMEX
KRN, EXHHESRT, TANFETXRIRE, FEFRH— NI TFRRETULEZEIVKH
2B FRER IR,

ARELET 2023 EFRRFETUHXBUESABRRDS, SREFRTFEFKEERAX T
EEMHBESEUR —RINXBHBERZL. RN, HINEEET 2023 FHRREZTEEH
MRERDS, NSRBI ERTT O, IRLARYELEHNNEREHITT HHA, 3#
IR TN EMNX HEE, FERTHNNEZH, RERRETLMLENRAFHRZEE

-L/\O

BAVEBRRERET Web3 RIFIWF S Scam Sniffer Rk T % F 494 H {1k Wallet Drainers B9
B BIMTHEEXHINBNFTHRAEIEAXNKRABERETEENSEE N, RN, HIXNE
ZE{X Lazarus Group HIZEEF E# 1T T A MASELT, 18R T A1 E##TREED, LERE
PhSE L RB S E,

BHRE, ENAEXMMERNZEFREAENENER HYREETLEB T HAXRETILA
REMRAHRNRK, FE—MESTUSSEREMNTZE, NHEIRREETTEHRBERTHE
—rhE.

H. &= FEHA

ABERBE T RN R REIT U AR, BT RREFR R ERE SlowMist Hacked LUKk Rtk
IBERFREE MistTrack MBUIE X #f. EHFRREM ERFHE, BINERFTRERIERMERIENL
XM, BARENERHNER, RFSRERRRESEMREAERE, R, KREFEK
EAREZWRE M ITRE, ABEREFRBNRE 2L, WUKXKRHITHEIE,



ANE S 2k 2l

G sLawmisy \

12 F (SlowMist) EA—RITUFEMRRERLT 2N E, EERMFERADERMSE TEALRS
TR RARKBIRPRERS T AES, FHETILXMBMERSEMSE. BEELREFRE
HXREZT EXAAE, TEBT B RIBEDLEH— R EERFHENREBRARRST
ERTFSAHAMNELHTE, EABALEFLFR, EFoHET/INEEERR 5K,

BERRSETRRER TR, ERRERTENMER T EERNEHHEATEE(2018 F
PERREFLARE) HEAMG, SEBRR IR RRESNBFLEEREEXRBE W=

REMZ—, RAFERERRFERSHEATL, ANE EFHEERRBFXEIMELE
EDEFEHMERRIKE,

BEMRLBAAECRE RE2FIH. BWERET). BHBEERSHEEGMER T RESK
(AML). B FEERRAE. KR (Vulpush). # B ZEE (SlowMist Hacked)., &8 & LB5 X iE
(FireWall X) % SaaS # L2 R. ETHABT UL ERFRLET M, EERIERMEMNR
£ /27, 10 Akamai, BitDefender, FireEye, RC2, XBrKH. IPIP F RIENS INZE K HE1L I H
7.ELELEE. ARBEAME, MBEBNRILEIBEIAE LR T —KRIERAMB EHRLBRAE, 18
FETULAGHIAAHLATHZEEASARMNRRERTLRR, FELRMAZXEFIN
A, AR REAERTRL L REEEHZ HWARE,



BREHREFI
HXNEREANEXTEMERRLSEERHTEAMMBEREFIT

gREHIT
HNERRERERE. ANREFXBRABITEAMNZTEFI

RERREMRARE
MEZ2RITHZEFITBRI R EEREESANRITHREARZTERE

£1BA M iz (Red Teaming)
HBSENR, HNAR, L, PAFEEXMHE[AHEITREITE

&N
HAARRANDSREENER, R®FEN. AN ERE

(X SR EE B IF R
BEEBERES ME- T RELETRERE K EHEREHEKRSR

g B =
BEFLE: AtH ERARREMBHAE. XS ERRERENEF

MistTrack B3RS
MERZTAERE, BT MistTrack BERIRSE — & FE

Hacking Time
RERRBESRT2MANBNMEEESR, TEEZEREXREAE,



[ ]
A

n

2% AML
RE¥E AT, M8 X B

MistTrack
mF CImAFMNELRmEBESTES

WREERE
RRERHEH—WITR

BEERREER
REFERERRNRERNSR



B

https://slowmist.com

Twitter

https://twitter.com/SlowMist_Team

Github

https://aithub.com/slowmist

Medium

https://slowmist.medium.com

G sLwmisr


https://slowmist.com
https://twitter.com/SlowMist_Team
https://github.com/slowmist
https://slowmist.medium.com
mailto:team@slowmist.com
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Focusing on Blockchain Ecosystem Security




