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RIEIEE X REER BB HEEE(SlowMist Hacked) geit, 2024 FHRERESEH 410 4, ik
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2.2.7 DMM Bitcoin
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2.2.7 BingX
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2.3 Rug Pull

Rug Pull 2—%#WE, EXREEETEAEBREIAFERE, FRNARER®T S£5R0
B8, R IE T R REEH BB 444 2 B (SlowMist Hacked) 511, 2024 4 Rug Pull E45X 58 #2, ©
BIRKN 1.06 2%t b, zkSync £/ EK Tz A, X 3695 AET, BSCERKE T H=Z MM
BREH, K28,



https://hacked.slowmist.io/

2024 ik Top10 B EH

$40,000,000

$33,000,000

$30,000,000

$21,800,000

$20,000,000
$20,000,000

$10,000,000

$3,400,000 $3,400,000

§2,100,000 $2,000,000 $2,000,000

$1,500,000 $1,400,000

$0
w o @,e(@e“"“d 2 o g“\w““'w e\x“"&@ o w o
(2024 #i%k Top10 BOFEEREH)
2024 HEESHBES S ARIRK
W fxeR(EHEx) W0 s4uk

Arbitrum Base Blast BSC ETH Polygon seroll Solana ZkSyne Rt

(2024 FAESHBESEH2 M RIAK)



—EGEAEEDN, FHESEFELAZERNKOL ARLE, BB, LUXEIRSIXE, BRER
RRAFPRARATBNLEMBR, A, WE-LHEAM—FRMERMFTTHERTH, L
SRR AR EEIRIE, 5130, 2024 4 10 A 23 B# H# SHARPEI (SHAR), 151 H @1 i & ¥
MRBZARERBEITH, FEB KOL WD), FEEMERERMFAZE 5400 HETT, A,
SHARPEI R ARRAEI 340 AET, SBATMMBERP ARKET 06%, #MEBEMERXHE
® ZUEBEEEZTERER SLEERN KOLERAFRAURXTESIFEFMMAE SEHER

=18

FE3E Meme MARERIEIE, WS A/ ERZMM FOMO BEARET, ZUTHBEXNK, —LRTA
EEXFRAAFBLESSRBBAES, RE- TSRO, EPEHRERSIAFBERA

Mo ERMFERASHBBEGHRLETS. AFASHEETME A Rug /&7, EEEKERKAR
MERBEEE, Mit, EERLAREURAFESEMB 26l RO THIBMERMNEAKRESR,

EEEREATE, UAEBERK.,

24598

EARNTEEDH EVM 3RS LY Wallet Drainer s, B ScamSniffer iIEIRE, £t R
i

2.4.7 ik
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Crypto Phishing Report

Annual Report 2024 by ScamSniffer

$494M+ 332K+

TOTAL LOSS VICTIMS

$55.4M 30

LARGEST SINGLE LOSS LARGE LOSS CASES

© ScamSniffer

(2024 £ Wallet Drainer i B X B HIEIEHR )
(1)2024 F£ X BIEr
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o REMMHEEHE30

QEEEXEH
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e Q2:Pink Drainer EfiRH
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Monthly total value stolen in crypto phishing and nhumber of victims
2024

—o— Total Victims [l Total Loss
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Large Loss Cases Report

Annual Report 2024 by ScamSniffer

$171M 30

TOTAL LOSS LARGE LOSS CASES (>$1M)

$55.48M $5.7M

LARGEST SINGLE LOSS (DAI) AVERAGE LOSS PER CASE

© ScamSniffer
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B bR 5548 HETT,
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Monthly total value stolen in Large Loss Cases
2024
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Distribution of Chain by Total Loss in Large Loss Cases
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Distribution of Asset Types by Total Loss in Large Loss Cases
2024
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. I
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Asset Type
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o Others (5.6%)



Distribution of Phishing Signature Types by Total Loss in Large Loss Cases

2024
B Permit setOwner [l Transfer [l increaseAllowance Others
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Phishing Signature Type
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o Others(3.4%)



2.4.4 \Nallet Drainer ;@38

Weekly total phishing site trends by different drainer
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o Twitter « Airdrop phishing
« Hacked « NFT
+ SIM Swap 7 Tl

» Malicious third-party application
e Scam ads
» Google Search Ad

o Twitter Ad

o Spam comment & mentions

» Telegram Ads (new)

o Discord
» Hacked

« Bookmark phishing » Frontend compromised

« DNS attack

» Malicious bot
o Supply chain attack

« Invite link expired and malicious takeover

and more...

©® ScamSniffer
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o REWE:EAWA Discord ¥ Twitter Ik # BE AR, AR R EEK T,
o BAME NFTHAMZER, TH Discord SEIEMIEE,

o {F%&R=:Google # 3K / Twitter / Telegram =&,

o Hith:Email / #3 / IM FAE/H Ath
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Daily total wallet drainer phishing site trends
2024

—— Phishing Domains
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Phishing site distribution by hosting provider & domain registrar
2024

Hosting Provider Domain Registrar
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KEHHEMILEREERE A T Cloudfalre #1 Vercel, X5 IPFS, T B AN L EMESE
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(X EEREKFES

Trend in the number of unique fake accounts detected daily

Fake Accounts
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Common Phishing Signature Methods

o Token
» Increase allowance
Permit / Uniswap Permit2
» Approve / Transfer [ Swap
« Apecoin - withdraw
« GMX - signalTransfer

« Native Token
» SecurityUpdate
o Claim / ClaimRewards

o NFT
» Seaport
e Blur
o X2Y2
« upgradeTo / bulkTransfer

« SetApprovalForAll / transferFrom

e General
e eth_sign
o setOwner

» NetworkMerge
» Accept / Verify / Connect

+ Bypass Attempt

» Normalization » Fake Captcha Page

» Simulation Spoofing * XSS

» Legitimate Contract
©® ScamSniffer

and more...
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o FAAEAL, ML Cloudfalre 5% i A 3 E A3 T7 H e ff 1E 448

o FIAXSSERAXAEEIHERRE
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L o FEIRE % TREN

o ERAEHENINREEE o EtHpermit/approve ZiNEE o RIGRER, BRFOMOLS
o RAZHRERBIBE o [UEEESREEDAPP o ERERHRUER
o RIScamsnifferE R o WIFHRGARRETYT o BMERTEREGEE

o ERAHRERZZTN RN ATMRWE LR

Web3 MR EFNFZIEMRY, EFERAFEIEHEMREERMITAIR, £FF Web3
FHFREFMRA, BHAFREREEM REZS, MIFHT. FREEEZRMEMHRE,
BTABZECATHRETHE,

Q) BREFRTEREWN

%@ﬁaf@@iﬂ @ ScamSniffer

0 BaERSHER % BEPAEREN

RAPermitEE ML E ZH AT S KB IRT o IEENHREREFIENRR SR

o ZESRKGEE: o BEVPRIRIRALE), RAESLMERT AR

- EAREHZEZR 5REMSBRFBIEE, HZRMER
- BRREREREE
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BREENAPEA Web3 HHAMWEZAD, HAFEFRERFPNEEXRAR. YR
EMNRER., BFEARTFES, FRBRRATLALEHNLTEBRAE, ’é;‘%’ﬂﬁlujﬂFHFimﬁi:
BEREAFMRSHE, IFNERE, ERAERFHAUNT P RELBHLESE.

248 KRKEBE

HE2024F, ETHELEAMENREX 79 2%x, RETHEMRKETHFREL, BIXATHE
MrERGEEARAAEMEEAX, NEERGEFEERRIEMFER,

hE7E Web3 ABHIARR, RIFAF AT R EMRBEKRELE. TIERHAXMAEZEL, HENT
BRI RENBRIRERRPETREMX R,

2.5 BRIEF I
*E?Er F AML BRI AP HERERIERE, Hkl’EOW* SHAFPAFZHRNEIERR
— . BRI REF TS T, KEHFANRA Webs, NEEFTEANRE. WEHFAFBHTER
BIREIXREE RERNMER, 11&&—3?&“?)5.35(1’!5@%1]*)&9&0%’u?IEﬂHﬂT%ﬁHﬂFN
MEEMHZEVAMTRE, UENSKRZEMBE, B —RINFURMSHRITIRE HM51%
XL

FRARE, X‘J:]:ﬁkéééguﬁ%‘zté‘é‘bnﬂ'ﬁﬂ’]ﬁi?ﬁﬁn XEERRE RS, FEME
LI EERIRE, ME, BHRANSERMER Zoom HEREFEEES THRIEZREM
ADHHERAR, AFHATREESTIE, £TI, RIMNF/AFILRELNKREFE BBRASTH
FNAEEE W E XS o

2.5.1 ¥25 EUR

XEWBDEEERRT REFEE M FEFR— AT GE7= £ U MIHLH, (115 A 75t
NELUREECZWT . EWMFHEIST, AFATERESHNIE EEERBERAELR
. LAPEESEREESN, RFERBMEIIHASSHTEBOAE RARAFEEER
DT R =,

RIELMZEENER, WFE Telegram LERME R SATEILVEREFA, XMIEREFMARD
HILFERA BEZUEAKREZG, FVRAFE Telegram LEREA KSR SIDE A SE
HBIKEENNRRZ—. EABMABSHERZZEE, EEX T EBEHEERFT—EXN
T HEURBRR RBFEI— T ELAANBERNTRILR'E, EEZEEMNRIIAZEE. &



FIBEME —THRFSZANE AXARANTE—BA, SZHMBABHNELARER,
AP TFREERIFLERNI T,

4 R BNBREEHE
- 56,510 members, 63 online

I‘T'J'IE BNB&I‘E&E&‘%QQNE!}U B BNB R BRI EXAE U ERETALTH, EnBSERFNENaMEEs? .
Chain(BNB) X iftEi B

& AR
-

RN BITBNE

"

FHRH X EMAFE pinned "l HTRBNBY i WHESIMHESR RN RTNHER

@ R RANASFE, REMIMBEERHE

@ BARER!

FHBHEREROHOES!
SEERMERM! BA2TETHI Fla

. SERELL?

SKRHRELH?
MmRIETE, 18%3EF

. FHFH , RFURAET

BENSHT—T! ETHOBXD L RERRE

XNFHFFAF, MFEWDER T FANEELRE KAFNEAERT HFHRER. @ TRE
BLURIMHE R EHRARFIS AL, FIRRFEZT LFHBNFIRE, WFRRSIF]
RAPRARE. AFESLMIEITHRE, KB TR, EERARSHASURTES MK, 1
EEPRFUBE ERAFRANAEHNERFEE, BEAENE CALRFELASRF
B, REMEZZRT, FHEAUMFASUNENKR TR, EXZERZRAMTRNT K
RUXZEHET, 2XME. N WFEATERFSAFPRTEEEN, MMERAFRRE,

2.5.2 EFVEYR

AIBZBABEBZ NRAEFTHNIE, BFHEEX—8, SECHWIIWET LT ChatGPT X
MR, BRSEEE N, XESHFIESHK. A, ChatGPT RERFHMMKIEREESZ LI,
IRFEMERYLSE A4 FHE ChatGPT £, IRHITE T —%5 AP XN B ERM IR
5t



it's actually pretty simple and doesn't
require any coding knowledge

WRF AR, fthEIX A HLER A BT LLEEE Ethereum LHIFT R BRI KRN EZL, FHEFNE A/
REBLZRERT. MAFBEESEN MetaMask @, REITFHFHIZHIRHEEA Remix 8%
(g Remix) , 7%, AP T EMWERFRHMHAE, FENFANBEEESN. NTX—F,
WFRTAFBNEHORMYBEE, BESNEFHUSHETH, MeeRGHZHFE, MEH
PR ERFRREEF ARG T start'fa, BBMHE'T, TANEFNASHEARFES it BF
RBEEF.

HAERE LBRMREERT S MistTrack 7 HTIRFaIil, ZIHRFRIEIZ T HW, T/ F
HERX, ALEAZEERS, BERREEXNRD, ERBENRERTKIAR, XXBWFEEBEK
HEEES, AWM R E RIS TR EREIE B,

2.5.3 Z#1FR

Web3 TNE A A TEMB B M4 EMKNUNHARAFHRE, EERERARERE L5 RK
M, X—ITAEMNER" EREGEENRANFHE MERERTEERAXAE, LEREARF
it RATGEWAD, AFESS5 Web3 M B N, FERATHEXEE. BRAARELURNER
K, AMMEERGETENHIE REREERFAERIEM L TRAATBEBB, UT

BILRERNHZERBRE .


https://misttrack.io/

o BRER

LERTR B X AT LA A LT L

1. REEDNTEAHNEAKS AMRERMER, HMNEEMLUAERATEE LERN'ETMEM X

ETFRNEAKSHEEN AEXLaERE EMESISENERERMOENEL, —BEHNENIL
ERATHA/BICASERTHINR, REMRESERFHIES,

2. REHEASMBIEAKSHEHNBEAEAEXRKSHTRRRE S, RHIARERMHER, 15§
SRPRTHEEE, Y EETEARGERMNERE RELRRAMER, AHXFEELE
AEKSXEAMAENAEEMNIS F2AFPERRFARIMERET ER APP SHITHH
BMELHIT T TR RNAEE.

3. WFBIRTE Web3 BB MEAE, REBMAFRTHETITEEG ARUERNEE, 4H
FREEREBAMURRZER. BT ARAFREEZH, TERZHEIIHRRIFHNEAETR
B YRR R, REAKRBEZRF, MRAZBIANER, FRANMEBE,

o "BA'MZEIRAM

AIXRE AFPAGERESHAEMESTRERRZER, HNETREF LS AFKTNER, B
EEMAFHNROEREEIGEMNENKRT, AFFIXEAT, AR5 2R E, flinkk
B.EFREEZPMEXRGALERITR S AMENERDHT— Scam NFT HIERES LRI,
LRHE RS ERBIXD Scam NFT Bf kM, AR H I IREZ R Visit website to unlock your
item”, #5 7GRS &M,



ByteCode Decompilation Result:

80 def initialize() payable:
81 if _owner:

82 require caller _owner

83 _owner caller

84

85 def unknownaassdS5aé(uint256 _paragml) payable:
86 require calldata.size - 4 >=rcg 32

87 require _paraml == addr(_paraml)

88 require caller == _owner

89 unknownclfec681Address = addr(_paramil)

90

91 def unknowneed866f9(uint256 _pargml) payable:
92 require calldata.size - 4 >=rCj§ 32

93 require _paraml addr(_paraml)

94 require caller _owner

95 unknownd493465aAddress = addr(_paraml)

96

97 def setApprovalfForall(address tg, bool _approved) payable:
98 require calldata.size - 4 >=ICj 64

99 require _to == _to

100 require _approved == _approved

101 revert with 0x8c379a000000000000000000000000000000000000000000000000000000000, '|isit Website to unlock your item.'
102

MRAFIEET Scam NFT 51§ M8 &MEE, REFEAIEEREITUT R

o MEFSTMWAMBEMNFT, L'ELW NFT &L
o EFESME Token B Approve 2 Permit £ 4
o EERAERFF

test, BREERFLBSHDRITHEBEESNGIASK Gas &, 8L, REAEBSC LEET—1
%79 GPT MIEE &4 (0x513C285CD76884acC377a63DCOH3A4e83D7D21b5), @id 28 %K ik
SIRP#ITRE,

AFEZEESARER, B TEEMEZENERZL PR TNER, MEAF#ETIXA
BR, BEAASREAFKETHURT, BIRSE Gas RHl, XFEFREENXZHEHEEZH
Gas %, FIFARAFIRHEMNS Gas [REL, BESHNEMAZ KM Gas K& CHI K (CHI KMATLL
AT Gas Mz ) . BMEAARBTREN CHIATRE, BEALENMRE CH KT, REBELH
HAHRZEM Gas Mz, BEFUMMFIFAAFH Gas BANBECEF, MAF TR REH 4]
BELX% TS Gas o AFARLUAR LA HEZHATRA, ERNBERT RERS,


https://mp.weixin.qq.com/s/XF1Zo_wWmrjRYsHykvR2Eg

» From Null: 0x000...... To 0x513c285cd7688... For 269 € Chi Gastoken... (CHI)

0BNB  ($0.00)

0.068615281 BNB ($21.30)

0.000000007 BNB (7 Gwei)

[ 10,346,015 | 9,802,183 (94.74%) |

Nonce: 364 Position: 5

Function: approve(address spender, uint256 amount) %
MethodID: @x@95ea7b3

[6]: ©00000000000000000000000010ed43c718714eb63d5aa57b78b54704e256024e
[1]: Ffffffffffffffffffffffffffffffffffffffffffffffffffffffffffffffee

o WHEINMWIEA

PZEHRPLRED, —EAFFETHIZHENKATHREE ZRNES ILBHFHREETX
8 BAMAPTHRESARAEMEARETHR, XMESTRIHEERIHEGAI X
Rgh. test, ABE BN LA HEFRIERMAMIRS, BRI LLESSTHATR B3t
EXE, EkEeum, ERFIE THREFEMRIEMHAFERRMRE, ERNIREE
HEMAERMEMNESRDIGE. AR RS SEENRD, BEEWEMDLIEERIAA/BICARE
PATHMARBRNEEE, ME, —LRAPERITHEXREMXRIZER, RRESJZXATRE
B, SBRERNRIARZFRTARD, HMZHR.

254 % X119

Emip kR, XREHFAFHE FOMO FHERA Web3 M EKSHEBF MR, XREHFH/HK
EREENTEHMAFERRL. REFRMAKSHERANEANSE N, KARALTH
REOERER, SANAEESHT ERKTHNIS — ERFR#THARERITXESEW
RTREHI KT, EEZHR. RIEFLEEANMSI, 2024 ERET M4 EKRKSHRES, &
EREEHHM 22.9%,

EEIENE RENRETNERTBRRTRREMZTMBMAR, EEFEEAETILHES MIE
MAMBEANMEF, M2024F1 A, REIEHRFHERR(SEC) M X K ERZRNIEE, BRE



AT KB SEC XEMERES (L™ ETF 25 ), SR SEHLE™ (BTC) BN HE KR
F 1,000 £JT, 2024 & 11 B 27 B, $& LU ZachXBT E X KX FR = ELENILNAE, H—
BE7E X 1G LBEREIE L5, Usher, Kabosu Owner, Andy Ayrey, Wiz Khalifa, SPX 6900 &
H—RIIMERKE, XEZRHFEIHE Punp.Fun Meme M S 350 BETHRITL, "

. ZachXBT &

@zachxbt

1/ Qver the past few months | have been tracking a series of related
compromises for McDonald’s, Usher, Kabosu Owner, Andy Ayrey, Wiz
Khalifa, SPX 6900, etc on X & IG which has resulted in an estimated
$3.5M+ stolen via launching Pump Fun meme coins.

By Google @iz %8

1V ERENNTNAE, B—EHEXTIG LERHNEZEZS. Usher,

Kabosu E#R. Andy Ayrey. Wiz Khalifa, SPX 6900 Zi)—ZRFIEXIK
&, WIS Pump Fun EEM, HitE#EE 350 HETHE.

ERFSARID? BIRMRIER, ERMNMMSH: O O

Account Platform Date Token
McDonald's IG Aug 21, 2024 GRIMACE
Dean Norris X/Twitter Sep 3, 2024 SCHRADER
Usher X/Mwitter Sep 12, 2024 USHER
Ken Carson X/Twitter Sep 28, 2024 KEN
SPX 6900 X/Twitter Oct 11, 2024 QQQ420, NASDAQ420
Enoshima Aquarium X/Twitter Oct 15, 2024 SEAL
Kabosu Owner IG Oct 17, 2024 KAl
Andy Ayrey (Truth Terminal) X/Twitter Oct 29, 2024 | IB, RNA, TRUTH, INFINITY, REALNIGGA, WOAH
Wiz Khalifa X/Twitter Nov 3, 2024 WIZ, WIZZLE
EF12:41- 2024511270 - 19515 &% 29

2.5.5 IR E

R, RKE—HMEaFNEY, BREAMMETEBMEANRLE ., X-—BRIGME S S
BT EMERS: AFWRBKTRE, EE2FIRTREAE FRESFIIKTHKEBERZB KT
BRUHRGR AMENASHRASHALRBASSE, MFRRtUEMARSL S, EdutitR
MATHEXRREFTZIMNRH RS RLAFRINBCEERYE, AEWEE,



/‘) [ AN ) \
[ﬁug#ﬁfw J [ A J

) y

[ BB J r\_/[ ﬁﬂ?"‘ﬂl'ﬁ]

LUTRPRBARKEMNILTELRR:

o ME FTRYIEREBARD, EUETOLERT. —LHENESEFMNLTME R
AR, BIEMERAMURATEN. APARENEEFARER TS YMIETIRAR
WE, SRBALTERHIESR,

o "WHLDAFLAFAMMBEFTE EEELEXETHTIEE A BERBRMEIRZE
EMEGR), B ERMEE WESELE, XBREFERERERET . AFRERAL
ARLE LK ESRRERA, BENSKE, BFERMAEHG ? B S0 Es e
BLTEREEE BELRERHBLVENNKT,

o ZWMFFSRE - EF-—HENNBERZAFEBFHIESHERSR, AMIRAE T IEHK
=y

fmo

256 BEKRG

2024 4, ZEAFBEEE—AER Zoom SWEENNEREFZ HP-—REFEERTEE
B Zoom WEHERRTETEERE SBNERSHE REAARKERER. EERGEE

BERUERSGER. FRALHRENRIINNERTREERELE/RTURE, HIFRELRE
REEHMRSSH. SRUTBRES S THEIBRZREMADIRERR, AFHAREESP

A,



FIEEREHENDH, BEMAR M appllusdzoom|Jus"BE & R IES Zoom £IWEERE, T
HS5E ZoomsWESERY, BAFATEISWNERY, A THEERES, MERTHE
#h Zoom & F i

o

[ 2
L L] @ Launch Meeting - Zoom x + A

Lo N 23 app.usdzoom.us(|fB86974797337pwd=C8KIpujinCGxBZB7ed4Gh.51IRZeNGthLz w o = O -

Zoom Support  Englsh ~

-

Your meeting has been launched in the Zoom Workplace app

Don't see your meeting?

By joining a meeting, you agree to our Terms of Service and Privacy Statement

Launch Meeting

Don't have the Zoom Workplace app installed? Download Now

TEABREZTRSER. NRHKIE. mMBHRIEKIE. Telegram #iE . Notes EIBHHTEH
Cookie HIEFERE, ERENEAF RAELERFTEHMRS S AT EERFASTHMES
AFRAZDE, #EREMNEBEENABSREBMF KeyChain #iiE (FIRE@ 2 AFREFEEM L
MEMERD ), REKERMSZHBEHE REAFNREMICE. RAFHRER MM
BRAFKES, BEXEARZWASE RO WEEINERERIE, S#%8RITRRETHABRE
M S, RERSUREFEHER.



= RABRSH
3.1 RIAKRRKEEDS

2024 ., MMEHTHMBERRERETEARE EPREBHAZERBERXRET MICA KN, XEi
HTREMILZ. XEZHHN N Z AN RELZBAMEZTIL R EE, REMBHE L HE
EDRIEM A RN, S4, HRASMHE T EATRMERRITHIEEEY, RETKE., BE
MEBRMANMESE T ES SHEHIRETING T EZHE,

BI11REMKE

bEE £ ER Y B INARXERFHE> BRBROZMAFINKE, BEMBERE 2024 FRNE
R, 2022 £ TerraUSD MR E BB MIREE AT EERSM, RELENRETHKEERE™
BHMBAR, SER— MR R, SMREYIEMEBURSE X NNIRE iR Mk, @ed
AR FETFHIBIH,

o FE:hEARBITE 2024 FRAM(PESRBEERSE)D, BHITIET £ERME KT
BEDD, HIREEEMMEBEETEARE, BETMENMER=NEENE,

o TEZFE:2024F12A 6 H, FEEMEER HKMAMMEESRESRRM TRE
MEGEE), EAEANBTESIAEZTRETRITANLEENE, EEEUE~FINKEE
EZE,

o MRER:ERB#LAT(NFEHEFHIHWEEZE) (MICA), BI T 2BRE T B IBM A ELUR
FHEES, ITHTF 2024 FEEXSERE, HERTIE, REDRITALARGBFHT
Wk, RERBNERFETTEENRZEERE, HR EERAKITZMIRET USDT
BI& 1T N Tether Limited REER B XLEER, S USDT fFF 2024 £ 12 A 30 BFEMEX
BEMFEE LHE,

o B B RRIT(BCB)ITH 2025 EXNIRE MM B~ TILHTUE, 2024 F 11 B,
BCBIRHMERE, BUZLAFPERETMFMER ZATIEEBEESRS, BE 12
ARTERUEXRFEAESEXREE, AHESHHEES,

o XE REMAITANEMLAELR 11 MR, X—AERI T EEH#ITHILETICHX
o



http://www.pbc.gov.cn/goutongjiaoliu/113456/113469/5547040/2024122719254984750.pdf
https://www.info.gov.hk/gia/general/202412/06/P2024120500422.htm
https://www.info.gov.hk/gia/general/202412/06/P2024120500422.htm
https://www.esma.europa.eu/press-news/esma-news/esma-releases-last-policy-documents-get-ready-mica
https://www.reuters.com/technology/brazil-regulate-stablecoins-2025-says-central-bank-chief-2024-10-15/
https://www.americanbar.org/groups/business_law/resources/business-law-today/2024-september/state-stablecoin-regulation-emergence-global-principles/

o TR FMEKREBEHEURTKUER (VARA) TIIATREDZAER RAZMRAEEEK
EERAEFERETLER, RETEFREMAARLETHFATIESR, HSEMER
MEEAHTHEMN—F,

3.1.2 SEC ¥

EETIEXSZERAS(SEC)E 11 AAMT 2024 MEHEE R, & E R, SEC £IRHAE 583 T
RT3, L 2023 ETRET 26%, MURITHIHTET 822X Wi, X2 SEC X MRS S
M, 7EXLEEMT, SEC IR T 4371 &I FA, Lk 2023 FBA T 14%;93 2" FE TRIFA,
EAERENEERE. REZESHHMGSZELREFEC ANEILESTHIBEELIRS, k2023 5
AT 43%; 59 BETX S HIE R A SEC 12 X AT TR XM R IT ARIIFIA, 2023 R4 T 51%.
82 {ZE LM SIMEEIE 61 ZETMIEEFBMIELRATA R, ZLRAEFRLRNES S|, U
B21ZETHREBNNR ZRERURE_SMET, 82 ZEXTHMUSIMEDAEH 56% HEF
EFEIESXZZARERFHAFH PR IFERGWEEIR, tMNEEELEXEIE LRRY
FHIEREZ—, o, 2024 &, ZEEERSZTARREGS, B 124 £ ABELEHL
AEENES X2+EXRZUEREITANE-SHFT, 2024 ME, SEC AZERAELERT
3454Z% T, B 2021 MEFIRLK, EMERERET T 27 1235t SEC ETE 2024 W4 ik
BT 45130 &EH., WIFMEN, X2—FHhKIIMNKREH—R, HhEHE 24,000 £E£23BA
23R, Hh 14,000 ZEETWE N AR SEC RKIKAISIR AR BEN 2.55 2% T, SEC KR
2024 FERMHSMIETHRA, HERATEEEEBIRD . BESFI AL EARETXRIER
EHFMNER, RNSEXTEFHRBREXNR, FlIEXREBREDR. AEZEFHTRREXRSFIIAKX

B,

LR & SEC M AP R IR ITEI 24 -

e Terraform Labs #1fi% : Terraform Labs RIE 5 XEUE# X % & A= (SEC) #LHE TerraUSD #
Luna IN%5 % T 8 R &K B 45 {ZETRIFNAE . AR T IE 35 LR THIFEARTIF. 46 2T
MIFR, 42 ZETHMRETZHURBTEERITE Do Kwon # 2 {ZE£ T4 ABK.

e Jump Trading $12k: &3 5 2 8 Jump Trading Group RIEREE ISR S EREZ T
123 ZETHEE, RAGZARIRSIRAE T TerraUSD FIRRE M4, TerraUSD 2 —#
F 2022 FHREAMRED. XEEHRZERAREE, Jump T F2 8 Tai Mo Shan [
REERBEIET TerraUSD IRREM, SEHEES,



https://thefintechtimes.com/stabilising-the-crypto-frontier-uaes-groundbreaking-stablecoin-regulations/
https://www.sec.gov/newsroom/press-releases/2024-186
https://www.investopedia.com/terraform-agrees-to-pay-almost-usd4-5b-to-settle-with-sec-8662342
https://www.wsj.com/finance/currencies/jump-trading-raked-in-crypto-profits-now-its-paying-a-123-million-penalty-55ff563c

e SEC #E1if Cumberland DRW: SEC #2iIFE R 3 5 22 8 DRW Holdings RN #& M &R
Cumberland DRW, EEREM AU Z B, IFIAFH, Cumberland & & ZFMEE
ATEISENAREENMAETFSEEHITRERETHEAEZTHFE,

3.1.3 R el AR

2024 & 5 B, E#XN Worldcoin #4155 : FEN AR FERET R 2 ZF M Worldcoin £ R R H &
FHATESR, FEREREBFAFID ARIEREE L ZMKXMTEIZE . Worldcoin #kiER{E 1L
FULE AR EFE S ER, KRR T FEX R INE L AR

2024 € 5 B, A4 i EE RIEE R E T M4 R E 2 K Daren Li # Yicheng Zhang,
FREERRI—BRBNRBEORABENEZLETRE, SBRKSF|ELDX 7,300 HER,

2024 & 5 B, ZE W BER | EF B E DS T2 E D)  EE M EERE T H A E R RS A ZE (
OFAC) I R T X FRBAE LSt MIZH BRI BT R, 45 2 5 X3 AR LE & S HE 0 A 58k [ B il B 1l A0
Ao

2024 % 9 A, E3R il XERERERERFELILES FH
HWEEE 600 HETMMEE M. XEABIRFEN'REREBEEXEER KRAERE
RRELBRZEERE, METHAERZRENS I NEE MRS,

2024 F£ 9 B, Z=[EFIHEZ 4w &AL IE : SEE M ERER XY 5 ik 3 5 H R & Y Sergey Ivanov 1
Cryptex #H 17T #l&, FEEZMAIIAIMEZILTES FHMENENELE. EEVBRHESmMICERE
W 2530 4548 B B N 25 3% T 32 55 Bt PM2BTC 3l 8 &R & B o

2l

2024 % 12 B, A i LI LR B IR EEARIEE 13382 BTG S, XNEmE 1
AM—REAEZEHER SEELEFSEEFTVARENMEES RS AR NHIELZRNESR
RERBNEESHRITHIRERS,

2024 F 12 B, EEEE LockBit $1FHRUTF A E - EEEZEBETHMLUAIINEEEN
Rostislav Panev FF & #1437 LockBit #1ZE AR HS, FRHE T 4IRS T#T 230,000 ETHME
$i o, Panev ELIBFIHH, FHF5LETIEE,



https://www.wsj.com/finance/regulation/sec-sues-crypto-unit-of-high-speed-trading-firm-drw-12c728d5
https://www.reuters.com/technology/hong-kong-regulator-directs-worldcoin-cease-operations-citing-privacy-concerns-2024-05-22
https://beincrypto.com/doj-arrests-chinese-nationals-pig-butchering-scam
https://www.coindesk.com/policy/2024/05/02/us-senates-warren-warns-national-security-chiefs-about-iranian-crypto-mining
https://www.justice.gov/usao-dc/pr/united-states-seizes-more-6-million-alleged-proceeds-crypto-confidence-scheme
https://apnews.com/article/sanctions-treasury-russia-cryptocurrency-digital-assets-c16d796368e072d3cbc64e8872da977c
https://www.state.gov/translations/chinese/20241217-u-s-imposes-sanctions-on-an-entity-and-individuals-contributing-to-democratic-peoples-republic-of-korea-virtual-currency-money-laundering-network-chinese
https://www.theverge.com/2024/12/20/24326156/us-lockbit-ransomware-developer-charges

314 M ERE

3141 LK
o HE:2024F 12 A, PEARBITRA T(PEEZRBERSE (2024)), HREFHEATIL

TEXMEBEEMEEDS, AERRETEEANERTANAEMNHE, ETFTNER”
NEMARBEAMRESENBRE, SEREMIRHMANNERTHEENE, RS
{HH, £FEA ST MTERMMRNMEBEATHERELENATE, B2LFFERBREEE
BEHILENE. I, FEERBRERNEATRREER, BEARTHNIEHEEME
FMSFEFREERMAT, NEMETREZTEEEENT WER"HE,
mEZEE:2024F 4 B, FERAETHETMUKRSMAERZARZEE (ETF), IR
RERUTHNRERE . FRUFRARESFSEEZTRAS(SFOHEBT 4 REMEK
SITHMEERAE BETIRZTENEE  FEEHHTREMPEMEXER, BX
AREMHRTNERAZIAREEESR,

BA: E#HMNERNERRZZFBARBIEE 20%, FRBMERZAMMEITANREER
FKYC &M,

HE:-GIE(ENET AL RPE), MEREEREFIEBEENER S,

MR MR BT R T X REE R R ERER), B 2030 ERBE S EMAMRASTE . AW
RS R MRARDRFWBLENEERT, XEEAMENHECIFHETLILRE 2 RREG
T,

FG MR ERMEED (MASYBIT T G iRSSE), ¥ AT RUEEMIMAEINER,
BEBFIARMRS, ERBEXRSREERFEMER MASE#ETED 19 KD
ERSREENHEIEANMERE, RITERERFARMERS.
DXBL:DRBTIEFZARAMT 6 RRESENMEENRZALE, ERREH
ERRAIEFILEFRERFEERE,

31.423k3%

EE: tEMALIKL ETF Mt EREF ERmMER T RAN— 1 BFER, SEC F 2024
F£1 A 10 BHLATHRELAE™ ETF, 3FF 5 B 23 BHLAET LUK ETF, RUKSHFSK ETF
F7RA2BEXRZ . HEHESE, EELSFTIK ETF AR ~NER 10508 ZET
(HEEAETHER 5.7%), MUK IE ETF B8 B~ MERITHN 1205 2T (G LUK
TEM 2.04%) . FEILEAE, (21 HESMAIFMBEARER)FIT2D)BAATMERTHE
BXf SAB121 MERRE T BRTHMEZERES T AN, HFAEBRNAIFHRIFBRaE



http://www.pbc.gov.cn/goutongjiaoliu/113456/113469/5547040/2024122719254984750.pdf
https://www.reuters.com/markets/currencies/hong-kong-gives-initial-approval-first-bitcoin-ether-spot-etfs-say-funds-2024-04-15/
https://dig.watch/updates/japan-moves-forward-with-tax-and-stimulus-reforms
https://reports.tiger-research.com/p/one-month-after-the-korean-new-crypto-law-eng
https://www.usasean.org/article/vietnam-launches-national-blockchain-strategy-lead-regional-innovation-2030
https://www.mas.gov.sg/news/media-releases/2024/mas-expands-scope-of-regulated-payment-services
https://www.sc.com.my/regulation/guidelines/recognizedmarkets/list-of-registered-digital-asset-exchanges
https://www.sec.gov/newsroom/speeches-statements/gensler-statement-spot-bitcoin-011023
https://www.investopedia.com/sec-approves-spot-ether-etfs-8678873
https://financialservices.house.gov/news/documentsingle.aspx?DocumentID=409277

R T ST (Paul Atkins) F & MBS HIEE SEC £/E, RAMNIZITILHK S
X,

o MEXKMERMRETEHNEZEHLMEEIESE, BAXNMERTRZANRSIZEENS
& BREESTRASKAMLD M THREF KYCOME, IMEKIESEEHM(CSAMBET
NMBERF=HAFRWEE, BERRZEESWERAENREE R EE,

3.1.4.3 Frm

o HITHT: 20244, MFMMRTMELETRE, LLABAAHRENTZW, ELZF AT
RERTERRS . SABRERT ERENBEETET &, FRTFERIET B~
TBEXS, MIEERZHEUESEEEMER. IREERFERARED BF3ES5 A
RMgEERERETEHMRET ) BTEREXMN FERTEETEITRAMMES
RGBT, LMRHNNE S,

o WRER:(MNEHFF~MH (MICA)NEFETF 2024 £ 12 A 30 HEMRBECENEEAER, REE
BN A EHE T KBS —MEEMBEEFNMER, EXNREMRITAHE T K
BR, AEEBIFNTREENE, BRMRETXEREMRE.

o RE REEMITNKEER (FCA)FERRE MICAEREMEAR £, F 2026 FH|F 2N

3.1.4.4 AZRFNIEM

o MHEBAAEKE: MBS EELUAR KSR (VARA) TLE T E AN % 5 s
S BRFUE AL, 3T 2024 FMEKT 13 M. TFEHH T SXRE DRV, B
ERR M THHER.,

o LESFTRIE: BN R IGK B RAME R, I R S BI% 3 iR T th RABAT R

M (CBDC) it %,
o RER:HMHETHENHFEFUEER HNEFREFEFNRETNESIEIETERX
—%,

3145 R TEM

o [RE: RAEBIEFRFIRER (VASP) MEMIESE, FHitHIaIF AT T ERNR K
B Hiti#,

o EF:H#MH CBDC (DREX) HAME, ERXFHUEZHAR™RWA)FX, LIBESRHT
B,

o FREZ:F AHUBMEAEHTEER, #EMBEEEFRERMERRAE,


https://finestel.com/blog/crypto-regulations-in-canada
https://www.reuters.com/markets/currencies/russia-is-using-bitcoin-foreign-trade-finance-minister-says-2024-12-25
https://finbold.com/eus-mica-regulation-takes-full-effect-today-heres-what-you-need-to-know
https://beincrypto.com/fca-crypto-regulation-uk-2026-roadmap
https://www.bitget.com/news/detail/12560604457143
https://www.sama.gov.sa/en-us/news/pages/news-812.aspx
https://www.qfc.qa/en/media-centre/news/list/qatar-financial-centre-issues-qfc-digital-assets-framework-2024
https://www.dlapiper.com/en-us/insights/publications/blockchain-and-digital-assets-news-and-trends/2024/argentina-begins-establishing-a-comprehensive-framework-for-crypto-assets
https://www.ledgerinsights.com/santander-visa-mastercard-selected-for-brazils-drex-cbdc-pilot/
https://www.mitrade.com/insights/news/live-news/article-3-520264-20241213

GL BTFMEEMASHERE BEBRRAAT - TESEMEE. HRERTP ULREE
EZTREMERTIL. TIFALUEENE, MERREMME R TEARME XL, ELSHBA
MUMEENA, EEBRMWXELEERAENERMEKILH AR,

3.2 R EBREE

3.2.1 BREFREHIE

3.2.1.1 SlowMist 1B RS

£ InMist TERMEZ S EIKEN R AZHET, 2024 £ SlowMist IHEIE . SERERATFHSE
EHFERSHINER 1.12 2%,

3.2.1.2 USDT %1 USDC &4

Total USDT Banned in 2024 Total USDC Banned in 2024

$540,195,442 $13,359,597 USDC

2024 4 Tether JR4589 USDT €88 540,195,442 £t ;2024 4 Circle Y5458 USDC €511
13,359,597 E T,

3.2.2 BEIFAEHIFE

2024 FRET A0 EREEH, AERKTEREMIM ST KEMABTEHEGILF 248, R
RERBHEIE, £1140 1.66 ZETHEE, SEXEME (L 20.13123%5T) #9 8.25%.



£ F Blast #J Web3 iff%F & Munchables I [E# 6,250 F Rt & B EIRER 37.65%, XiLHE
o th HEHE BEMEF, Munchables F 2024 & 3 A 27 BEBKE, B8, WEE2HhERTF
RAARHEBSERR, BIKPBRRRTZORBAOHRER, FEHELOUE ZachXBT EM,
Munchables FIRA BRI AN F XA RTTEEZR—1M A, BE  ER#EEXN AHUIXG T4E; T8
HIKZMAREMAN R ZATFERMIE; AR e B FEE. s, Aavegotehi B3 A CoderDan th
F X FE KRR : A (@PixelcraftStuds) 32Fr £ 7 2022 FiHAEATEXMTA, HME — LXK
FRIE, BUNHRESEERLRE SANBRREMERAMRES, BINE—TARNMRBET it
R HE L ENE R — N BAR MEXTHARBRAIGELERE,

FrERFHRMERBIEA, Munchables BERZXPETRAEHE RS, Blast #l#5 A Pacman
RERT Blast RDAMEBERNF 9700 FETAEHBELZIHE . XERHHTE RS
A, B AREKZ, 81 Munchables FEAARRAERAXTRHRERE, TEHEEAEE,”

BEEIENE BETMMNEKREEREEDeFiTIRA, XSFTEREARERMXER, EIT L TH
& &, 2024 £ 10 A 25 B, XEBFF X B (0xcOE6..C34c) R K, £ 2,000 HEITHIM
BH MR ERET L (0x3486e..0A91), S M S EYBOIM 9 N EE AT E  Hudk #k
MRE, XLERES5 Bitfinex BEEHEX, AT, £ 25 54X, REEFBRAZEBRMFRET

#1t49 1,319 4 aUSDC #1 2,408 # ETH, BM{EL 1,930 FET,



@ MistTrack & @

@MistTrack_io

A little late but better late than never.

Most of the fund has now been returned to Uncle Sam.
FHENEF

! o

 Evest Then
0x1500a... 4266441

(Event: Thett)
Oxbf6f7...d726c15

® MistTrack £ @ @MistTrack io - 20245108250
EA MistTrack Alert B3

Suspicious Outflow from U.S. Government-Controlled Wallet (OxcSE...34c):

~$20M was transferred to 0x3486ee700ccaf3e2f3c5ec9730a2e916a4740a...

ETES
0Ox6laae...3d8fb3a
N
%
&
&
&
gf\ binance
b 0x61a21...fc06584
-
7
Bl
& &
2Q
S
g8 binance

prs 0x619eb...a7b017¢
D
.b&*.’:,\"q
1inch v4: Aggregation Router 4-»%,“
Ox11111..643097d 7% Wl &
o8
QE‘“

hy
AN
Of'am“ 2 binance
(15) Ox61b7e...b53b7cc
3752028 ETH
15
Oct 5,252
Tinch v5: Aggregation Router 124, 07‘2’;,‘4
0x11111...a960582 @\@g\* 0x3486€...4740a9f
'1‘\"“9
RV
kY binance

. % ox61269..435587d
%_,:%
Ox: Exchange Proxy Flash Walle 9;%%
0x22f9d...c178¢18 £y
L
3%
ALY
2 «% n.exchange
Ox1baco...7d3f3da

®
-
Ec
2 .
3
G binance
2 0x61b7b...d610ca

F%9:38-2024F10A26H - 2,902 &&


https://x.com/MistTrack_io/status/1849989016755765702

33 AR

2024 F, A EERANTHIEMNXEITE, SHEIRZETWMBELTHE, UT2EEHE
ZFHLAFMILTHEESEHIIFR (BEEIRE SlowMist Hacked) :

Date Target Loss Link
Sep, 2024 Linkedin Job Dev Scam Unknown Link
Apr-29, 2024 Rain.com $14,800,000 Link
May-15, 2024 ALEX Labs $4,300,000 Link
May-31, 2024 DMM Bitcoin $305,000,000 Link
Jul-18, 2024 Wazirx $230,000,000 Link
Sep-10, 2024 Indodax $22,000,000 Link
Sep-19, 2024 BingX $45,000,000 Link
Sep-25, 2024 Truflation $5,600,000 Link
Oct-16, 2024 Radiant $50,000,000 Link
TOTAL $676,700,000

3.3.1 WMEFE

BRTHEARRRZN, F2RELELIHETIEZRRIMAETHTRINBR ST L EEME, 5140,
DMM Bitcoin #1 Radiant J@AE R B EEERBREH S 2 ESERNMEZNE S BIRENE
=,

o SEUIEAEEEAT Telegram MR #REEH K
—MENNFEZRHNERENRE R BT RAINENETFEY, KEETE Telegram LEFTHMA
BEAFHRKR i EHREN FHREGZEENET, EA Calendly EFETHRBRI,
F LR AR R B £ Z R BIEMIRFRARZEE TEEE App.


https://hacked.slowmist.io
https://thehackernews.com/2024/09/north-korean-threat-actors-deploy.html
https://www.forbes.com/sites/thomasbrewster/2024/12/04/north-korean-hackers-stole-16-million-from-a-crypto-exchange-through-linkedin/
https://x.com/zachxbt/status/1849071080180240751?ref_src=twsrc%5Etfw
https://www.fbi.gov/news/press-releases/fbi-dc3-and-npa-identification-of-north-korean-cyber-actors-tracked-as-tradertraitor-responsible-for-theft-of-308-million-from-bitcoindmmcom
https://en.wikipedia.org/wiki/2024_WazirX_hack
https://x.com/MistTrack_io/status/1848943511166763447
https://bingx.com/en/news/16840/
https://www.coindesk.com/tech/2024/10/02/how-north-korea-infiltrated-the-crypto-industry
https://www.coindesk.com/tech/2024/10/02/how-north-korea-infiltrated-the-crypto-industry
https://slowmist.medium.com/analysis-of-north-korean-hackers-targeted-phishing-scams-on-telegram-872db3f7392b

o HAEX T TIEERIBM
HENBTHINS—MEERS T THEEREINSEZAGRY, ESTEHER/NAT, BASHRT
UEREDOSED T, RREMBBARL TS, XERFTHERAMEHTIETRERRERAE, M
MRFBERR G REE ZHR T,

o BeaRAT EBERMRIF LM
Eﬁj‘bAJ\kiij BeaverTall MEHREGMFHZM, ZEMARTSHHEFXNKEE, ERAIHE
BRME T X 25 WSTE 15 B AR F R M T macOS A, X8 R BERGEEMZRE
ZPNBRGNBURER, QIEMBE DR DBIEFHAR B X4, FhRAH BeaverTail #R ATEIR
15 & &M MiroTalk MTEERS B macOS ARG T, ZIRSEFHNESE TETHMRERF,

332 kBFIE

BAZTHXREM L EARRFIFAARTIEM, 1B Ethereum, Bitcoin #1 TRON hAZXENEE
Mg, ARAENRIES, ERRETHFIZ. /T LL SlowMist BR#EAS BingX B4 RHFI, HF
BAFERE, KRAEEANATXLEAENEMIR, MEEFARESHEKE,

o BingX EHhHERTEMIRE:
(1) #DIR TR IR %Ef‘ﬁ*&'%#ﬁﬂ?ﬂ?ﬁ%# HEERE T, REMILFEMERNR ETH,

2024-09-20 9:36:35 BingX Exploiter 1 0.89736009 ETH

2024-09-20 9:35:47 BingX Exploiter 1 (L 0.96968345 ETH
2024-09-20 9:30:23 BingX Exploiter 1 0.75320577 ETH
2024-09-20 9:28:47 BingX Exploiter 1 1.04313494 ETH
2024-09-20 9:27:35 BingX Exploiter 1 1.21231438 ETH
2024-09-20 9:17:11 BingX Exploiter 1 (L 0.02071859 ETH
2024-09-20 9:15:47 BingX Exploiter 1 (L 0.10075913 ETH
2024-09-20 9:14:11 BingX Exploiter 1 0.9573791 ETH

2024-09-20 9:10:59 BingX Exploiter 1 (& 0.68106979 ETH

B
B
B
B
B
B
B
&)
B
B

2024-09-20 9:09:11 BingX Exploiter 1 (& 0.72203465 ETH

2024-09-20 9:03:11

()

BingX Exploiter 1 7.53144161 ETH
2024-09-20 9:02:35 BingX Exploiter 1 7.53473382 ETH
2024-09-20 9:01:59 BingX Exploiter 1 0.91985954 ETH

2024-09-20 9:01:11 BingX Exploiter 1 5.07314045 ETH

D O D @

2024-09-20 9:00:35 BingX Exploiter 1 (& 6.60528135 ETH



https://therecord.media/major-us-companies-unwittingly-hire-north-korean-remote-it-workers
https://duo.com/decipher/new-version-of-beavertail-macos-malware-identified

()IFFFMERKETH RIS B®EMiE, F7F A Tornado Cash. Thorchain 1 Debridge % ¥F

AN
Ro

 BingX Hacker
0xf7e80.. 7b43326

 BingX Hadker
0xf3101._e3923ca

]

DUP 0xd37bb...6ad7 146

(3) M Bitcoin MEIRM AL, BEWN LB IS Mt ARFHREFH, FLLUSDT MRK

545 Ethereum W4

(M) Exfa, BE€ LU USDT KRR @ T Debrige B545%I Solana M4, MR REHHE RIRF USDC, &

[&7% A Debridge 3 M Solana M 1ZE,

Hn

Null: 0x000...000

0x00000...0000000

0x29286...b22ccla

[ /3: USDC-USDT 4

0x3416¢...13527c6

deBridge
Oxefdfb.. 630eb66



BERIEMZ, MSolana IRXF TR BBIRAITHE R, SMEEREREFNTIBREE TR,

RENLEEZITMEFEAE ? TEZFREAZNHENIRZAMREER(AML RE. 2RK
SRR GABMITTHRENRK S KYD MY, EEDERERELERL S, §RHEREXS
REREMBEEE, BEREAITHMYRAMMREXZA. HAI2EAR BNTH—RFE
it DERESAEBEFTERENAIINE FERESMESRNEEEMRN, FRAME
RAMEB L, BERMEL R T HEARBEEE, XRETNEHTEMTLARHER,
LUFT X 22 S i & R B IR R R

RGN R SGHIZLTERRZMEE THEREE, BEMNhFEMEEERMURKR. KSBFHK
SR EAENEFTFERERE, SEXEMGMWAFATREEETRIECHEFRERS. &
XHERT, ALBESWEFEXNE, AFPAANZESE.,

BingX E=HIFRAME L T HEM E 2B HIBMN, MEEREHARTRIVIB—ZIE, ENH
R, MILETHRBE ETH, ARHBE| BTC, #%E 2 USDT(LLKE) . USDC(UKE), =&
2 USDC(Solana) . FELL B2, RELT THE 12 Mk S ullt, F M XIREM X ITH R,
XEEFEFMBRERAZFEN—T5X, BRMHERTH. EEBRESHAF LB XA
BmEM, LREHAIEN & RMETITR8M. XOE T REGEF T E BT BB,
Blan e R ERREMES EE, AN EBXLEBE,



34EMIER

3.4.71 Tornado Cash

Total ETH deposited TornadoCash Totals - 2024 Total ETH Withdraw TornadoCash Totals - 2024
=500,245 -480,328
Total ETH deposited Total ETH Withdraw
Total USD deposited TornadoCash Totals - 2024 Total USD Withdraw TornadoCash Totals - 2024
$1,506,964,486 $1,455,377,254
Total USD deposited Total USD Withdraw

TornadoCash Deposit/Withdraw Per Week-2024

150m

- Ll

0
Jan 2024 Jan 2024 Feb 2024 Mar 2024 Apr 2024 May 2024 Jun 2024 3ul 2024 Aug 2024 Sep 2024 0ct 2024 Nov 2024 Dec 2024
© @nistirack

(https://dune.com/misttrack/2024)

2024 &, AP iTEA 500,245 ETH(£Y 15.06 2% 5T) Bl Tornado.Cash, BB 47%; £t M
Tornado.Cash #25k 480,328 ETH(£Y 14.554Z%5t), FLEIB K 53%,

3.4.2 eXch

Total ETH deposited eXch 2024 Total ERC20 deposited eXch 2024 ERC20

=214,918

Total ETH deposited

173,106,107

Total ETH USD deposited eXch 2024 ERC20 Total ERC20 deposited

$633,235,519

Total ETH USD deposited

© @nistirack

(https://dune.com/misttrack/2024)

2024 4, AP EiTHEA 214918 ETH(4 6.33 {Z3E5T) &l eXch, RBIIEK 355%; H£itFEA
173,106,107 ERC20 %l eXch, RItLIE 579%,



2024 F eXch FFHMEBMEIEZERH T AEHHMBEINENMEETHNEBRMSMERE. &
BEA LIRS AT XREX SHH Tornado Cash AR[El, eXch LLFBL&EERIIME &, eXch 2T
FEMELMMEENATBENK, XLERKME eXch HABETHENEETES, T
ETH #0 ERC20 R M FIRBIKIFIE .

3.4.3 Railgun

¥ RAILGUN - Private & Anonymous DeFi
Y

© More Protections Against Bad Actors

Private Proofs of Innocence (PPOI) now includes data from

Actors flagged by these new List Providers CANNOT enter RAILGUN.

Privacy for you. Nothing for criminals.

ZK-Privacy System

Railgun B35 ieFA A L SRUEEA (PPOI), FIASZARIERABERFES AT RERIANE R FTRIE
BEREEFEEFIEX, XTMBFHFERMIMENEZBING T X BHNTE FEETHEEER
FAiZF &t



m ~ /é\é:nl:

2024 F, RRETUEFEUHFNTEMRATEGHHNESRE . MR HRERD
BABAMNMRET R ER, LRERNENEDTUNEEZRRERE, BTN 2024 FRRER
EEHMRREGNIT, BNFLERBRESHANTLEEMEMN,

Rk, HEEUEEEZSTEURBRRFEHTHALR, HINAFEHBE RRETUFFHEBE
mEE, BRMESANARIHE, FEXNBRERNZEFREENENES, BxEELET
THRERETIHZEMRARIR, BPFHRIMNXRSZH AER—ITENR L. REMAE
HIRREESTIAE

h.®R=FEH

ARERNBTE T RN X RET U ARG, 18T EXREHFRIEERE SlowMist Hacked A B R FE
BERRE MistTrack BEIE X #. BEHTRREM ER "L, BNELFRRFIERMERIENL
MEMHE, MARENEPHER, REFRERARESEMREEIBIE, R, RREFMK

i RR NS E M THREE AREPEARBHNTIRZL, WUXRRHIHELE.



7%. &F ScamSniffer

ScamSniffer @ —1M%FTF Web3 RIFIRIIRT LT &, BUE S THELSEZERE AP RE
S RFIRERH . ScamSniffer BRI R Z £/ H AT LB B A SR NANEE, AIRRX 5, N
Web3 R IRt & H IR £ EFE, ScamSniffer B%& £ 2R 75 E B # Binance, Bybit, OneKey,
Phantom. TokenPocket %% @R, B AR E L Web3 AR R ZHEMERIERE. BAT
AT—NHZAFITEERT £/ Web3 £,

B

https://www.scamsniffer.io/

X
https:.//x.com/realScamSniffer

Blog
, for |

Email

b2b@scamsniffer.io




+. X F SlowMist

G sLawmisy \

B FE(SlowMist) B—REFRMEESTEMNLAE, KX F 2018 F 01 A, H—XPE+E5—
EMBLREBRHFERELBAERGE, ARRAGITETHAHAREZMAMNEZLIE, EEE
ZZEMRMMENRRELLLBAT, TEES BHRAZIBEMEHE— A LR BT EER
AR'BRSTLEHRTFSATRMNELMNIE, EABLEFLTR, BERSHETINEEERSH
X,

12 F (SlowMist) kS 5T RRERX LTI, ERREREMHETTE TERNEHRHEATIE
(2018 FHERREF LA KR FH) MEM, TEERXIR RRESNERERARRKRE XK
E'MEZRARAEMz—, BRIATIHRERREGEERSHEAEL, AE. EEHEEREHTF
XM R EAESERTRIMERRNE, BEAHEUMNEETLRFESBARSRE R
BRREHEZTEREALANBMARNEIA, 2FEFRT - KeERER KeEEsR S LERAD

=
nE,

18 F (SlowMist) R LMRAEAIE - TLTIT., BMMERQBT). HHHEERSHREFNES
H TR ARAMY). BIEERREH. R2 BN (MistEye)., # BIYZEE (SlowMist Hacked), HHe&
AL K IE(FireWall.X) % SaaS L 27 R, ETHRAARNELERFRELET MR, EFHRIIERR
MF IR LT, 90 Akamai, BitDefender, RC2, XERR . IPIP EREBNNMBE K THHNZIE
7 ELELEE. ARBAME, MBI RIZIEIHE LIRET —HRIERART ENREBRAE, 8
FEMTULAGSHIRAHF AU ZERBASARMERELTSRE SRLRATZXESIA
A, AR REERTRLLEREIEEH HMARE,
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FRREARETI
HXNERAENEXTENRBRLSEBHTEAMNMBERTEFI

HgERE®I
HNERERERE, ANREEXBRABITEAMNZTEFI

BREELTERRAE
MZERITHZEFITBI T REREELAHHTHRARR 2 RE

41 RA M= (Red Teaming)
BHsElNE, X AR, UE, PAFEERME R HTREITG

TN
EAARRANDISREENER, REBFEM, 2 AN ERE

X SREEBL R IE R
BEEBERES, ME-1THLETRE2RE—KEMERSHEAERR

B 0 &R &
1BEFiL: AtHEBARREMFEAE. XS ERRETEMNEF

MistTrack 1BERAR S5
MERFFEHE, B MistTrack BIFRSEE —&FE

Bz =0 B AR 55
B #5 B Web3 B B 75 1R&E B A % RX & & 5= 4 FIBLD



|[§]l Hacking Time
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https:/twitter.com/SlowMist_Team

Github

https://github.com/slowmist

Medium

https:/slowmist.medium.com

Email

team@slowmist.com

sLowmisr


https://slowmist.com
https://twitter.com/SlowMist_Team
https://github.com/slowmist
https://slowmist.medium.com
mailto:team@slowmist.com
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