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[SlowMist Hacked Statistical]:

Total 2023 hack event(s) 185 ;

The total amount of money lost by blockchain hackers is about $ 92 2,469,20072 :
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Cole & @ColeThereum - 4m
$1GLOO Supply is 35% GONE!!
We're doing amazing! As always, when you claim $IGLOO you will be able

to represent the Pudgy brand, and unlock our new utility token!

(Non-pudgys can also claim) @@

Ipudgypenguins.app | Do) noticlick!]

T 21 Q 514 il 34.4K 2,

s[FrGperaue ] phishing © ¢ % #0

OUR $I1GLOO TOKEN HAS LAUNCHED AND IS READY TO BE CLAIME IVL RSl B victclviask Notification = @

@ Ethereum Mainnet
= } . Account1 » @) 0x000..0000
g /1 :
D A https://pudgypenguins.app -
PE“GU‘“S 0x000...0000 : NETWORK MERGE @

{' © 8014444442 ETH
$261.77

DETAILS  DATA HEX

FUNCTION TYPE: Network Merge

PARAMETERS:
0

HEX DATA: 4 BYTES
0x9c9316¢5

i‘ Copy raw transaction data

RAPMEENMEREEIR RIELMEFR, SFEREZE. FAFEXZNNARR. &
TREF, FATENKRISNFEESE, UHBR NFT RN R~ BEF,
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Home MistTrack Platform MistTrack Service ¥ Share

':l SLOWMIST Mm

Malicious Address Library

Atomic Wallet Hacker Statistics

Last updated: 2023-06-08 11:00 AM (UTC)

On June 3rd, several Atomic Wallet users reported on social media that their wallet assets had been stolen. The extent of the loss suffered by the victims is currently
unknown due to the fact that the number of victims is not yet fully determined. We have received a significant number of submissions from victims and are carefully
monitoring and analyzing the corresponding on-chain data. Our preliminary data and ZachXBT's ongoing investigation suggest an estimated loss hovering around $42
million. (There may be a few duplicates) In an effort to maintain transparency, we have established this page to provide ongoing updates on the Atomic Wallet Hack and
the victim data that we have received™

Malicious Address: Total Loss:

Amount of Loss

/

Malicious Address

Jun 05 Jun 08 Jun 05 Jun 08

(https://aml.slowmist.com/events/atomic_wallet_hacker_statistics/)
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Tether:2023 L FHITFERK T 85 4 ETH Hudlk , XLtk F# USDT-ERC20 B ™= #URSE A Al #
%

Circle:2023 L E it FE#H T 20 4 ETH #htlk |, XLe#hit F A USDC-ERC20 BREBFLE T Al 4
#%.

ChipMixer:3 B 15 B, fEEEHER%EE (Europol) £, EEMEEHFZHNMEMNEHLTE
& 38 ChipMixer &4k 4400 AT RS, BUMNFIZHARTEX LB XA T ZFENEMIRE, &
WTmEMRSES. 7 TB #4E#0 1909.4 BTC (4770 AETT) .

EEMERER:4 B 24 BHIE T =2 REAEE R EHRA Lazarus Group 12t X #FrEREE A ;5 B 20 B
HEBHBESHERREMMEZRE ;5 A 24 BHEBSHASBITFE XHUNZREE,

hEE%:5 A 31 B, BEEAAF TN HKVAC BERERRIL, T H BRAFIER R
ERAFZSHIIR . 6 A1 B, BAENKTRSHEELFR, AEMERUAS LEHT
AT R EESELREEF ZHEE,

FIfE:6 A 18 B, NEE AKX Z LB H# (Bappebt) £ THEMEBRIX ZMIMEBR=FE,
BNMNERALITHNTFSERIHERIIFMNMER ST,


https://dune.com/phabc/usdt---banned-addresses
https://dune.com/phabc/usdc-banned-addresses
https://www.europol.europa.eu/media-press/newsroom/news/one-of-darkwebs-largest-cryptocurrency-laundromats-washed-out

%E:6 8198, ZELVUEEER
Bill, FSMB)), i

MAN—HMEENIFAXRXEERMEE.

BN T(E£@ARSFITHIZEZE (Financial Services and Markets
ZEEFNMEEMUEXEMEIINTZENEN N —MHZRENES, FEHRTE

ZE:6 A 19 B, ZETZKENMNRMXT DeFi MHeX#H, RRXHEF DeFi £BMM,

2. BMEE

2.1 Tornado Cash

® @misttrack / Mixer-2023

Total ETH deposited TornadoCash Totals - 2023

=165,027

Total ETH deposited

@ @awesome 1day

day ago £

Total USD deposited TornadoCash Totals - 2023

$285,544,895

Total USD deposited
@ @awesome 1

TornadoCash Deposit/Withdraw Per Week-2023

0

Dec 2022 Jan 2023 Jan 2023 Feb 2023 Feb 2023 Mar 2023 Mar 2023
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day ago &

o < Ruin v % Share Edit

Total ETH Withdraw TornadoCash Totals - 2023

=142,347
Total ETH Withdraw

@ @awesome 4 hours ago @

Total USD Withdraw Total USD Withdraw

$246,098,105

Total USD Withdraw
@ @awesome 4 hours ago @

Apr 2023 Apr 2023 May 2023 May 2023 May 2023 Jun 2023 Jun 2023
4hours ago @
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$6,608,354
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BIheE, MO RBERES. FSMUFERILZEH T Seaport, Permit X4, EBH{ERA Permit
USDC MIEBLIENZLNHESE, ARTIREXNEIENH], Monkey Drainer HE R &5 K
FITIRFIL 16,506,602 E£jT, HF89E NFT RFILNE 9,374,344 £ T, ERC20 Token ZRFILY
7,132,257 &£u, HEpFEIRF| ERC20 Token KA FH USDC, USDT. LINK, ENS. StETH, &% 42 %
FESTHARATNIMBSITZEE B RXMIEE, MEBfERAMEERMNARERZENE,
HENE, BURERANAERIRLECLENEE.

* 400.0 ETH .EH.

Ewvent: Phizghing Tomado.Cash: Router
OxB845.. f6fba Od 0. 41310
o SLOWMIST M Home MistTrack Platform MistTrack Service Malicious Address Library W Share

e el m

Malicious Address on Feb 24, 2023

Compared with Feb 10
355 addresses have bezn added, 0 addresses have been removed

Chain Address Entity Note
ETH Oxfabe7b04ae48ae0da0f6he 1803936de55abde 7d fixedfioat

ETH 321596d 1c651bal kucoin

ETH 0x48b5018edd9084380141852b9524d647ca38be35 bovada

ETH 0x19907c290b17b464621d2b7d429d3541626(80 bovada

ETH 0x1203ch74b4fb442b85460aB25ef612b 1c82e77b binance

ETH 0x63c8244ed8762a1afb7583e23ea1d6d23b3f1e84 bybit

ETH 18ad2faa3Bb135809519c2e92ch binance

ETH Ox4fd4812cc119567 1f5cdfafb19e172f373777634 binance

ETH 0x162265b4aea7631318f9442a5¢c2c1a0d4d939f11 coinbase

ETH changenow

< 1 e 189 190 192 193 . 223 O & Download CSV

(https://aml.slowmist.com/events/monkey_drainer_statistics/)

x



3.4 Pussy Drainer

B 1 B 6 B2, Pussy Drainer (9&;EZ1 S8 T 3000 £ AZE, BIHEEHLYN 1500 HETRT,
RAMZEEREL T ME 230 BETHNEF,

o

rallbit.com
OxAfic.._ 1587d

R

elake.com
Ox5la.. 36644
0084 ETH
D33FETH .
roobet.com
OwS1f._aca9?
04025 ETH

o

0.0292 ETH
binance
Oxl1a...d54f8

Fake_Prishing 11681 0.0112 ETH
Oedeh,  1898f

o
-3

L3R ETH
MEXIn
0x151...b1885
20ETH
003 ETH .

Blur: Bidding
OxDDD. 88T ac

o

Unlswap: Universal Router 2
el 466

changenow
OxBaZ . Ebebs

3.5 Inferno Drainer

58 19 B, =147 Inferno Drainer BIVESR B XA B H/KE, Z BEXIIMEZHEER T2
UGB B B0 20% B, R 5UE, BRIEAUE 4888 R ESE, BB ARTH 500 FEx, B 3



A 27 BLLE, Inferno BEZBIE T 689 MI& MG, #IHIRAEEE 220 4, B HF MistTrack
43 #T, Inferno Drainer Bk £ Z{# A Tornado Cash. SimpleSwap EF & # 1Tk M,

simpleswap
Ox20c... 73544

0.01-ETH

181:3.ETH
Ewvent: Phishing

0x294.. cbedd

Tornado.Cash: Router
Oxd90...4131b

4, REHEIK

4.1 Lazarus Group

4.1.1 Harmony Hack

2022 £ 6 A 23 B, Harmony (s E2 KL, MEAAN 12T, SF 1A 138, BEFRER
M Tornado Cash 12EREIE &, FIEBRFAMLE Railgun P TFRIRR, MEEHI) EEWEBIIX S
EARFIRKEIBICHSE, 1 A 16 B, BEFZAIGFREXSFAMBIC #&H##%.1 A 238,
FBI #a1A BR8F B & {k Lazarus Group BIiZ¥t Harmony Hack B4R, 2L KM Z E#5,
BrREBEREBIXRZFEE, 5—HoREEN Avalanche Bridge B545%I Avalanche &, &4
SHIREK USDT/USDD, F# ¥ 2| ETH/TRON R RIET ML, T IREHR, BREFER T H®KE
A=, & MistTrack 7347, EFE8ERRE A BTC Network -> Avalanche -> ETH Network -> TRON

Network,

4 1.2 Atomic Wallet Hack

6 B 3 B, —4 Atomic Wallet P 7EAE A LR e, MMM B RF=HBE, B5IT, BaT®
BEFEKRI 1 2%2€, REIERA 121N 5EREEXMHMMAIERML, BI6 A9 R, BEX
IWMT Atomic Wallet BEH B FHIBEX M TF Lazarus Group LARI{E FARISKEE . #& MistTrack 43
, BRIEHIALUT=ME&ARX:


https://misttrack.io/
https://www.fbi.gov/news/press-releases/fbi-confirms-lazarus-group-cyber-actors-responsible-for-harmonys-horizon-bridge-currency-theft#Original-Statement
https://misttrack.io/
https://misttrack.io/
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AMERITRIREY, H

HHIREM ETH 2B R 20 i, HFEREBRNI WETHE
¥ BTC, 3 M Avalanche fE88ZI BTC M4,

2) 4% ETH ¥%% %I THORChain,
SwftSwap #1TEE.
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TR R 1 sl Hack
431 9614 ETH s hobot

g ETr o
Hit Tera i s BREEL Ak
2o ETh

- 0

UYL A walket Hadk
WSETH' tedan 48

— %% ETH RN WETH, EZF % WETH R#R ETH, 55

S48 21| Avalanche, FE % WETH

A ETH R BTC, B Es4ER BTC #hilt, tt4d, BEXEER



o

THORChain_Vauli_Asgard
Oxbdf_.e0855

=)

83.108 ETH, .
THORChain_Vault_Asgard
0x69b...6F1D6

130.8185 ETH

o

503:077.ETH 134 663 ETH
THORChain_Vault_Asgard
Atomic Wallet Hack 0x9be.__ca718
0x1d2...0a70d
0.0073°ETH 30ETH
Event Theft
Oxad3.. eled4 o
145694 ETH
+ +
Event: Theft Event: Theft
0xf71..9c856 Oxeb7...0a249
5.782 ETH

=

THORChain_’ Vaun Asgam
Oxfea..684

Q

Event: Theft
0x6a8...aaé19

3)BEIFKRERS USDT @3 SunSwap Rty TRX FSCESIFEA TRON Hutik, iZ TRON it B %
TRX BRI Z M i, ZREXBIPBRAXRSZFEE T, —& 26 SuntSwap 1§ TRX #&
7 USDT, K&B% USDT A MBFBAXRZFEE, —8 57 A SwitSwap iE54%,

TCiBB...8Azeq

3000.0 TRX

2533856.9391 TRX

' TCSEi...eUeEC

3000:0.TRX

TKITx...LeUmf e

750000 TRX
Contract_SwitSwap

TFn2s. .uEADS



~ IQ\ é:é:

AREFTENAT 2023 L FHRREREFZHURREESE. BMNFERRERBIRR
ST NREENENNE, BHAREFHIBENNNFHECHXRET B, £
RRELXEWFEEBRMOE, HRABIFL L, JEHRHEREES RS

&E BEE—MAESKE. XEFEEBZIMNHURSER . BEARESEKE. RFMITERE. EEX
k4%, 7 b 4% B =X 18 Safeheron, BugRap, Keystone, Scam Sniffer, GoPlus, Eigenphi, Chainbase,
SunSec, Alphatu, Steven (K #¥, IEZ/RI1MSE HHEBI, EMBE T HATF Bt B, 2L MrX R
BT EMRD, FEBNBLEREKE, FEEH, NRRERBEHRMTREZHLR,

h.®R=FEH

ABERBE T RN R REITU AR, BFRREFREREF SlowMist Hacked LUKk Rtk
IBERR S MistTrack BIEIE X #. (B TRREF ER L, BINELFRRFILERERIENLS
MEMHE, MARNEPHER RERERARESEMRKEBIE, B, KRERMRK

Rz BRI E M TR YE.

ABEPEARBNTR 2L, MDKRRHIHEE,


https://twitter.com/Alphatu4
https://hacked.slowmist.io/

7N X TEAD

suumist \

BERHX (SlowMist) B—REIRREESTEMAT, KILTF 2018501 A, H—XHAF+Z
F-EMBREWEREMEAREE, ARBEASITETHAEERRZMOANZTEIRE, BFH
REZREREHMRREREAHAE, TEEL BB RN BEMHEH— A LRBHIEN TS

BRAERSTEXRWSAHIMNEHEE, EABLEFLTFR, EF2HAET/INEEER
Ei#X,

BERRRRSETXRERLTIR. BRRERRANERTE SERNEHEATEI(
2018 FHERREF U ARH) MEMN, REEEXZR' ERESNELERARRKERBE"H
SRBARMZ—, BATHAERRT ERSHFEREL, AE, EERROURERRHUT
XeIFE A B A SR E fHTMER BRI

BERNEMNETLBRAZAE - TEFIT, BERET). BHESEERSHEEAMELTR
E(AML), BRI BRI, KRS (Vulpush), # B =E (SlowMist Hacked), EHHe & LB X
#E(Firewall.X) % SaaS R 2™ M, ETHRARNR LRI RZT L™ M, BEH K EFRIN

FHIRE T, 80 Akamai. BitDefender, FireEye, RC2, KBrKR . IPIP EXiEANMEZE K T4

MBA. BEEE. ATRAE, MBI RIEIBENAEH ERE T —(RMEEFI EMNT EHE RS

E EBERFAETLIASHIAAH LAY ZEEASXNRHERELT LR, SELRMIZ
XEFINA, ARRBESHRLLBREZEEREEZEINAA,
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BREHREFIT
MNEREAEXNEHNRBRLSEEHRITEANMAEREFI

gERE®It
HNERERERE ANREFXBRABITEAMNZT LTI

RESRREMRAR
MZERITHZEFIHBIReEEREELAHHTHRBRR2RKRE

£ RA M= (Red Teaming)
HEsENR, AR, L, PAFELHMHE ABTREITRE

TN
BEEATRRBRNIBSREENEAR, REFEN. £ AUMRERE

X REEBLRD B 4R
BEEMERES ME-— M ELETR2AE—KEMRRESIHERR

Bh 1 &R &
BERE: A ERARREMHHAE. XS ERARE R EMNEF

MistTrack BERRS
WFERFIEWE, & MistTrack :BERIRS B — & F L

Hacking Time
REXREADZTEHMAMNBNMEIBES, TEEZZTERRAE.
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B M
https://slowmist.com

Twitter

https:/twitter com/SlowMist Team

Github

https:/github.com/slowmist

Medium

https://slowmist.medium.com

Email

team@slowmist.com



https://slowmist.com
https://twitter.com/SlowMist_Team
https://github.com/slowmist
https://slowmist.medium.com
mailto:team@slowmist.com
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